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MOJIEJTb
VYT'PO3 BE3OITACHOCTH IMEPCOHAJILHBIX TAHHBIX ITPU X OBPABOTKE
B MH®OPMAITMOHHBIX CUCTEMAX ITEPCOHAJIbHBIX JIAHHBIX

O003HaUEeHUs U COKPALIECHUS

APM - aBTOMaTH3MpOBaHHOE pabouee MEeCTO

BU - BunoBas nundopmanus

BTCC - BcioMorarenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
UCTI/In - nundopmanroHHas cucteMa nepCcoHaIbHBIX JAHHBIX
K3 - xonTpOonupyemas 301a

MD - MexceTeBol 3KpaH

H/IB - HeneximapupoBaHHbIe BO3MOKHOCTH

HCJI - HecaHKIIMOHUPOBAHHBIHN 1OCTYI

OBII/IH - obecrieueHre 6€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
OC - oneparmoHHasi cuctema

I1/IH - mepcoHanbHbIE JaHHbBIC

[IMB - nporpamMmMHO-MaTeMaTHYECKOE BO3JCHCTBHE

10O - mporpamMmMHOe obecrieueHue

[IDMUH - no6o4HbIE 3IEeKTPOMATHUTHBIEC U3TYYEHUS U HABOIKU
PU - peueBas unpopmanus

CBT - cpencTBo BEIUUCIUTEILHON TEXHUKU

C3U - cpencTBo 3aIMTH HTHPOPMATUU

CIIU - creranorpaduueckoe npeodpazoBanue HHGHOPMAITIH
COVIINA - cnenuanbHbIe SIEKTPOHHBIE YCTPOUCTBA NIEpexBaTa HHPOPMAITHH
TKVYU - TexHuuecKkuil kKaHan yTedku HH(opMauu

TCOMU - Texnuueckue cpencTsa 06padboTku MHGOpMaIu
YBII/IH - yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

1. TepMHHBI U OIpeAEICHUS

B HacTos111eM 10KyMEHTE UCIIONIb3YIOTCS CIEeYIOIINe TEPMUHBI U UX ONPEIETICHHUS:

- ABTOMaTH3MPOBAHHAsA CHUCTEMA - CHCTEMA, COCTOSIIAs M3 IEPCOHAAa U KOMIUIEKCA CpPEICTB
aBTOMATHU3AllMK €ro JeATENbHOCTH, pealu3yromas HHPOPMAIMOHHYIO TEXHOJOTHIO BBITOJIHEHUS
YCTaHOBJICHHBIX (PYHKIIUH.

- AyTeHTH(UKAIMS OTNIpaBUTENS JAaHHBIX - MOJTBEPXkAEHHUE TOTO, 4YTO OTIPABUTENb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

- be3onacHOCTh MEpPCOHANBHBIX JAaHHBIX - COCTOSHUE 3aILMIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX,
XapaKTepu3yeMoe CIIOCOOHOCThIO TOJb30BaTeNel, TEXHUYECKUX CpPEACTB M HH(POPMAIMOHHBIX
TEXHOJIOTHI 00ecneunTh KOH(PUIEHINAIBHOCTD, [IEIOCTHOCTh U JJOCTYITHOCTh MEPCOHANBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MIEPCOHATIBHBIX JTaHHBIX.

- bnokupoBaHue nepcoHalbHBIX JAHHBIX - BPEMEHHOE IMpeKpalieHue cOopa, cucTeMaTh3aluy,
HAKOIUIEHNUS, UCTIOJIb30BaHMs, PACIIPOCTPAHEHUS IEPCOHANIBHBIX JAHHBIX, B TOM YHCJIE UX MEpPEIadH.

- Bupyc (KOMOBIOTEpHBINA, MPOTPaAMMHBIN) - HWCIOMHSAEMBIM TPOTPAaMMHBIA KOJ  WJIH
UHTEPIPETHPYEMBbId  HA0Op MHCTPYKIMHA, o0ONagaromuii CBOWCTBAMH HECAHKIIMOHHUPOBAHHOTO



pacripocTpaHeHuss M camoBocnpousBeneHus. Co3maHHble TyOJNMKaThl KOMIIBIOTEPHOTO BHpyca HeE
BCETJ]a COBIMAJAIOT C OPUTHHAIIOM, HO COXPAHSIOT CIIOCOOHOCTD K JallbHEHIIIeMy paclpOCTPaHEHHUIO U
CaMOBOCITPOU3BEACHHUIO.

- BpenonocHas mporpamMma -  mporpamMma, —IpeJHa3HaueHHas S OCYILECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYNa M (WJIM) BO3ACHCTBHS Ha NEPCOHAIbHBIC JTAHHBIC WU PECypChI
UH(POPMALMOHHOM CUCTEMBI NIEPCOHATBHBIX JAHHBIX.

- BcnomorarenbHble TEXHUYECKHE CPEJICTBA M CHCTEMBI - TEXHUYECKHE CPEJICTBA U CHCTEMBI, HE
npeHa3HauYeHHbIE IS Nepeaayn, 00pabOTKU U XpaHEHHS MEPCOHAIBHBIX JaHHBIX, YCTAaHABIUBACMbIE
COBMECTHO C TEXHMYECKUMH CpPEIACTBAMH U CHUCTEMAaMH, IIpEeIHA3HAUYEHHBIMU U1 0O0pabOTKU
NEPCOHANbHBIX JaHHbBIX, WIM B IOMEIIEHUSAX, B KOTOPBIX YCTAHOBJIEHbI MH(GOPMALIMOHHBIE CHCTEMbI
HEPCOHAIBHBIX JaHHBIX.

- JlocTyn B ONEpalMOHHYIO CpeAy KoMIbioTepa (MHPOPMALMOHHOW CHCTEMBI MEPCOHAIBHBIX
JTAHHBIX) - [TOJIy4CHHE BO3MOKHOCTH 3aIlyCKa Ha BBIIIOJHEHHE LITAaTHBIX KOMaH/, (yHKIMHA, IpOLeyp
OIEPALIMOHHOM cHCcTeMbl (YHUUYTOXXEHUS, KOIMPOBAHUS, [IEPEMEIIEHUS U T.I1.), UCIIOIHIEMBIX (paiiinoB
NPUKIIAJHBIX TIPOTPAMM.

- JlocTyn kK MH(OpMaIUK - BO3MOXXHOCTb [TOJy4eHUs HH(POPMALIUU U €€ UCII0JIb30BaHMUS.

- 3aKJaIouHOE YCTPOMCTBO - 3JIEMEHT CpEICTBa CheMa MH(OPMAIMM, CKPBITHO BHEAPSEMBbIii
(3aKymagbpIBaeMblii MJIM BHOCHUMBIH) B MECTa BO3MOXHOIO cbheMa HH(OpManuu (B TOM 4YHCIE B
OrpakJeHUe, KOHCTPYKIIUIO, 000pyA0BaHKE, IPEIMEThl HHTEPhEPA, TPAHCIIOPTHBIE CPEJICTBA, & TAKKE
B TEXHUYECKUE CPEICTBA M CUCTEMBI 00pabOoTKH MH(GOPMAIINN).

- amuuaemMass uHGopMmanus - HHPOpMaLUs, SBIAIOLIAsCS IPEIMETOM COOCTBEHHOCTH U
MoJyIeXAaIas 3alluTe B COOTBETCTBHU C TPEOOBAHHMSAMHU IMPABOBBIX JOKYMEHTOB WJIM TPeOOBAHUSIMH,
yCTaHAaBJIMBAEMBIMU COOCTBEHHUKOM WH(pOPMALINH.

- Wnentudukanus - npucBoeHHe cyObeKTaM M 00beKTaM J0CTyna HAeHTH(HKaTopa W (WIn)
CpaBHEHHE MPEIBSBISIEMOTO HACHTUPHUKATOPA C IEPEYHEM ITPHCBOCHHBIX UICHTH(PHKATOPOB.

- WNHbopMaTUBHBIM CUTHAN - AJIEKTPUUECKUE CUTHAIbBI, aKyCTUYECKHE, DJIEKTPOMArHUTHbBIE U
npyrue (Qu3MUecKue IMoJis, MO HapamMeTpaM KOTOPBIX MOXKET OBITh pacKpbiTa KOH(HIEHIIMATbHAS
uHpopManusg (mepcoHalbHbIE JaHHbIE), oOpabaThiBaeMas B  HH(OPMALIMOHHON  cHCTeMe
NEPCOHAIbHBIX JIaHHBIX.

- WudopmanmonHas cucreMa MEPCOHATBHBIX HaHHBIX - 3TO HH(OpMAaIMOHHAs CHUCTEMa,
IpeCTaBistomas co0oif COBOKYIHOCTh MEPCOHAJIBHBIX JAHHBIX, COJAEpKAIIMXCS B 0a3e NaHHBIX, a
Takke HMH()OPMAIMOHHBIX TEXHOJOTUH U TEXHUYECKUX CPEJCTB, IMO3BOJIIOIIUX OCYIIECTBIAThH
00pabOTKy TakuWX MEPCOHAIBHBIX JAaHHBIX C MCIOJIb30BAaHMEM CPEJICTB aBTOMATU3aLMU WM 0e3
UCIIOJIb30BAHUS TAKUX CPEJICTB.

- WHdopmanoHHbIe TEXHOJIOTHU - MPOLECCH, METOABI MOMCKA, cOOpa, XpaHeHUs, 00paboTKH,
NPEOCTAaBIICHHS, PACpOCTpaHEeHUs] MHPOPMAIIMK M CHOCOOBI OCYIIECTBJICHUS TaKUX IPOLECCOB U
METO/JIOB.

- HcTouHMK yrpo3sl 0€30MacHOCTH MH(POPMALUU - CYOBEKT JI0CTYyNa, MaTepUaIbHBIA OOBEKT
Wi (QU3NUecKoe SIBIICHUE, SBISIONIMECS TPUYMHOW BO3HUKHOBEHHS YIrpo3bl 0€301MacHOCTH
uH(pOpMaLIUH.

- Kontponupyemass 30Ha - 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIIOUEHO HEKOHTPOJIUPYEeMOe
npeObIBaHNE COTPYTHUKOB M IIOCETUTEIEH orepaTopa M MOCTOPOHHHUX TPAHCIIOPTHBIX, TEXHUYECKUX U
WHBIX MaTepUATLHBIX CPEJICTB.

- KoHdpuneHanbHOCTh MEPCOHATBHBIX JAHHBIX - 0053aTeNbHOE AT COOIOACHUST ONEPaTOPOM
WIA UHBIM IOJYYMBIIUM JOCTYH K IE€PCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE JOMYCKaTh HMX
pacrpocTpaHeHus 0e3 corylacusi CyObeKTa MEPCOHANBHBIX AAHHBIX WM HAJIUYMs MHOTO 3aKOHHOI'O
OCHOBAHHSI.



- MexceTeBol 3KpaH - JOKaabHOE (OJJHOKOMIIOHEHTHOE) WiIH (DYHKIIMOHAIBHO-pacpeieIeHHOE
nmporpamMmMHoe  (IIporpaMMHO-anmapaTHoe) CpeACcTBO (KOMILIEKC), peaau3ylolee KOHTPOJIb 3a
uHpopManuel, nocrymnammei B HHOOPMAIMOHHYIO CHCTEMY MEPCOHAJbHBIX TaHHBIX M (WIJIN)
BBIXOJISIIEH 13 MH(POPMAITMOHHON CHCTEMBI.

- Hapymurens 6e30mMacHOCTH TMEPCOHAIbHBIX JAaHHBIX - (U3MYECKOE JIUIO, CIy4YalHO WM
IpeJHAMEPEHHO COBEpIIAIOIIee ICHCTBUSA, CIECICTBUEM KOTOPBIX SBIISICTCS HapylleHHe 0€301MacHOCTH
NEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKE TEXHUYECKUMHU CPEICTBAMHU B MH(POPMAITMOHHBIX CHUCTEMAX
NEPCOHATBHBIX JIaHHBIX.

- HenexknapupoBaHHble ~ BO3MOXXKHOCTH -  (DyHKIMOHAJIBHBIE  BO3MOXKHOCTH  CPEJICTB
BBIYUCIUTENILHOW TEXHUKH, HE OIMCAHHBIC WM HE COOTBETCTBYIOIIME ONMCAHHBIM B JOKYMEHTAIUH,
IpU MCIOJb30BAaHUM KOTOPBHIX BO3MOXKHO HapylleHHE KOH(HUIEHIUAIbHOCTH, JOCTYIMHOCTU WIIU
IIEJIOCTHOCTH 00pabaThiBacMO HH(POPMALIHH.

- HecaHKIMOHMPOBAHHBIN J0CTYN (HECAHKIIMOHUPOBAHHBIC IEHCTBHS) - AOCTYH K WH(pOpMAUN
WK JeHCTBUS ¢ uH(poOpManuen, OCyllecTBIseMble C HApYIIEHWEM YCTAHOBJICHHBIX MpaB U (WIIH)
OpaBWJl JOCTyna K HHOpManMM WIM JACUCTBUH C HEH C NpPUMEHEHHEM MITaTHBIX CpPEICTB
WH(GOPMALIMOHHONW CHCTEMbl WJIM CPEACTB, AHAIOTMYHBIX HMM IO CBOUM () YHKIHOHAIBHOMY
NpeIHA3HAYCHHUIO U TEXHUYECKUM XapaKTePUCTUKAM.

- Hocurens unbopmanuu - dusznyeckoe U0 HIM MaTepuUaabHbIA OOBEKT, B TOM YHCIE
¢u3uveckoe moiue, B KOTOpOoM HMHGOpMAIHS HAXOIUT CBOE OTPaKEHHE B BUAE CHMBOJIOB, 00pa3oB,
CHUTHAQJIOB, TEXHUYECKHUX PEHICHWH W TPOLECCOB, KOJIMYECTBEHHBIX XaPAKTEPUCTHK (U3NIECKUX
BEJIMYMH.

- OO0paboTka MepCOHATBHBIX IaHHBIX - JEUCTBUA (OMepaluu) C MEePCOHAIBHBIMHU JIaHHBIMH,
BKJItOYasi cOOp, CHCTEMAaTH3allhi0, HAKOIUICHHE, XpaHEHUE, YTOYHeHHE (OOHOBICHHE, M3MCHCHHE),
UCIIOJIb30BAaHUE, pacHpoCcTpaHeHue (B TOM 4YHUCIE Nepenady), o0e3nuuuBaHue, OJIOKHpPOBaHHE,
YHUYTOKEHUE MEPCOHAIBHBIX JJAHHBIX.

- Omnepatop - TOCyJapCTBEHHBII OpraH, MyHHIIMTIAILHBIA OpTraH, IOPHINIECKOe HITH (HU3UIECKOe
JMIIO0, OPraHM3yloIiuMe W (WIM) OCYLIECTBISIONIME OOpaOOTKY MEpPCOHAIBHBIX JaHHBIX, a TaKKe
OTIpeIeNIAIONINE LIEIH U Coiep)KaHue 00pabOTKH MEePCOHATIBHBIX JaHHBIX.

- [TepexBat (uHpOpMAIMK) - HENPABOMEPHOE TMOJyuYeHHEe HH(POPMAIMH C HCIOJIb30BAHHEM
TEXHUYECKOTO CPEJCTBA, OCYIIECTBISIONIEro OOHapy)KeHHe, MpueM M o0paboTKy MHGOPMATHBHBIX
CUTHAJIOB.

- [lepconanbHple naHHBIE - Jt00as WHGOpPMAIWs, OTHOCAIIA’CS K ONPEACICHHOMY WU
olpenensieMOMY Ha OCHOBAaHMM Takol mMH(popMmanuu (uU3n4eckomy JIMIy (CyObEKTY MepCOHATbHBIX
JAHHBIX), B TOM 4Hcle ero (aMuius, UMs, OTYECTBO, JlaTa U MECTO POXKICHHMA, ajpec, CeMenHoe,
COLIMAJIbHOE, UMYIIIECTBEHHOE MOJIOXKEHUE, 00pa3oBaHue, mpodeccusi, 10X0Abl, Apyras HHPopMaIusl.
- [ToGouyHbIE DSJEKTPOMATHUTHBIE HW3IYYEHUS M HABOJKHM - DJIEKTPOMArHUTHbBIE W3IyYEeHUs
TEXHUUYECKUX CPeICTB 00padOTKH 3amuiaeMoi HHpopMaliy, BO3HUKAIOLIUE KaK MT0O0YHOE SIBICHUE
U BBI3BAaHHBIC JJICKTPUYECCKUMHU CHTHAJIAMH, JIEHCTBYIOIMIMMH B HX OJJEKTPUYCCKHX W MarHUTHBIX
IEeMsIX, a TaKKe OJIIEKTPOMArHWTHBIE HABOAKH OJTHUX CHTHAJOB Ha TOKOIPOBOISIINE JIMHHUHY,
KOHCTPYKIIMHU ¥ [ETH MTUTAHMUS.

- [Tonmp30Barens WHOPMAIIMOHHON CHUCTEMBI MEPCOHATBHBIX TAHHBIX - JIMIIO, Y4acTBYIOIIEE B
(GYHKIMOHUPOBAaHUN HWH(MOPMAIIMOHHONW CHCTEMBl TEPCOHATIBHBIX MaHHBIX WU HCIOJIB3YIOIIee
pe3ybTaThl ee (PYHKIIMOHUPOBAHMS.

- [IpaBuna pasrpaHudeHHss [OCTyMa - COBOKYIHOCTh IPaBWJI, PErVIaMEHTUPYIOUIMX IpaBa
JOCTYTa CyOBEKTOB JOCTYIA K 00BbEKTaM JI0CTYIIA.

- [IporpaMMHasi  3akjazka - CKPBITHO BHECEHHBIH B  IMporpaMMHOe oOecriedeHue
(GYHKIMOHATIBHBI OOBEKT, KOTOPBIH TMPH ONPEACICHHBIX YCIOBHSIX CIOCOOCH 00ecreyuTh



HECaHKIIMOHMPOBAHHOE MpOTrpaMMHOE BozfaeiicTBue. IlporpamMmHas —3akiagka MOXET OBITh
pean30BaHa B BHJIE BPEJOHOCHOM MPOrpaMMbl UJIH MTPOrPAMMHOTO KOJa.

- IIporpammHOe  (IpOrpaMMHO-MAaTeMaTHYECKOE) BO3JEHCTBME - HECAaHKLMOHHPOBAHHOE
BO3/ICHICTBHE Ha PECypChl aBTOMATU3WPOBAHHOW HH(OPMAIIMOHHOM CHUCTEMBI, OCYIIECTBISIEMOE C
UCTIOJIb30BAaHUEM BPEIOHOCHBIX MTPOTPAMM.

- Pecypc nHpopmManMoHHON CUCTEMBI - UIMEHOBAHHBIN 3JIEMEHT CUCTEMHOI0, NPUKIAJHOIO MU
amnmapaTHoro obecnedeHus PyHKIIMOHUPOBAHHS WH(POPMAIIMOHHON CUCTEMBI.

- CpenctBa BBIYMCIUTENBHOW TEXHUKH - COBOKYIHOCTh IPOIPAaMMHBIX M TEXHHUYECKUX
AIIEMEHTOB CHCTEM OOpa0OTKM IaHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH CAMOCTOSATEIBHO HIU B
COCTaBe JPYTUX CUCTEM.

- CyOBexT mocryma (CyOBEKT) - JHIO WM HPOIECC, ACHCTBHS KOTOPOTO PEriJaMEeHTHPYIOTCS
NpaBUJIaAMU PAa3TPAHUYCHUS TOCTYIIA.

- Texuuueckue cpeacrsa MHPOPMALMOHHOM CHUCTEMBI IEPCOHANBHBIX JAaHHBIX - CpEACTBA
BBIYUCITUTENIFHOW TEXHUKH, WH(POPMALMOHHO-BBIYMCIUATEIBHBIE KOMIUIEKCHI M CETH, CpPEACTBA M
CHCTEMBI Ilepeaiauu, IprueMa 1 00paboTKH MEePCOHANIbHBIX IaHHBIX (CPEACTBA U CUCTEMbI 3BYKO3AIINCH,
3BYKOYCHJICHUS], 3BYKOBOCIIPOU3BEICHMSI, MEPETrOBOPHbIE U TEJIEBU3MOHHBIE YCTPOMCTBA, CpEACTBa
U3IOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JPyrue TEXHUYECKHUE cpelicTBa 00pabOTKH pedyeBoid,
rpaduueckoil, Buneo- 1 6ykBeHHO-IIU(POBOH MHPOPMAIUH), TPOrPaMMHBIE CPEICTBA (ONEepaIliOHHbIE
CHCTEMBI, CHCTEMBI YIIpaBIIeHHsI 0a3aMH JaHHBIX U T.I1.), CPEJICTBA 3aIUTH HH()OPMAIUH.

- TexHuueckuil kaHan yTedkd UHGOPMAIMK - COBOKYITHOCTh HOCUTENS HH(pOpMaLuu (cpeicTBa
00paboTKN), PU3NIECKON Cpebl pacpoCTpaHSHUS HHPOPMATHBHOTO CUTHAJNIA M CPEJICTB, KOTOPHIMU
N0OBIBaeTCS 3amuiaemMasi iH(HOpMaIus.

- VYrpo3bl 0€30aCHOCTH MEPCOHAJBbHBIX JaHHBIX - COBOKYIHOCTh YCJIOBUH U (akTOpPOB,
CO3JIAIONINX OMACHOCTh HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CIyYaHOTO, TOCTYIA K MePCOHATEHBIM
JTAHHBIM, PE3YJbTaTOM KOTOPOTO MOXKET CTaTh YHUYTOKEHHE, W3MEHEHHe, OJIOKHpOBaHHE,
KOTIMPOBAHUE, PACHpPOCTPAHEHHE TEPCOHAIBHBIX TaHHBIX, & TAKKE€ HMHBIX HECAHKIIMOHHMPOBAHHBIX
neiicTBuil mpu Ux 06paboTKe B MH(OPMAIIMOHHOHN CUCTEME IEPCOHANBHBIX JaHHBIX.

- VYHHUUTOXXEHHE TEePCOHANBHBIX MAHHBIX - NEHCTBUS, B PE3yabTare KOTOPHIX HEBO3MOKHO
BOCCTAHOBUTh COJIEpXKAHME TEPCOHAIBHBIX JAaHHBIX B HMH(POPMALMOHHOM CHCTEME MEepPCOHAIbHBIX
JAHHBIX WM B pe3yJbTaTe KOTOPHIX YHUYTOXKAIOTCS MaTepUAIbHbIE HOCUTENN MEepPCOHAIBHBIX
JTAaHHBIX.

- VYTeuka (3amummaeMoil) MHGOpPMAMM 1O TEXHUYECKUM KaHalaM - HEKOHTPOJIUPYEMOe
pacrpocTpaHeHre MH(OpMAIMM OT HOCUTENs 3aluiiaeMoi nHpopmanuu yepe3 (GpU3HUecKyro cpeay
JI0 TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIONIETO NepexBaT HHPOPMALIUH.

- VY93BUMOCTB - HEKas caboCTh, KOTOPYIO MOXHO HUCIOJIB30BATh JJISl HAPYILIEHUS] CUCTEMBI HITU
coJepxaleiics B Heil nHpopManuu.

- LenoctHOCTh MH(MOPMAIMK - COCTOSTHUE MH(OPMAIUH, MPH KOTOPOM OTCYTCTBYET Jt00oe ee
U3MEHEeHHEe MO0 M3MEHEHUE OCYILECTBIISETCS TOJBKO NMpEeIHAMEPEHHO CyOBhEKTaMHu, UMEIOIMMHU Ha
HETO TPaBo.

2. O0I1IME TTOJI0KEHUS

Hacrosmass «Moxens yrpo3 0€30macHOCTH TEPCOHANBHBIX JaHHBIX TMPU HUX 00paboTKe B
WH(MOPMAIIMOHHBIX CHCTEMaxX TIEepPCOHANBHBIX MaHHBIX" (mamee - Mogens yrpo3) COAEPKHUT
CUCTEeMATU3UPOBAHHBIN MepeueHb Yyrpo3 Oe30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTkKe B
UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX. DTU YIPO3bl 00YCIIOBIIEHBI MPEAHAMEPEHHBIMU
WIN HeTpeHaMEepEeHHBIMH JeHCTBUAMHU (PU3MUECKUX JIML, TEHCTBUAMU 3apyOeKHBIX CIELCITYXO MU
opraHu3anuii (B TOM 4Hclie TEPPOPUCTUUYECKUX ), @ TAK)KE KPUMUHAIBHBIX TPYNIHPOBOK, CO3JAIOIINX



ycnoBus (TIPEANOCHUIKH) AJIsl HapylIeHus: Oe30macHOCTH mnepcoHanbHbIX AaHHbIX (I1IH), koTOpOe
BEZIET K yliepOy KM3HEHHO BaKHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA U TOCY1apCTBa.

Mopnenbs yrpo3 COOEpKUT €IUHBbIE HWCXOJHBIE JIaHHBIE 10 Yrpo3aM O€30MacCHOCTH IEPCOHAJIbHBIX
JAHHBIX, 0OpabaTbiBaeMbIX B HMH(POPMALMOHHBIX CHCTeMax mepcoHalbHbIX aaHHbx (MCIL/IH),
CBSI3aHHBIM:

- ¢ nepexBaTtoM (cbemoM) II/lH Mo TeXHMUECKMM KaHajlaM C LENbI0 UX KONMMPOBAHUS WIN
HEIIPAaBOMEPHOT'O PaclpOCTPAHECHHUS;

- C HECaHKUIMOHMPOBAHHBIM, B TOM 4Hcie ciay4ailHeiM, goctynoM B MCIIJIH ¢ wnensio
W3MEHEHUs, KOMMPOBAHMS, HEMpaBOMEpHOro pacnpoctpaHeHus IIJIH wumm  1ecTpyKTUBHBIX
BosnerictBuii Ha onemeHThl HCIIlH u oOpabGarbiBaembix B HuX II/lH c wHcmoias3oBaHHEM
MIPOrPaMMHBIX U MPOTPaMMHO-ANNAPATHBIX CPEJICTB C LIETbI0 YHUUTOKEHUs win 6nokuposanus [1/1H.
Mopenb yrpo3 sIBISI€TCSI METOJUYECKUM JIOKYMEHTOM M IpEIHa3HauYeHa Il TOCYJAapCTBEHHBIX M
MYHUIIUTATBHBIX OPraHoOB, MOPUAMYECKHX M (WiM) (U3MYECKUX JHIl (Jajee - OIepaTopoB),
OpraHm3yromux W (WiM) ocymecTBIsiommx oopadotky I[I/lH, a Takke ompenensomux UeTd Hu
comepxkanue oOpaborku I1/IH, 3aka3umkoB u paspaborumkoB MCII[lm u wux moacucrem. C
IpuMeHeHneM Mozeln yrpo3 pemaroTcs CIeIyoIue 3a1a4u:

- pa3paboTka yacTHBIX Mojenel yrpo3 6e3onacHoctu [1/In B konkpeTHbix MCII/IH ¢ yueTom ux
Ha3HAYEHUS, YCIOBUN M OCOOCHHOCTEH (PYHKIIMOHUPOBAHHS,;

- ananu3 3amuiieHHoctn WCII[IH ot yrpo3 6e3omacnoctu IIJIlH B Xome opraHuzanuu u
BBITIOJTHEHMS paboT 1o obecnieueHuto 6ezonacuoctu [1J1H;

- pa3paborka cucrembl 3ammthl [1/IH, oOecreymBaromiel HEHTpATM3ALUIO TPEAIOIAraeMbIX
yrpo3 € HCHOJB30BAHMEM METOJOB M crmoco0oB 3amuThl [I/[H, TpeaycCMOTpPEHHBIX st
cootBercTByromiero kinacca UCII/IH;

- MIPOBEJICHUE MEPOINPUATUH, HANpaBICHHBIX Ha MPEJOTBPAICHHE HECAHKIHMOHUPOBAHHOTO
nocryna k [1/Ix v (Mnm) nepenauu ux JMnam, He UMEIOIIMM IpaBa JI0CTyNa K Takoi nHpopMmanuu;

- HezonyleHue Bo3aeiicTsus Ha Texunueckue cpeactsa MCII/IH, B pe3ynbrare KOTOPOro MOXKET
OBITh HapyIIEHO UX (PYHKIIMOHUPOBAHUE;

- KOHTPOJIb 00€CTIeueHHs] YPOBHS 3alllUIIIEHHOCTH EPCOHATIbHBIX IaHHBIX.

B Mopenn yrpo3 npano o6o6mienHoe omucanue MCIIJIH kak OOBEKTOB 3aIMThI, BO3MOKHBIX
UCTOYHHUKOB Yrpo3bl 0e30macHOCTH TNepcoHalbHBIX JaHHbIX (YBII/IH), OCHOBHBIX KiaccoB
ysizsumocteit MCII/IH, BO3MOXHBIX BUIIOB AECTPYKTUBHBIX Bo3aeiicTBuil Ha I1/1H, a Takke OCHOBHBIX
CHoco0O0B X peau3alii.

VYrpossl 6e3onacHoctu [1/]H, ob6padareiBaembix B UCII/IH, comepxamiuecss B Hactosmeldn Moaenu
yIpo3, MOTYT YTOUHSITHCS U JIOTMOJHSTHCS MO MEpE BBISBICHMSI HOBBIX MCTOYHHMKOB yIpo3, Pa3BUTHS
crioco0oB u cpencts peanuzanuu Y BI11a 8 UCIT/H.

3. Knnaccudukams yrpo3 0e30IMacHOCTH IMTEPCOHAIBHBIX TaHHBIX

CocrtaB u conepxxanue YBII/IH ompenensercss COBOKYIHOCTBIO YCIOBHM M (PaKTOPOB, CO3JAIOIIUX
OIaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YMCJIE CiIydaifHoro, foctyna K [1/1H.

COBOKYIHOCTB TaKHX ycJIOBUH U pakTopoB popmupyercs ¢ yuerom xapaktepuctuk MCIIJIH, cBoicTB
cpeasl (IyTH) pacnpocTpaHeHUss HH(GOPMATUBHBIX CUTHAJIOB, COJEPXKAIIMX  3aIIMIIAeMYI0
UH(POPMAIINIO, 1 BOBMOKHOCTEH HCTOYHUKOB yIPO3BI.

K xapakrepuctuxkam WCII[dH, oOycnoBnuBatomuM Bo3HukHOBeHHE YBIIJ[H, MOXXHO oOTHecTH
Kareroputo U obveM oOpabatsiBaeMbix B MCII[IH mepcoHanbHbIX HaHHBIX, cTpyKTypy WCIIJH,
Hamuure mnoakmoueHnit MCIIJlH k ceTsaM CBsA3uM OOmEro TMojb30BaHWs W (WIHM) CETSIM
MEXIYHAPOJAHOTO WH(GOPMAIMOHHOTO OOMEHA, XapaKTEepHUCTUKH MojacucTeMbl OezomacHoctu I1/1H,
obpabarbiBaemMbix B MCIIJIH, pexxuMbl 00pabOTKU NMEPCOHANBHBIX JaHHBIX, PEXHMbI pa3rpaHUUYCHUS



npaB pocryna nois3zoBatesneid MCIIJIH, MecTOHaXOXIE€HHWE U YCIOBHS pa3MEUICHMs] TEXHHUYECKHX
cpeacts UCII/IH.

Nudopmannonnsie cucrembl [1JlH mpeacTaBiasioT cOOOH COBOKYMHOCTb WH(GOPMAIMOHHBIX U
POTPaMMHO-aNIapaTHBIX AJIEMEHTOB, a TAaK)Ke MH()POPMAIIMOHHBIX TEXHOJOTHH, MPUMEHIEMbIX MPU
obpabotke I1/1H.

OcnoBubIMHU 351eMeHTaMu CIT/IH sBastoTes:

- NepCOHAbHBIEC TAaHHBIE, CoJepKalecs B 0a3ax JaHHBIX, KAK COBOKYIMHOCTh HH(pOpMaIuu u ee
Hocutenel, ucnoyibzyembix B UCI/IH;

- nH(pOPMAaIMOHHbIE TEXHOJIOTHH, TpUMeHsieMble rpu 0Opabdotke I1/1H;

- TEXHHYECKHUE CPEJCTBA, OCYyIIECTBIstomue o0padorky I[I/IH (cpemcTBa BBIYHUCIUTEIHLHOM
TE€XHUKU, WHPOPMALMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEJCTBAa M CUCTEMBI Iepenayd,
npuema U oOpabotrku IIJIH, cpeactBa M cHUCTEeMbl  3BYKO3aIlUCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOU3BEJICHUS, IIEPErOBOPHBIE U TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA HM3rOTOBIICHHUS,
TUPAXHUPOBAHUS JOKYMEHTOB U JpPYyrHe TEXHUYECKHE CPeICcTBa 0OpabOTKH peueBO, rpaduuecKkoi,
BUJICO- ¥ OyKBeHHO-IU(PpOoBOIi nHDOpManmu) (nanee - rexaudeckue cpeacrsa UCTI/InH);

- IIpOrpaMMHBbIE CpeAcTBa (ONepallMOHHbIE CUCTEMBI, CUCTEMbI YNpaBiIeHUs 0a3aMu JaHHBIX U
T.IL.);

- CpezAcTBa 3aIUThl HUHPOPMALIUY;

BCIIOMOrareiibHble TexHuueckue cpeacrsa u cuctemsl (BTCC) - TexHuueckue cpencTBa U CUCTEMBI,
X KOMMYHUKallU{, HE NpeqHa3HadeHHble A oOpaboTku I[1/lH, HO pa3melleHHblE B MOMELICHUSIX
(manmee - cmyxeOHbIEe MOMelIEHHUs1), B KOTOpbiXx pacnoiiokersl MCII/IH, ux TexHuuyeckue cpencrna
(paznu4HOro pona teneOoHHbIE CPEACTBA U CUCTEMBI, CPEACTBA BHIUUCIUTENBbHON TEXHUKH, CPEICTBA
U CUCTEMBI IIEpENauu JaHHBIX B CUCTEME PAJUOCBSI3U, CPEICTBA U CUCTEMbl OXPAHHOM U IMOKapHOU
CUTHAJIM3alluU, CPEICTBA U CHCTEMBI ONOBEUICHUS W CHUTHAJIN3ALMH, KOHTPOJIbHO-M3MEPUTEIbHAS
anmaparypa, CpeACTBa M CHCTEMbl KOHJIULMOHMPOBAHMS, CPEACTBA M CUCTEMBI IPOBOIHOMU
PaZMOTPAHCISLMOHHON CEeTH M IIpUeMa MpPOrpaMM pAJUOBEINAHUA U TEIEBUICHMS, CPEICTBa
3JIEKTPOHHOM OPITEXHUKH, CPEJICTBA U CUCTEMBI 3JIEKTPOYaco(UKaLInN).

CaoiicTBa cpeapl (IIyTH) pacIpOCTpaHEHUs MHPOPMATHUBHBIX CHUTHAJIOB, COJEPKALIUX 3alUIIAEMYI0
MH(pOpPMaLIMIO, XapaKTePU3YIOTCsl BUAOM (DU3HMUECKON cpenibl, B KOTOpoi pacnpoctpanstorcs [1/1H, u
ONPEAEIISIOTCS PU OLIEHKE BO3MOKHOCTH peann3auuu Y bITJ[H.

Bosmoxxnoctu HWCTOYHUKOB VYBII I 00yCIIOBIIEHBI COBOKYITHOCTBIO Croco0oB
HECaHKIIMOHMPOBAHHOTO U (MiM) ciaydaiiHoro nocrymna k IIJIH, B pe3ynbraTte KOTOPOro BO3MOXKHO
HapyleHHe KOH(QUACHIMAIBHOCTH (KOIUPOBaHUE, HEPAaBOMEPHOE PACIpPOCTPAHEHUE), LIEIIOCTHOCTH
(YHMUYTOXEHHE, U3MEHEHHE) U TocTynHOoCTH (OokupoBanue) I1/]H.

VYrposa 6ezonacHoctu [1/lH peanusyercs B pesynbraTe oOpa3oBaHHMs KaHana peanuzanuu Y BIIJIx
MEXJ1y HICTOYHUKOM yrpo3bl U HocuteneM (uctounukom) I1/1H, 4To co3znaer ycnoBus A HapyLIEHUS
6e3omacHocTH [1/]H (HecaHKIIMOHUPOBAHHBIN WK CIy4YailHBIA JOCTYII).

OCHOBHBIMU 3JIEMEHTaMu KaHaza peanu3anuu Y BIIJIH sBagtoTcs:

- uctoyHuk YBII/IH - cyOBeKT, MaTepuanbHblii 0OBEKT WK (U3NYECKOE SIBICHUE, CO3/A0IIHIE
VYBII/H;

- cpena (myts) pacnpoctpanenus [1/IH wiu Bo3aelicTBUM, B KOTOPOH (HU3UUECKOe MoJie, CUTHA,
JaHHbIE WJIM TPOTrpamMMbl MOTYT PacHpOCTPaHATbCA U BO3JEHCTBOBaTh Ha 3alllMIAacMble CBOWCTBA
(KOH(UIEHIINATBHOCTb, LIEJIOCTHOCTb, JOCTYNHOCTH) [1/1H;

- Hocutenb 1/l - gusmyeckoe U0 UM MaTepUalbHBbIH OOBEKT, B TOM 4HCIe (PU3NYECKOE
noje, B kotopoM IT/[H HaxonsaT cBOe OTpakeHUE B BUJE CUMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
PELICHUI U MPOLIECCOB, KOIUYECTBEHHBIX XaPaKTEPUCTUK (PU3NYECKUX BEIMUHH.



Hocurenu I1/1n MoryT conepxaTh HH(OPMAIIHIO, IPEACTABICHHYIO B CIEIYIOIUX BUIAX:

- akyctudeckas (pedeBass) wuHpopmanus (PU), copepkamasics HEMOCPEJACTBEHHO B
npousHocuMon peun nonbszoBatens MCII[H npu ocymiecTBieHHH UM (YHKIHMU TOJOCOBOTO BBOJA
[T1x 8 UCITn mu6o BocnpousBoaumas akyctuueckumu cpenctamu MCIIIH (ecnu Takue GpyHKIUN
IPeyCMOTPEHBI TexHosorueil 0opadotku I1/1H), a Takke coaepkamascs B 3J€KTPOMAarHUTHBIX TTOJISAX
U DJEKTPUYECKUX CUTHAJaX, KOTOpPbIE BO3HMKAIOT 33 CYET MPeoOpa3oBaHHMi aKyCTUYECKOH
nHpopmanuu;

- BuzoBass uHpopmauus (BU), mpexacraBieHHas B BHIE TEKCTa M HM300paKCHHMH Pa3IMUYHBIX
YCTPOMCTB OTOOpaXKeHUs HMHPOPMALUU CPEJICTB BBIYMCIMTEIBHON TEXHUKH, HH(MOPMALMOHHO-
BBIYUCIIUTENIbHBIX KOMIUIEKCOB, TEXHUYECKHX CPEICTB 00pabOTKM rpaguueckoi, BU€0- U OYKBEHHO-
nudposoit mapopmaruu, Bxoasaumx B cocraB UCIIx;

- uHpopmanus, oOpabateiBaemas (uupkynupytomas) B MCII[lH, B BHIE 3IIEKTPUUYECKHUX,
JJIEKTPOMAarHUTHBIX, ONTUYECKUX CUTHAJIOB;

- uHpopmanus, obpadareiBaemas B WCII/IH, npencraBieHHas B Buue OuT, Oaiit, (aiiinoB u
JIPYTHUX JIOTHYECKUX CTPYKTYD.

B nensax ¢gopmupoBanus cucremarusupoBanHoro nepeunss YBIIJn npu ux o6padotke B UCIIH u
pa3paboTKe Ha UX OCHOBE YAaCTHBIX MOJEJed MPUMEHUTEIbHO K KOHKpeTHOMY Buay MCIIIH yrpo3sl
KIJIACCU(UITUPYIOTCSA B COOTBETCTBUH CO CIIEIYIOIIUMH IPHU3HAKAMH

- o Buay 3amuiiaemoit ot YBIT/{n nundopmarun, conepxameit [1/1H;

- 110 BUAAM BO3MOKHBIX UICTOUHUKOB Y BIIJIH;

- no tuny UCII/IH, Ha koTOpbIe HanpaBieHa peanuszanus Y bI1J(H;

- 1o cnoco0y peanuzanuu Y BI1JH;

- 0 BHJY HApyIIaeMOro CBOMCTBa WH(pOpManuu (BHIYy HECAaHKIMOHMPOBAHHBIX [EHCTBUH,
ocyuectBisieMbix ¢ [1/1H);

- 10 UCIIOJIb3YEMOH YSI3BUMOCTH;

- 10 00OBEKTY BO3/ICHCTBHS.

ITo BugamM BO3MOXKHBIX UCTOYHUKOB Y BIIJIH BBIAENAIOTCA CIEAYIOIIKE KIIACCHI YTPO3:

- YIpO3bl, CBSI3aHHBIE C IPEIHAMEPEHHBIMM WM HENPEIHAMEPEHHBIMU JEHCTBHUIMH JIHUL,
umeronmx gocryn k HWMCII[H, Bxmoudas mnons3oBatenedt HWCIIJIH, peanu3yrommx yrpossl
HenocpencTBeHHo B UCII/IH (BHYTpeHHUI HapyIIUTelNb);

- YIpO3bl, CBA3aHHBIE C INPEJHAMEPEHHBIMM WJIM HENPEIHAMEPEHHBIMU JACUCTBUSMH JIUL, HE
umeromux jnocryna k MCIIJIH, peann3yromux yrpo3sl U3 BHEIIHUX CeTel CBA3M OOLIEro MOJIb30BaHUS
U (W1M) ceTelt MeXTyHapoJHOT0 HHPOPMALIMOHHOTO 0OMeHa (BHEILIHUI HAapyILIUTENb).

Kpome Toro, yrpo3sl MOTyT BO3HMKaTh B pE3yJbTaTe BHEAPEHHUS aNlapaTHBIX 3aKIaJoK U
BPEJOHOCHBIX IPOTPaAMM.

ITo tumy UCII/IH, Ha xoTOphle HampasieHa peanusanus Y BIIJ[H, BbIIEIAIOTCS CIEAYyIOMME KIIACChI
yIpo3:

- yrpo3sl  6e3onmacHoctu [I/IH, oOpabareiBaembix B MCII[lH Ha 06a3e aBTOHOMHOTO
aBTOMAaTHU3MpOBaHHOTrO pabouero mecra (APM);

- yrpo3sl 6e3onacuoctu I1/IH, oOpabdatsiBaembix B MCII[IH Ha 6a3ze APM, moAKIIOUEHHOTO K
CEeTH 00I1Iero MOoJIb30BaHus (K CETH MEXAYHAapOAHOr0 HH(OPMALIMOHHOTO 00MEeHa);

- yrpo3sl  6e3omacHoctu  IIJ{H, oOpaGateiBaembix B MCIIJlH Ha 0a3ze JOKaJbHBIX
WH()OPMAIMOHHBIX CHUCTEM 0€3 TOJKITIOYEHHUS K CETH OOIIETO MOIb30BaHus (K CETH MEXKIYHAPOIHOTO
nH(pOpMaIMOHHOTO OOMEHA);

- yrpo3bl  Oe3zomacHoctH [IJlH, oOpabareiBaembix B MCII[lH Ha ©0a3e JTOKaJIBHBIX
UH(POPMALMOHHBIX CUCTEM C MOAKIIOYCHHEM K CETH OOIIEro MOJb30BaHMA (K CETH MEXIyHapOIHOTO
UH(POPMALIMOHHOTO 0OMEHa);



- yrpo3bl  OezomacHoctu I1/lH, oOpabateiBaecmbix B HCIIJIH Ha 0a3e pacnpeacieHHBIX
WH()OPMAITMOHHBIX CHCTEM 0€3 TOJKIFOYCHHS K CETH OOIIEeTO MOIb30BaHUs (K CETH MEXIyHApOJIHOTO
uH(OPMAIIMOHHOTO 0OMEHA);

- yrpo3bl  OezomacHoctu IIJlH, oOpabateiBacmMbix B MCIIJIH Ha 0a3e pacmpeaelieHHbIX
MH(POPMALIMOHHBIX CUCTEM C MOAKIIOYCHHEM K CETH OOIIETO MOJb30BaHMA (K CETH MEXIyHApOIHOTO
UH(POPMALIMOHHOTO 0OMEHa).

[To crioco6am peanmuzanuu Y BI1JIH BEIICTSIOTCS CIEIYIOIINAE KIACCHI yTPO3:

- yrpo3sbl, cBsizanHbie ¢ HCJI k I1/I1H (B TOM 4mcCIie yrpo3bl BHEAPEHUS BPEAOHOCHBIX ITPOTPAMM);
- yrpo3sl yreuku [1/1H mo TeXxHn4eckuM KaHalaM yTeukd WH(OpMaLnu;

- yIrpo3sl cienuanbHbix Bo3aehcTeui Ha UCII/IH.

Ilo BUIy HECAaHKIIMOHMPOBAHHBIX ACUCTBUMU, OCyHIECTBIsAEeMbIX C II/[H, BBIACIAIOTCA ClIeqyrOLIUe
KJIACChI Yrpo3:

- yrpo3bl, NPUBOJSIIME K HapylmeHuto KoHpuaeHmumansHocty [IJIH (KomupoBaHHIO WU
HECaHKIMOHMPOBAaHHOMY pAacCHpOCTPAaHEHUIO), MpU pPEaTu3aluud KOTOPBIX HE OCYILIECTBISAETCS
HETOCPEACTBEHHOTO BO3ACHCTBUS Ha COJiepKaHne HH(popMaIum;

- yIrpo3bl, IPUBOASAIINE K HECAHKIIUOHUPOBAHHOMY, B TOM YHCJIE€ CIIy4YallHOMY, BO3JICHCTBHUIO HA
cojepkaHne WH(GOpPMAIMK, B pe3yiabTare KOTOPOro oOcymiecTBisiercs u3Mmenenue IIJ[H wmm mx
YHUUTOKEHUE;

- YTpO3bl, IPUBOASIINE K HECAHKLIMOHUPOBAHHOMY, B TOM YHCJIE€ CIly4alilHOMY, BO3JIEHCTBUIO Ha
IporpaMMHble WU HOporpammHo-anmnapatrueie siaemMeHTsl WCIIJIH, B pe3yiapTaTe KOTOPOIo
ocymiectBisieTcs 0nokupoBanue [1][H.

1o ucnosib3yeMoi ysi3BUMOCTH BBIIEISIOTCS CIEAYIOLINE KIACChl YIPO3:

- YTPO3bl, PEAIM3yeMbIE C UCIIOIb30BAaHUEM YSI3BUMOCTH cucteMHoro [10;

- YTPO3Bbl, peaTU3yeMble C UCIIOIb30BaHUEM YSA3BUMOCTH npukiagHoro [10;

- YTpO3bl, BO3HUKAIOIINE B PE3YyIbTaTe UCIOJIb30BaHUS YSI3BUMOCTH, BbI3BaHHON HaymuneMm B AC
arnmapaTHoOu 3aKIaKu;

- yIpo3bl, pealu3yeMble C  KCIOJb30BAHUEM  YSI3BUMOCTEH  IPOTOKOJOB  CETEBOTO
B3aUMO/ICHCTBUS U KAHAJIOB NIEpelavl JaHHBIX;

- yTpo3bl, BO3HUKAIOIINE B PE3yJIbTaTe MCIOJb30BAHUS YSI3BUMOCTH, BHI3BAHHON HEIOCTATKaMU
opranuzaimu T3U ot HC/J;

- yIpo3bl, peaJU3yeMble C HCIOJIB30BAHUEM YSI3BUMOCTEW, OOYCIOBIMBAIOIIMX HAJIUYHE
TEXHUYECKHUX KaHaJOB yT€UYKH HH(OpMAIIHH;

- YTpO3bl, peaTu3yeMble C UCIOIb30BaHueM ysi3BumocTeil C3U.

[To 00BEKTY BO3IEHCTBHSI BBIIEISIOTCS CICAYIOIINE KIAcChl yTPO3:

- yrpo3sl 6e3onacHoctH [1/]H, o6pabaTeiBaeMbix Ha APM;

- yrpo3sl Oe3omacHoctu IIJ[H, oOpabaTbiBaeMbIX B BBIJEIEHHBIX CPEACTBAX 00pabOTKU
(mpuHTEpax, BHIHECEHHBIX MOHUTOPAX, BUJEOMPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEICHUS U T.11.);
- yrpo3sl 6e3onacHocTH [1/]H, nepegaBaemMbIX 1O CETSIM CBSI3U;

- yIpO3bl MPUKJIAAHBIM IIPOrpaMMaM, C MOMOIIIBIO KOTOpBIX oOpabaTsiBatotTcs [1/1H;

- yrpo3sl cucteMHomy 110, o6ecnieunBaromemy ¢pynkiuonuposanue MCITIH.

Peaymmzanms onnor u3 YBIIIH mepedncieHHbIX KJIACCOB MIIM MX COBOKYIMHOCTH MOXKET MPUBECTH K
CJICMYIONIMM THUIIaM MOCIEeACTBUH i cyobekToB [1]1H:

- 3HAYUTEIbHBIM HEIaTUBHBIM MOCIEACTBUAM A5 cyobekToB [1/1H;

- HETaTUBHBIM MOCJIEACTBUSAM 1711 cyOBbekToB [1/1H;

- HE3HAYUTCIBbHBIM HCTaTUBHBIM IIOCJIICACTBUAM AJIA Cy6’beKTOB HI[H



Yrpo3sl yreuku I[[JIH mo TeXHMYECKMM KaHajaM OJHO3HAYHO OIKMCBHIBAIOTCS XapaKTEPUCTUKAMH
UCTOYHUKA WH(POpMAIUK, Cpebl (TyTH) PACTIPOCTPAHECHHS M MPUEMHUKA WH()OPMATUBHOTO CHUTHAA,
TO €CTh ONPEICISIIOTCA XapaKTEPUCTUKAMH TEXHUYECKOTo KaHaia yreuku [1/1H.

Yrpo3sl, cBsi3aHHbIe ¢ HecaHKIMOHUpoBaHHBIM jocTynioM (HCH) (manee - yrposst HCJl B UCIIH),
MIPEJICTABIISIFOTCS B BHJIE COBOKYITHOCTH OOOOLIEHHBIX KJIACCOB BO3MOXKHBIX UCTOYHHKOB yrpo3 HC/I,
YS3BUMOCTEH TporpamMmmMHoro u ammapatHoro ooecnedenuss MCIIIH, crmocoOoB peanusamuu yrpos,
00BEKTOB BO3/CICTBUS (HOCUTENEH 3amuiaeMoil MHGpOpMalK, TUPEKTOPUEB, KaTaloros, ¢ailioB ¢
I1/T1 nmu camux [1/IH) 1 BO3MOKHBIX JECTPYKTHBHBIX N€UCTBHUI. Takoe MpeacTaBIeHHE OMMCHIBACTCS
cienymomen GopMaan30BaHHON 3aMUCHIO:

yrpo3a HCJI: = <ucTo4HHMK yrpo3br>, <ys3BUMOCTb IPOrPaMMHOI0 WJIH allapaTHOro o0ecnedyeHus™,
<crmoco0 peanu3anuu yrpo3br>, <OObEKT BO3ACUCTBUS >, <HECAHKIIMOHUPOBAHHBIA TOCTYIT>.

4. Yrpo3bl yTeukr HHQOPMAIIMH 110 TEXHUYESCKHM KaHaJlaM

OCHOBHBIMHU 3JIEMEHTAMH OIMCAHMS Yrpo3 YTeUKd MHPopManuu no texHudeckuM kananam (TKYN)
SBJISIIOTCS: UMCTOYHUK YIpo3bl, cpefa (IyTh) pacupocTpaHeHus: UHOOPMATUBHOIO CUTHAIA U HOCUTEIb
3alMIaeMoi nHpopMaluu.

VcTouHnkaMu yrpo3 yTedkd MHPOPMALMH M0 TEXHUYECKUM KaHaslaM SIBJISIOTCA (pu3nueckue auna, He
umeromue aocryna k MCIIJIH, a Taxke 3apyOexHble CIELCITyX0bl UM OpraHU3alUu (B TOM YHCIe
KOHKYpUPYIOIIUE WM TEPPOPUCTUYECKUE), KPUMHUHAJIbHBIE TIPYNIUPOBKH, OCYLIECTBISAIOIINE
nepexBar (cheM) WHGOpPMALUK C HCIOJIB30BAHUEM TEXHHUYECKHX CPEACTB €€ PErMCTpalliH, ImpuemMa
win ¢ororpadupoBaHusi.

Cpena pacnpocTpaHeHuss WH(POPMATUBHOTO CHTHala - 3TO (HU3WYECKas cpeaa, IO KOTOPOH
UHPOPMATUBHBIA  CUTHAJ MOXET pPACHPOCTPAHATbCS W IPUHUMATHCS  (PErMCTPUPOBATHCSA)
npueMHUKOM. Cpena pacnpoCTpaHEHHs MOXeT ObITh KaK OJHOPOJHON (Hampumep, TOJIBKO
BO3/YIIHOM), TaK ¥ HEOAHOPOAHOM 3a CUET Iepexo/1a CUrHajIa U3 OJHON Cpelbl B IpYTyro (Harpumep,
B pe3yJIbTaTe aKyCTOAIEKTPUUECKUX MIIM BUOPOAKYyCTHUECKUX NMPEOOpa30BaHUA).

Hocurenem IIn sBnsiercs monws3oBatens MCII/IH, ocymiecTBistomuii ronocoBoit BBox I1[H B
NCTIn, akyctuyeckas cuctema MCIIJIH, BocnpousBoasimas [1/1H, a Takxke TEXHUYECKHUE CPENICTBA
NCTIa u BTCC, co3naromue pusnyeckue moiist, B KOTOPhIX HH(GOPMAITUS HAXOAUT CBOE OTPaKCHUE
B BHJIE€ CHUMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHWYECKUX PEHICHUH U MPOLECCOB, KOJIMYECTBEHHBIX
XapaKTEPUCTUK (PU3HMUECKUX BEIUYHH.

ITpu oGpabotke [1[In B UCII/IH 3a cuer peanu3alM TEXHUYECKHUX KaHAJIOB YTEUKH HMHPOpPMALUU
BO3MOYKHO BO3HUKHOBEHUE cienyromux Y bII/Ix:

- yTpo3 YTEUKH aKycTU4YecKoi (peueBoil) nudopmanuy;

- yIpo3 yTe€UKH BUAOBON MH(POpMAIUY;

- yIrpo3 yTeuky UH(pOpMalMK 1O KaHajlaM MOOOYHBIX 3JE€KTPOMAarHUTHBIX U3JTy4€HUN U HAaBOJAOK
(II>SMUH).

4.1. Yrpo3bl YTEUKH aKycTUYEeCKOH (peueBoit) nHdopMariu

Bo3HukHOBeHHE  yrpo3  YTEUKM aKyCTHUecKol  (peueBoif) wuH(popmanmu, cojaepsKaleics
HEMOCPEACTBEHHO B Mpou3HocuMon peun mnons3oBarenss VMCII/IH, nmpu o6paborke I1[n B UCII/H,
ob6ycrnoieno HanmureM ¢GyHkiui rojocoporo BBoAa [1J{n B UCIT/Ix niu ¢yHKIINI BOCTIPOU3BEICHUS
I1/Tn akyctuuecknmu cpeactsamu UCIT/H.

[TepexBar akycTuueckoi (peuyeBoi) MH(OpMaMK B JAHHBIX CIydasX BO3MOXKEH C HCIOJIb30BAHHEM
anmnapaTtyphbl, pETUCTPUPYIOIIEH aKkyCcTHUEeCKHe (B BO3/1yX€) U BUOpoaKkycTHUeCKUe (B YIIPYTUX cpeax)
BOJIHBI, a TaK)Xe 3JEKTPOMarHUTHbIE (B TOM 4YHCJIE ONTHYECKHE) H3IIyUYEeHUS U DJIEKTpUUECKHE
CHUTHAJIbI, MOJAYJIUpPOBAaHHbIE HH()OPMATUBHBIM aKyCTUYECKUM CUTHAJIOM, BO3HMKAIOIIUE 32 CUET
npeoOpa3oBanuil B TexHuueckux cpeactrax oopadotku [1/1n, BTCC u cTpouTeNbHBIX KOHCTPYKIHAX
Y MTH)KEHEPHO-TEXHUYECKUX KOMMYHMKAIUAX 110/ BO3JEHCTBUEM aKyCTUYECKUX BOJIH.



Kpome »sToro, mepexmBaT akycTHYecKoil (pedeBoil) MHGPOpPMAIUM BO3MOXKEH C HCIOJIb30BaAHUEM
CIEIMANILHBIX AJIEKTPOHHBIX YCTPONCTB CheMa peueBOil MH(OpPMAINK, BHEIPCHHBIX B TEXHHYECKHE
cpencta o6padotku [1/Ia, BTCC u momenieHus uin MOAKITIOYeHHBIX K KaHalaM CBSI3H.

VYrpo3sl OesomacHoctu  II/IH, cBs3aHHBIE C TMEpexXBaTOM aKyCTHYeCKOW uWHpoOpMamuu C
UCIOJIb30BAHUEM  CIIEHUANbHBIX  JJIEKTPOHHBIX  YCTPOHCTB cheMa peueBOod  uHbOpmanuu
("3aKJIaJOYHBIX YCTPOMCTB"), OMNpEAENSAIOTCs B COOTBETCTBUU C HOPMATUBHBIMH JOKYMEHTaMH
®denepanbHOl CiTy)0bI Oe30macHocTH Poccuiickoit denepannn B yCTAaHOBICHHOM €10 TTOPSIJIKE.
[lepexBaT akycTU4yeCcKOil (peueBoit) HHPpOpPMAIIK MOXKET BECTHUCH:

- CTAllMOHAPHON ammaparypoi, pa3MelniaeMoil B OJIM3IIeXKAIMUX CTPOSHUSX (3MaHMsIX) C
HEKOHTPOJIUPYEMBIM NPEObIBaHNEM TOCTOPOHHUX JIHII,

- MOPTAaTUBHOM  BO3MMOW  ammapartypoil, pa3MmellaeMoili B TpPaHCHOPTHBIX CpPEICTBax,
OCYIIECTBIISIOIIUX JABM)KEHHUE BOJIU3H CIIY’KEOHBIX MOMEIICHUN WU MPH UX MapKOBKE PSIOM C 3TUMU
MOMEIICHUSIMU;

- MOPTATUBHOM HOCHMOI ammaparypoil - (U3WYecKUMHU JHUIAMH MPU UX HEKOHTPOIUPYEMOM
NpeOBIBAHUH B CITYKECOHBIX TTOMEIICHHUSIX UM B HEITOCPEICTBEHHOM OJIM30CTH OT HUX;

- ABTOHOMHOM aBTOMATUYECKOW ammaparypoil, CKpPBITHO YCTaHABIMBAaeMOH (u3nveckumu
JUIIAMH HETIOCPEJCTBEHHO B CIIY)KEOHBIX TTOMEIIEHUSIX WM B HEIIOCPEICTBEHHON OJIM30CTH OT HHUX.
4.2. Yrpo3bl YTeUKH BUAOBON MHGMOPMAITUU

VYrpo3pl yreuku BUAOBOH HHGMOpManuu peanusyrorcs 3a cueT npocmorpa IIJ[H ¢ momornsko
ONTUYECKUX (ONTUKOZJIEKTPOHHBIX) CPEACTB C 3KPaHOB AMCILIEEB U JPYTUX CPEACTB OTOOpa)KeHUs
CPEICTB BBIUMCIUTENBHON TEXHUKH, MHPOPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMILUIEKCOB, TEXHUYECKHX
CpencTB 00padOTKU rpaduueckoi, BUaeOo- U OYKBEHHO-IIU(POBON HHPOPMAIINH, BXOIAIINX B COCTaB
NCIIAH.

Kpome »srtoro, mpocmorp (peructpauus) II/lH BO3MOXEH ¢ HCIOIB30BAaHUEM CIIELUAIBHBIX
AJIEKTPOHHBIX YCTPOMCTB ChEMa, BHEAPEHHBIX B CIYKEOHBIX TOMEIIEHUSIX WJIH CKPBITHO
UCIOJIb3YEMBIX (PU3NYECKUMHU JINLIAMU TIPU MOCEUIEHUH UMHU CITYKEOHBIX TOMELEHUI.

VYrpo3el 6e3omacHoctu IIJIH, cBsi3aHHBIE C UX MEPEXBAaTOM IPU HCIOJb30BAHUU CIIEHUATbHBIX
AIIEKTPOHHBIX YCTPOWCTB Cbhe€Ma BHA0BOM uH(MOpManuu (BUIEO03aKIAA0K), OMNPENENIIOTCS B
COOTBETCTBUU C HOPMATHUBHBIM JokyMeHTaMu ®enepanbHoil ciy:x0bl Oe3omacHocTH Poccuiickoit
®denepan B yCTAHOBIEHHOM €10 MOPSJIKE.

Heo6xonuMeIM  ycioBHEM ocylIecTBIeHUs mpocMoTpa (peructpauuu) IIJ[H sBisercs Hamuuue
OpSAMOM BUIMMOCTH MEXy CpEICTBOM HaboaeHus U Hocutenem [1/1H.

ITepexsar I1/IH MOXeET BECTUCH:

- CTallMOHAPHOHN amnmapaTrypoil, pa3memaeMoil B OJM3IEKAIUX CTPOSHUSAX (3JaHMAX) C
HEKOHTPOJIMPYEMBIM NMPEObIBAHUEM OCTOPOHHUX JIULL;

- MOPTAaTUBHOM BO3MMOW  ammaparypoil, pa3memaeMoil B TPaHCIOPTHBIX CPEIACTBaX,
OCYILECTBIISIOUINX IBMKEHUE BOJIN3U CIY)KEOHBIX OMEIIEHUI WM MPH UX MAapKOBKE PAJIOM C TUMHU
TIOMEIICHUSIMHU;

- MOPTAaTUBHOW HOCHMOM amnmapatrypoil - (U3MYecKMMHM JIMIaMHU NPH UX HEKOHTPOIUPYEMOM
npeObIBaHUH B CITY>KEOHBIX MOMEIICHUSX WM B HEMOCPEICTBEHHOM OJIM30CTH OT HUX.

[lepexBar (mpocmoTp) IIJIH MOXET OCYIIECTBIATHCS MOCTOPOHHUMH JIMIIAMM TyTeM HX
HENOCPEJICTBEHHOTO HAOIIOIEHUS B CITYKEOHBIX MOMEIIEHUSIX MO0 C pacCTOSHUS MPSIMON BUTUMOCTHU
u3-3a npenenos UCIIIH ¢ ucnonbp3oBaHEM ONTHUECKUX (ONTHKOAJIEKTPOHHBIX) CPEACTB.

4.3. Yrpo3bl yreuky nHGOPMAIIUU 10 KaHadaM MOOOYHbBIX

DJIEKTPOMATHUTHBIX M3JIYVICHUM U HABOJIOK

Bosuuknosenue yrpossl I[IJIn nmo kanamam [IOMUMH Bo3MOXkHO 3a cueT mepexBaTa TEXHHUUYECKHUMHU
cpeacTBaMu MOOOYHBIX (HE CBS3aHHBIX C MPSIMBIM (DYHKIIMOHABHBIM 3HadeHueM diemMeHToB UCIT/IH)



UH(POPMATHUBHBIX 3JEKTPOMArHUTHBIX IMOJIEH W DIEKTPUYECKUX CUTHAJIOB, BO3HUKAIOUIUX IPU
obpabotke I1]] Texunueckumu cpeacrsamu UCII/IH.

['eneparus nadopmarun, cogepxkamieit [1/1n u mupkynupyromeit B rexanueckux cpeacrsax MCIIIx B
BUJE DJICKTPUYECKMX HH()OPMATHBHBIX CHTHAJIOB, 00pabOTKa M Mepefada yKa3aHHBIX CHUTHAJIOB B
IEeKTpUUecKuX  memsax  TexHuueckux  cpeacrs  MCIIJIH  compoBoxgaercs — 1mMOOOYHBIMU
3JIEKTPOMArHUTHBIMU HM3IY4YEHUSIMH, KOTOPbIE MOTYT PACIHPOCTPAHATHbCA 3a IPEJebl CIYKEOHBIX
MOMEILIEHUI B 3aBUCUMOCTH OT MOIIIHOCTH u3JydeHuid u pazmepoB UCII/IH.

Perucrpammuss [IDMUH ocymectBisercs ¢ 1enplo nepexBaTta HWHPOpMAIMU, THUPKYIUPYIOMECH B
TEXHUYECKUX cpeiacTBax, oOpabarbBaromux [IJlH (B cpeacTBax BBIYMCIMTENBHOM TEXHUKH,
UH(POPMALMOHHO-BBIYHCIUTEIBHBIX KOMIIJIEKCAX U CETSAX, CPEJICTBAX M CHCTEMax Nepeaayn, mprueMa u
obpabdorku II[lH, B TOM 4mciae B CpPEACTBaX M CHUCTEMax 3BYKO3AIMCH, 3BYKOYCHIJICHUS,
3BYKOBOCIIPOU3BEJCHUS, NIEPErOBOPHBIX U TEJIEBU3HOHHBIX YCTPOMCTBAaX, CPEACTBAX H3TOTOBJICHMS,
TUPAXHUPOBAHUS JOKYMEHTOB M JIPYTUX TEXHHUYECKUX CpeICTBax 0OpabOTKMU peueBOi, IpaduuecKoi,
BUJICO- U OyKBEHHO-IIM(PPOBOIi HH(DOpPMALIUN).

Jna peructpanuu 1IDMUWH ucnone3yercs anmapaTypa B COCTaBE pPaJUONPUEMHBIX YCTPOHCTB U
OKOHEYHBIX YCTPOMCTB BOCCTAaHOBJIEHUS HH(POPMALIUY.

Kpowme storo, nepexsar IIDMUWH Bo3MOXkeH ¢ HCIIOJIB30BAHUEM IEKTPOHHBIX YCTPOMCTB II€pexBara
UH(OpPMALINH, TOJKIIOYCHHBIX K KaHaJaM CBS3H WM TEXHUYECKUM cpencTBam oopabotku [1/1H.
Perucrpanus [I9MHWH MoxeT BECTHCH C HCTIOIB30BAaHUEM allapaTyphl CASAYIOIINX BHIOB:

- CTallMOHAPHOHN amnmapaTrypoil, pa3memaeMoid B OJM3/IEXKalUX CTPOEHUSX (3IaHMSX) C
HEKOHTPOJIUPYEMBIM NTPEObIBAHNEM TOCTOPOHHUX JIMLL;

- IIOPTaTUBHOM  BO3MMOHM  ammapaTypsl, pa3MellaeMOd B  TPAaHCIOPTHBIX  CPEICTBax,
OCYIIECTBIISIOIIUX ABM)KEHNE BOJIU3U CITYKEOHBIX MMOMEIEHUIN UM IPU UX MAPKOBKE PSIOM C STUMU
MOMEILEHUSIMU;

- MOPTAaTUBHOW HOCUMOH anmaparypoi - GU3NYECKUMH JIMIIAMU B HEMOCPECTBEHHOW OJIM30CTH
ot UCITH;

- aBTOHOMHOM aBTOMAaTMYeCKOW ammapaTypoi, CKpBITHO YCTaHaBIMBaeMOW (PHU3HMUECKUMU
JaunamMu B HerocpeacTBeHHon o6auzoct ot UCIH.

Kanansl yreuku mHpopmannu, oOycIoBIEHHbIE HAaBOJKaMHU, OOpa3ylOTCs 3a CUET COEIUHUTENbHBIX
muHui TexHudeckux cpeacts MCIIIn u BTCC u mocTopoHHHX MPOBOJHHUKOB (B TOM 4YHMCIIE Liemei
AIIEKTPONUTAHUS U 3a3EMJICHNUS).

HaBonku 271€KTpOMarHMTHBIX M3inydeHuil Texunueckux cpeacts VMCIIJIH BO3HUKAIOT MTPU U3JIy4E€HUU
snemeHTaMu TexHuueckux cpenctB MCII[IH nH(pOpMaTUBHBIX CUTHANOB NpPU HAJIWYUHA E€MKOCTHOM,
VWHIYKTUBHOW WJIY TAJIbBAHUYECKOMN CBA3EH COEAMHUTENBHBIX JMHUM TexHHueckux cpencts MCII/H,
muanit BTCC u noctopoHHUX NMpoBOJHUKOB. B pesynbrare Ha ciyyaitHbix anteHHax (uemsx BTCC
WJIM IOCTOPOHHUX NMPOBOJHUKAX ) HABOAUTCS WH(DOPMATHUBHBIN CUTHAII.

[IpoxoxaeHnre HHPOPMATHUBHBIX CUTHAJIOB B IEMHM JJIEKTPONUTAHUS BO3MOXHO MpPU HAJTUYUU
€MKOCTHOW, WMHJYKTUBHOW WM TalbBAaHUYECKOW CBS3M HCTOYHHMKA HH(POPMATUBHBIX CUTHAIOB B
cocraBe TexHuueckux cpeacts UCIIJIH u neneit nutaHus.

[TpoxoxxaeHnre MHGOPMATUBHBIX CUTHAJIOB B MM 3a3€MJICHHUS OOYCIIOBJIEHO HAJIMYHUEM €MKOCTHOMH,
UHAYKTUBHOM WJIM TajJbBAaHUYECKOW CBSI3M MCTOYHMKA HMH(OPMATHBHBIX CHUTHAJIOB B COCTaBe
anmaparypsl TCIIU u neneit 3a3emiieHusl.

s chema uHGOpMAIMK ¢ TPOBOAHBIX JIUHUI MOT'YT HCIIOIb30BaThCS:

- CpeACTBa CheMa CUTHAJIOB, COIEPIKALINX 3alIUIAeMyl0 HHPOPMALIUIO, C IeTel TeXHUUYECKUX
cpeacts UCITIx u BTCC, nuHuii cBsi3M W Tepenayu JaHHBIX, BBIXOMASIINX 32 MPEIEbl CIYyKEOHBIX
MTOMEICHUH (9KBUBAJICHTHI CETH, TOKOBBIE TPAHC(HOPMATOPHI, TPOOHUKH );

- CpcaAcTBa Chb€Ma HABCACHHBIX I/IH(I)OpMaTI/IBHBIX CHUT'HAJIOB C H€H€I>'I QJICKTPOIIUTAHUSA



- CpeICTBa CheMa HaBEACHHBIX HH(POPMATUBHBIX CUTHAJIOB C IIMH 3a3€MJICHUS,;

- CpeICTBAa CheMa HABEACHHBIX HWH(GOPMATUBHBIX CHUTHAJIIOB C MPOBOISIINX HHKEHEPHBIX
KOMMYHUKAaIUH.

1 BOJIOKOHHO-ONTUYECKOW CUCTEMBI Iepelaydl JaHHBIX Yrpo30d YTeUKd WHGOpMAIUH SBISETCS
yTeUKa ONTHYECKOTO U3TYUCHHS, COACPIKAIIETO 3alTUIIIaeMyi0 HHPOPMAITHIO, C OOKOBOM MOBEPXHOCTU
ONTHUYECKOTO BOJIOKHA.

[TosiBiIeHHEe HOBBIX KAaHAJIOB CBSI3M - COTOBOW CBSI3M, MEUKHMHTOBBIX COOOIIECHWH, CIyTHUKOBBIX U
OeCIpOBOJHBIX CETEH Mepeauyd JaHHBIX - MPHUBEJIO K Pa3BUTHIO CIELHUATU3UPOBAHHBIX CHUCTEM M
CPEICTB KOHTpOJIA W TMepexBaTa HWH(OpPMALUM, OPUEHTHUPOBAHHBIX Ha UCIOJb3yeMble B HHX
nH(OpPMaLMOHHBIE TEXHOJIOTHUH, B TOM YHCIIE CPEICTB:

- nepexBara MeHKUHTOBBIX COOOIIEHUH U COTOBOM CBSI3H,

- nepexsara HHGOPMAIUHU B KaHAJIAX TMepeaadd JAaHHBIX BBIYUCIUTEIBHBIX CETCH.

5. YTpo3bl HeCaHKIIMOHUPOBAHHOTO JOCTYIA K MHQOpMaluu

B MH(GOPMAIIMOHHON CHCTEME NEPCOHABHBIX TAaHHBIX

VYrpozst HCJ| B UCII[IH ¢ npuMeHEHHEeM NpOrpaMMHBIX M IPOrpaMMHO-alNapaTHbIX CPEACTB

peaau3yloTcs IpU OCYLIECTBICHUM HECAHKIIMOHMPOBAHHOIO, B TOM 4YMCJE CIIy4aifHOro, J0CTyNa, B
pe3yibTare  KOTOpPOrO  OCYILECTBJISIETCS  HapylleHue KOH(QUICHIMAIbHOCTH  (KOINMpPOBAHUE,
HECaHKI[MOHMPOBAHHOE PacpOCTPAHEHHE), LIETTOCTHOCTU (YHUUTOKEHUE, N3MEHEHNE) U JOCTYITHOCTH
(6moxupoBanue) [1/IH, 1 BKIIIOYAIOT B ceOs:

- yrpo3bl 10cTyna (IPOHUKHOBEHUS) B ONEPALMOHHYIO CPeAy KOMIIbIOTEpa C UCIOJIb30BaHUEM
LITATHOTO IPOrpaMMHOro oOecnedyeHus (CpelcTB ONEPALMOHHOW CHUCTEMBbl WM IPHUKIAJIHBIX
IporpaMm OOIIEro NPUMEHEHUS);

- YIpo3bl CO3/1aHUSl HEIUTATHBIX PEKUMOB PabOThl MPOrpaMMHBIX (TPOrpaMMHO-aIIapaTHHIX)
CPEICTB 3a CuUeT IMpeIHAMEPEHHbIX W3MEHEHHH CIy)KeOHBIX JaHHBIX, WTHOPUPOBAHUS
IPEIyCMOTPEHHBIX B  INTAaTHBIX YCIOBUSAX OIPAaHWYEHHH Ha COCTaB M  XapaKTEPUCTUKU
oOpabatbiBaeMoil MH(pOpMAIMK, UCKaKEHUS (MOIU(PHUKAIIMN) CAMUX JaHHBIX U T.I1.;

- YTpO3bl BHEAPEHUS BPEAOHOCHBIX MPOrpaMM (IIpOrpaMMHO-MAaTEMaTHYECKOTO BO3IEHCTBUA).
Kpome 310ro, Bo3Mo>kHbl KOMOMHUPOBAHHBIE YTPO3bI, IPEJICTABIAIONINE COOON COUeTaHNE YKa3aHHBIX
yrpo3. Hanpumep, 3a cueT BHEApEHUS BPEIOHOCHBIX ITPOrpaMM MOTYT co3zaBathest ycnosus At HCJL
B OINEpPAlMOHHYIO Cpely KOMIIBIOTEpa, B TOM YHCIE MyTeM (POpMUPOBAaHUS HETPaAUIIMOHHBIX
MH(OPMALMOHHBIX KaHAJIOB JIOCTYyIA.

VYrpo3sl gocryna (nmpoHukHOBeHMs) B onepanunonuyto cpeny MCII/In ¢ ucnons3oBaHMEeM MITAaTHOTO
IPOrPaMMHOT0 0O€CTIeUeHUs] pa3JIeNsIFOTCsl Ha yrpo3bl HEMOCPEICTBEHHOTO U yJAJIEHHOIO JOCTYIIA.
Yrpo3bl HEMOCPeICTBEHHOTO JOCTYyNa OCYIIECTBISIIOTCS C HCHOJb30BaHUEM MPOrPaMMHBIX H
IIPOrpaMMHO-aINIapaTHBIX CPEACTB BBOJA/BBIBOJA KOMIIbIOTEpA. YTPO3bl YAAJEHHOTO JIOCTYyIa
pEeAN3yIOTCs C UCTIOIb30BAaHUEM ITPOTOKOJIOB CETEBOIO B3aUMOJEHCTBHSL.

Otu yrpos3sl peanusyrorcs otHocutenbHo MCIIJIH kak Ha 0a3e aBTOMaTH3MpPOBAHHOTO pabouero
MecTa, He BKIIOUEHHOI'O B CETH CBSI3U OOILEro MOJb30BaHMs, TaK U MpUMeHUTeIbHO Ko BceM MCII/IH,
UMEIOIIUM TOJKJIIOUYEHHE K CeTAM CBA3M OOILIEro TMOJb30BAHUS M CETAM MEXKIyHapOAHOIO
MH(}OPMaLMOHHOTO OOMEHa.

Onucanne yrpo3 aoctyna (MpOHUKHOBEHUS) B ONEPAIMOHHYIO Cpeny KOMITbIoTepa (hOPMAIBHO MOXKET
OBITH MPEJICTABIICHO CIEAYIOIINM 00pa3oM:

yrpoza HCJ] B UCII[dn: = <uctounuk yrpo3er>, <ys3BuMmocth MCIIJIH>, <cmoco0 peamuzarum
yrpo3br>, <0ObEKT BO3JeWcTBUS (MporpaMma, MPOTOKON, JaHHbIE M JIp.)>, <JAECTPYKTHBHOE
JICUCTBUE>,

VYTpo3bl CO3IaHMsI HEIITATHBIX PEKUMOB PabOThI TPOrPaMMHBIX (TIPOTrPaMMHO-AMIAPaTHBIX) CPEICTB -
3T0 yrpo3sl "OTkaza B oOciyxuBanuu". Kak mnpaBwiio, IaHHBIE YIpo3bl pPacCMaTpUBAIOTCS



npumMenutenbHo Kk MCII/IH Ha 0a3ze MOKaNbHBIX M paclpeleieHHbIX WH(POPMALMOHHBIX CUCTEM BHE
3aBHCUMOCTH OT MOAKIIOYeHHUS MH(opMarmonHoro oomena. Mx peanuzamus oOyciaoBiIeHa TeM, YTO
npu pa3paboTKe CHCTEMHOTO WM MPUKIAJHOTO MPOTPAMMHOTO OOECIEYEeHUsI HE YUHUTHIBACTCS
BO3MOXHOCTbH NpEeIHAMEPEHHBIX ACHCTBUI 0 1IeIeHANPAaBICHHOMY H3MEHEHUIO:

- coJiep KaHus CITyKeOHOM nH(pOpMAIK B TAKETaX COOOIECHH, TIepe1aBaeMbIX 110 CETH;
ycinoBuid  00paOOTKM JaHHBIX (HANIpUMeEp, WIHOPUPOBAHUE OrpAaHWYCHWH HA JJIMHY I1aKeTa
COOOIIEHU);

- ¢dbopmMaToB MpEACTAaBICHHS JaHHBIX (C  HECOOTBETCTBHEM M3MEHEHHBIX (OpPMATOB,
YCTaHOBJICHHBIX JIJIs1 00paOOTKH 10 MPOTOKOJIAM CETEBOTO B3aUMOJICHCTBUA);

- POrpaMMHOTr0 obecrieueHust 00pabOTKH TaHHBIX.

B pesynbrate peanmzaiuu yrpo3 "OTkasza B 00CHyKMBaHUU'" MPOUCXOJUT TEepenoIHeHHEe OypepoB U
OJIoKMpOBaHKME TIporeayp o0OpaboTku, '"3amukiauBanue" mnpoueayp oOpaboTku u  '"3aBucaHue"
KOMIIBIOTEpa, OTOpachiBaHHe MaKeToB cooduieHuil u ap. OnucaHue Takux yrpo3 GopMaJbHO MOMKET
OBITH IPEJICTABJICHO CIEAYIOLIUM 00Pa3oM:

yrpoza "Otkaza B oOciayxuBaHuUU'": = <HUCTOYHHK Yrpo3sr>, <yszBumocts WCII[Ia>, <cmocob
peanu3alu yrpo3br>, <oO0BbEKT Bo3jaelcTBUs (HocuTenb [IJIH)>, <HENOCPeACTBEHHBIM pe3yabTaT
peaym3anyu yrpo3sl (rmepernoiHeHue Oydepa, OJIOKUpOBaHKE MPOIIETypPhl 00padOTKH, "3anuKIMBaHue"
00paboTKH U T.I1.)>.

VYrpo3sl BHEAPEHUS! BPEAOHOCHBIX MPOrpamm (MpOrpaMMHO-MATEMaTHYECKOTO BO3JIEHCTBUSI) MOTYT
OBITH IPEJICTABJICHBI CIEAYIOLUUM 00Pa30M:

yrpo3a [IMB B UCII[In: = <kiiacc BpEeIOHOCHOHW MporpaMMbl (C yKa3zaHUEM Cpeibl OOUTaHHs)>,
<HCTOYHUK Yrpo3bl (HOCUTENIb BPEAOHOCHOW MPOTrpaMMbl)>, <CIMOCOO HHPHUIMPOBAHUSI>, <OOBEKT
BO3JCHCTBUS (3arpy304HBId CeKTOp, (aiim U T.1m.)>, <ONUCAHUE BO3MOXKHBIX JIECTPYKTUBHBIX
NercTBUI>, <IOMOTHUTEIbHAsS HH(opMaIws 00 yrpo3e (pe3ueHTHOCTh, CKOPOCTh PAcIIpOCTPAHEHHUS,
NOJIMMOP(UUHOCTD U JIp.)>.

5.1. OOmiasg XapaKTepHCTHKa WCTOYHUKOB  Yrpo3 HECAaHKIMOHWPOBAaHHOIO  JIOCTyNa B

MHGOPMAIIMOHHON CUCTEME NIEPCOHANBHBIX JaHHBIX

Hcrounnkamu yrpo3 HCJI B UCIT/IH MOryT OBITH:

- HapyLIUTENb;

- HOCHUTEIb BPEIOHOCHOM MPOrpaMMBbl;

- anmapaTHas 3aKJajaKa.

VYrpo3er Oe3onacHocty I1/IH, cBsi3aHHBIE ¢ BHEAPEHHWEM allapaTHBIX 3aKIaJ0K, ONPEAENsIOTCS B
COOTBETCTBUU C HOPMATHUBHBIMU JOKyMeHTamu DenepanbHON ciyk0bl Oe3omacHocTH Poccuiickoit
®denepanyiv B yCTAHOBIEHHOM €10 MOPSIKE.

[To Hanuuuio mpaBa MOCTOSHHOTO WJIM Pa3oBOro JAocTyna B KoHTponupyemyro 3ony (K3) MCII/In
HapyIIUTEIHN MOAPA3IEII0TCS Ha 1Ba TUIIA:

- HapymuTenu, He umeronue goctyna k MCIIJIH, peanusyromue yrpo3bl U3 BHEIIHUX CETEH
CBSI3U OOILET0 MOJBb30BaHUS U (WIM) CeTe MEXIyHapOJHOTr0 MHPOPMALIMOHHOTO OOMEHA, - BHELIHHE
HapyILIUTEIN;

- Hapymurteny, uMmeromue noctyn k UCIIH, Bkatovas nonb3oBareneit UCIIH, peanusyromue
yrpo3sl HenocpeacTseHHo B UCII/IH, - BHyTpeHHUE HApYLIUTEINN.

BHemHuMN HapymuTeNnssMU MOTYT OBITh:

- pa3BebIBaTEIbHBIE CIYXKObI TOCY1apCTB;

- KPUMUHAJIbHBIE CTPYKTYPBI;

- KOHKYPEHTHI (KOHKYPUPYIOITUE OpTraHU3AIINH );

- HEeI00pOCOBECTHBIE TAPTHEPHI;

- BHEIIIHUE CYOBEKTHI ((PU3NUECKUE JTUTIA).



Bremnuil HapyImuTeb UMEET CIEAYIOIIUE BO3SMOKHOCTH:

- OCYILIECTBIIATh HECAHKIIMOHUPOBAHHBIA JOCTYIl K KAaHAlaM CBSA3HM, BBIXOAAIIUM 3a IIPEIEIIb
CITy)kKeOHBIX TTOMEIIEHUH;

- OCYILLECTBIIATh HECAaHKI[MOHUPOBAHHBIM JOCTYI Yepe3 aBTOMAaTU3MPOBaHHbIE padouue MecTa,
MOAKJIIOYEHHBIE K CETSAM CBs3M OOIIEro MOJb30BaHUST W (WJIM) CETSIM  MEXKIyHapOIHOTO
UH(POPMALIMOHHOTO 0OMEHa;

- OCYILLECTBIISATh HECAHKLMOHUPOBAHHBIA JOCTYH K HMHPOpPMALUU C HUCIOJIb30BAHUEM
CIIELMAJIbHBIX IIPOTPAaMMHBIX BO3JEHCTBUM IIOCPEACTBOM IPOTPAMMHBIX BHUPYCOB, BPEIOHOCHBIX
IIporpamm, aJITOPUTMUYECKUX WM IIPOTrPAMMHBIX 3aKJIa/I0K;

- OCYLIECTBIIATh ~HECAHKLIMOHMPOBAHHBIA  JOCTYH  4epe3 3JIEeMEeHThl HH(POPMalMOHHOM
undpactpykrypsl MCIIJIH, koTophle B Hpollecce CBOEro >KU3HEHHOTO IUKJIAa (MOJCpHHU3AIHH,
COIPOBOKAECHMSI, PEMOHTA, YTHJIN3AaLlMH) OKa3bIBAIOTCS 3a IIPEIEIaMU KOHTPOIMPYEMOM 30HBL;

- OCYIIECTBIISATh ~ HECAaHKLIMOHWPOBAHHBIA  JOCTYm  uepe3 HMH()OpPMAIMOHHBIE  CHUCTEMBI
B3aMMOJICHCTBYIOLUX BEIOMCTB, OpraHU3alui U yupexaeHuil npu ux noakimoyenuu k MCITAH.
B03MOXHOCTH BHYTPEHHEr0 HApYLIUTENsS CYLIECTBEHHBIM 00pa3oM 3aBUCAT OT JCHCTBYIOLIUX B
npesenax KOHTPOJIUPYEMON 30HBI PEKMMHBIX M OPraHU3aLMOHHO-TEXHUYECKHX MEp 3alllUThl, B TOM
qucie o Jonycky gpusndeckux aui K [1/IH u koHTpostto nmopsiaka nposeaeHus pador.

BHyTpeHHUE NOTEeHIHAIbHbIE HAPYLIUTEIN OAPA3AEIAIOTCS HA BOCEMb KaTETOPUN B 3aBUCUMOCTH OT
crioco0a JocTymna U moJIHoMounit octymna K [1/1H.

K nepBoil kareropuu OTHOCSTCS JMlA, UMEIOIIME caHKIMoHupoBaHHbIM noctyn k WMCII/IH, HO He
nMeromue npocryna k I[Jln. K sromy Tunmy HapymuTeneil OTHOCATCS JOJDKHOCTHBIE JIMLA,
obecnieunBaromue HopManbHoe pyrkuonupoBanne UCIT/H.

JIn1o 3ToM KaTeropuu MOXKET:

- UMETh JI0CTYN K ¢parmeHTam HHpopmanuu, conepxkameid [1/lH u pacnpocrpasstomeica mo
BHYTpeHHUM KaHaynaM cBsa3u UCII/1H;

- pacrnioniarate ¢parmenramu uHpopmanuu o tonosioruu MCIIIH (KOMMYHHKAIIMOHHOW YacTH
HOJCETH) U 00 UCTIONIb3YEMbIX KOMMYHUKAIIMOHHBIX TPOTOKOJIAX U UX CEPBUCAX;

- pacrosiaraT UMEHaMH U BECTH BBISIBIICHUE MApOJIE 3apErUCTPUPOBAHHBIX MTOJIB30BATENCH;

- U3MEHSTh KoH(urypanuio TtexHuueckux cpencts WCIIJIH, BHOCUTH B Hee MNPOrpaMMHO-
anmapatHble 3aKJagKd M o0ecneuyMBaTh CbheM HMHGOpPMAlUMU, HCIHOJIb3YSl HEMNOCPEICTBEHHOE
NOJKJItOUeHue K TexHuueckum cpeacrsam UCII/IH.

Ko BTOpo# Kareropuu OTHOCSATCS 3apeructpupoBaHHble noias3zoBatenu MCII/H, ocymecTBisomue
orpaHu4eHHbIi goctyn k pecypcam MCII/IH ¢ pabouero mecra.

JIuwo aToi kareropuu:

- o0J1ajjaeT BCeMH BO3MOXKHOCTSIMHU JIHII TIEPBOIl KaTeropuu;

- 3HAET, I10 MEHBIIEH Mepe, OHO JIETAIBHOE UM TOCTYIIA;

- oOjasaeT BCceMU HEOOXOAMMBIMU aTpuOyTramu (Hampumep, napojem), oOecrnedyrBarolIMMU
JIOCTYII K HEKOTOpOMY IoAMHOKecTBY I1/1H;

- pacnosaraeT KOHQHACHINAIbHBIMU JAaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Ero nocryn, ayreHTuduKanus ¥ mpaBa Mo JOCTYNy K HEKOTOpOMY MoaAMHOecTBY ITJIH TOMmKHBI
pErIaMeHTHPOBATHCSI COOTBETCTBYIOLIMMHU IPAaBUIAMH pa3rpaHUYEHMsI 1OCTyIIa.

K Tperbeli kateropum OoTHOCATCS 3apeructpupoBaHHble nosb3oBarenu WCIIJH, ocymectBisomue
ynaneHHslit goctyn K [1/]x o nokaneHeIM 1 (MJIK) pacipeaeieHHbIM HHPOPMAIIMOHHBIM CHCTEMAaM.
JIuio sToi kaTeropuu:

- o0JajjaeT BCeMH BO3MOKHOCTSIMH JIUII IIEPBOM M BTOPOW KaTeropuii;



- pacriomaraet wHpopmarueir o Ttomosormu  MCII[ln nHa ©Oaze mokampHOM W (WiIN)
pacnpezienieHHOW HH()OPMAaLlMOHHONW CHUCTEMBI, Yepe3 KOTOPYIO OCYIIECTBISETCS JAOCTYI, U O COCTaBe
texHuueckux cpeacts MCIITH;

- UMEEeT BO3MOXKHOCTh MPSAMOTro ((pU3UYECKOro) AOCTyMa K (hparMeHTaM TEXHUYECKHX CPEICTB
NCTI/n.

K uerBepTOif KaTeropuu OTHOCSTCS 3apeructpupoBaHHbie nojibs3oBarenu WCIIn ¢ nomnomounsimu
aaMuHHECTpaTopa 6ezonacHoctu cermenTa (pparmenrta) UCIIdH.

JInno 3Toi Kareropuu:

- o0J1ajjaeT BCeMH BO3MOKHOCTSIMH JIUIT ITPEIBITYIIINX KaTeTOPHii;

- o0nanaeT MojaHOW MHQpOpMAIMEe 0 CUCTEMHOM U MPUKIAIHOM MpOrpaMMHOM oOecreyeHHH,
ucnoibzyemMoM B cermenre (pparmente) UCTI/IH;

- oOnanaer moMHOM HHQpOpMAIMell O TEXHHUYECKUX CpPEICTBAX M KOH(PHUIypallud CermMeHTa
(¢pparmenrta) UCIIH;

- UMeeT JOCTYNl K CpelICcTBaM 3allluThl HHPOpPMAIMH M MPOTOKOJUPOBAHUS, a TaKkKe K
OTJIEIbHBIM JIEMEHTaM, UCI0JIb3yeMbIM B cermeHTe ((pparmente) MCII/H;

- UMeeT JOCTYI KO BCEM TEXHMUYECKUM cpeacTBaM cermeHTa (pparmenta) UCIIdH;

- oOnamaer mnpaBaMu KOH(PUTYPUPOBAHHUA U AJIMUHUCTPATUBHON HACTPOHKH HEKOTOPOTO
MOJIMHO’KECTBA TEXHUUYECKUX cpecTB cermenTa (pparmenta) UCII/IH.

K naroil kateropuu OTHOCATCS 3apErHCTPUPOBAHHBIEC I0JI30BATEIN C MOJIHOMOYHUSMU CHUCTEMHOIO
aamunuctparopa UCITIH.

JIn1o 3TOM KaTeropuu:

- o0JraaeT BCeMH BO3MOKHOCTSIMH JIUIT ITPEIBITYIIINX KaTeTOPHIA;

- oOiajaeT MOJHOW MHQOPMAIUEH O CHCTEMHOM M TPHUKIATHOM IPOTPAMMHOM O0eCreueHUH
NCIIx;

- oOanaeT nojaHoW nHpopMalme o TeXHUYECKuX cpenctBax u konduryparnuu UCII1H;

- UMeeT JOCTYH KO BCEM TeXHUYECKHM cpeficTBaM 00paboTku uHpopmanuu 1 qanabiM UCTH;
- obnajaer mnpaBaMM KOH(DUTYpUpPOBAaHUS M aJIMHUHHMCTPATUBHOW HACTPOMKH TEXHUYECKUX
cpencts UCIIdH.

CucTeMHBIM  aJIMUHUCTPATOpP BBHINOJHSAET KOHPUI'YPUPOBAHME U YIPaBIEHHE MPOrPaMMHBIM
obecnieuenueM (I10) um oOopynoBaHuem, BKiItOuYas O0OOpYIOBaHHE, OTBeyarollee 3a 0e30MacHOCTh
3alUIIAeMOro 00BEeKTa: CpeACTBAa KpUNTOTpapuuecKo 3amuTbl HHPOPMALMK, MOHUTOPHHIA,
peructpauuu, apxusanuu, 3auursl ot HC/I.

K mecroif kaTeropum OTHOCSATCS 3aperuCTPUPOBAaHHBIE IMOJB30BATENM C  IOJHOMOYUSMHU
aaMuHuctpatopa 6e3onacaoctu UCIIH.

JIuio sToi KaTeropuu:

- o0J1ajjaeT BCeMH BO3MOKHOCTSIMH JIUIT ITPEIBITYIIINX KaTeTOPHii;

- obnanaer noiaHoi unpopmarnuen 06 MCIT/IH;

- UMEeT JIOCTYII K CPEeJICTBaM 3aIIUThl HHPOPMAIIUK U TPOTOKOJIMPOBAHMS M K YACTH KITFOUEBBIX
anementoB UCIIH;

- HE MMEET IpaB JOCTyINa K KOH(OUTYPUPOBAHUIO TEXHUYECKHX CPEJICTB CETH, 3a UCKIIOUEHUEM
KOHTPOJIbHBIX (MHCIEKITMOHHBIX ).

AnMUHHCTpaTOp OE€30MacHOCTH OTBEYaeT 3a COONIOJCHUE TPABWJI pa3TpaHUYCHHs JOCTyIa, 3a
TeHEepalIo KIIIOUEBBIX 3JIEMEHTOB, CMEHY MapoJiell. AAMHUHHCTPATOp O€30MaCHOCTU OCYIIECTBIISIET
ayJUT TEX K€ CPEJICTB 3aIUThl 00BEKTa, YTO U CUCTEMHBINA aIMUHUCTPATOP.

K cenpMoil kareropus OTHOCSTCS MPOrPaMMUCTHI-pa3pabOTUUKU (TIOCTABIIMKH) MPUKIIATHOTO
IPOTPAaMMHOTO OO0ECTeYeHUsT M JIHMIa, OOECHeYMBAIOIIME €ro COIMPOBOXKICHHE HAa 3alIUIAeMOM
00BEeKTE.



JIno 3Toi kareropuu:

- obnagaeT nHpOpMaIuei 00 arropuTMax u mporpammax oopadotku nadopmanuu vHa UCI1H;
- o0iajaeT BO3MOYKHOCTSIMH BHECEHHUsl OIIMOOK, HEAEKIapUPOBAaHHBIX BO3MOXKHOCTEH,
IPOTrpaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX IporpaMM B nporpammHoe obecnedenune VMCIIJIH Ha cTagumn
ee pa3pabdoTKH, BHEIPEHUS M COMPOBOXKICHUS,

- MOJXKET pacrojiarate JoObIMH (pparmMeHTamu uHpopmauuu o tononorun MCII[AH wu
TEXHUYECKUX cpelcTBax o0paboTku u 3amuTsl I1/]H, o6pabdaTeiBaembix B UCIT/H.

K BocbMO#l kareropum OTHOCATCA pa3pabOTYMKM M JIMIA, OOECIEUMBAIOLIME IIOCTaBKY,
COMNPOBOXKACHUE U PEMOHT TexHHuUeckux cpeacTB Ha UCII/(H.

JInuno 3Toi Kareropuu:

- o0ajjaeT BO3SMOXKHOCTSIMUA BHECEHHUS 3aKIaloK B TexHuueckue cpeacrsa UCII /I Ha cragum ux
pa3pabOTKu, BHEAPEHUS U CONIPOBOXKICHUS;

- MOXET pacroyiarate JoObIMu (parmeHTamu uHPopmauuu o Ttonojorun WCIIAH u
TEXHUYECKHUX CpelCTBaxX 00paboTku u 3amuThl nHpopmarmu B UCIIT/H.

VYKa3zaHHbIE KATETOPUU HapYIIUTENIEH JOJDKHBI YUYUTHIBATHCS IIPU OLIEHKE BO3MOXHOCTEH peasin3aluu
YBIT/H.

Hocutenem BpemnoHOCHOW NporpaMMbl MOKET OBITh anmapaTHbId 3JE€MEHT KOMIIBIOTEpa WU
OporpaMMHbI  KOHTeliHep. Ecium BpemoHOCHas mporpamMma HE acCOLMHUPYETCs € Kakoi-1ubo
IIPUKJIATHOU ITPOTPaMMOM, TO B KQ4E€CTBE €€ HOCUTENS PACCMATPUBAIOTCSA:

- OTUYXKIaeMbIii HOCUTEJIb, TO €CTh AucKeTa, onTuueckuii quck (CD-R, CD-RW), dmsm-namsTs,
OTYYX/Ia€MbIii BUHUECTEP H T.IL.;

- BCTPOGHHbIE HOCHUTENIM HH(MOpMAIMM (BUHYECTEPbl, MHUKPOCXEMBbl ONEpaTHMBHON NaMsTH,
IIPOLIECCOP, MUKPOCXEMbI CUCTEMHOW IJIaThl, MUKPOCXEMbI YCTPONCTB, BCTPAaUBAEMbIX B CUCTEMHBIN
050K, - BHJAEO3JaNTEepa, CETEBOM IUIAThl, 3BYKOBOH IIIaThl, MOJEMa, YCTpPOICTB BBOJa/BbIBOJIA
MarHUTHBIX JKECTKUX W ONTHYECKHUX JMCKOB, OJIOKA MUTAHUS U T.I., MUKPOCXEMBI TPSIMOTO JTOCTYTIA K
NaMsITH, IIUH Tepelad JaHHBIX, TOPTOB BBO/IA/BBIBO/IA);

- MHUKpPOCXEMbI BHEIIHUX YCTPONCTB (MOHUTOpA, KJIAaBUATYyphl, IPUHTEpPA, MOJEMa, CKaHepa U
T.IL.).

Ecnu BpenoHOCHast mporpamMMa accoluupyercs ¢ Kakoi-mu0o MpuKiIaJHONW MporpaMMoi, ¢ daitnamu,
UMEIOIMMU ONpe/IeJIeHHbIe PAaCIIMPEHUs] WM UHBbIe aTpUOYyThI, C COOOIIEHUSAMH, epelaBaeMbIMH 110
CETH, TO €€ HOCUTEIISIMU SIBJISIFOTCSL:

- MAKEThI N1ePEIaBAEMBbIX 10 KOMITBIOTEPHOM CETH COOOIIEHU;

- (aiinbl (TEeKCTOBBIE, TpadyUuecKue, UCTIONHIEMbIE U T.1.).

5.2. O0u1as xapakTepUCTHKa ysI3BUMOCTe nHGOpMAIIMOHHON

CHUCTEMBI NIEPCOHAJIBHBIX JaHHBIX
VS3BUMOCTh I/IH(I)OpMaI_IHOHHOI‘;I CHUCTCMBbI IICPCOHAIIBHBIX HAHHBIX - HCIOCTATOK HJIN cnaboe MecTo B

CUCTEMHOM  WJIM  MPHUKJIAJHOM  MPOrpaMMHOM  (TporpaMMHO-anmapaTtHoM)  oOecredeHun
ABTOMATU3UPOBAHHOW HH(OPMALIMOHHOW CHUCTEMBI, KOTOpPbIE MOTYT OBbIThb HCIIOJNb30BAHbl IS
pean3anuy yrpo3bl 6€30MacHOCTH MEPCOHANBHBIX JaHHBIM.

[TprunHaMu BO3HUKHOBEHUS YA3BUMOCTEN SBISIOTCS:

- OIIMOKK TpHU MPOEKTHPOBAHUU M pa3pabOTKe MPOrpaMMHOr0 (TporpaMMHO-aIapaTHOro)
obecreyeHus;

- MpelHaMEpEeHHbIE JIEHCTBUS TI0 BHECEHUIO YSI3BUMOCTEH B XOJE€ MPOCKTHUPOBAHUS H
pa3pabOTKH MPOrpaMMHOTO (MPOTPaMMHO-AITIAPaTHOTO) O0ECTICYCHUS;

- HENpaBUWIbHbIE HACTPOHKM IPOrpaMMHOIO OOECHeuYeHMs, HENpPaBOMEPHOE HW3MEHEHHE
PEKUMOB pabOThl YCTPONUCTB U IIPOrpamm;



- HECAaHKIIMOHHPOBAHHOE BHEAPEHHE U UCIIOIb30BaHUE HEYYTCHHBIX IPOTPAMM C TIOCIIETYIOIIHM
HEOOOCHOBAaHHBIM PAcXOJIOBAHUEM PECYpPCOB (3arpy3ka Iporieccopa, 3axBaT OIEPAaTHBHON MaMATH U
MaMSITH Ha BHEITHUX HOCHUTENISX);

- BHEJIPEHHE BPEJOHOCHBIX MPOrPaMM, CO3JAIONIMX  YSI3BUMOCTH B TPOTPAMMHOM H
POrPaMMHO-AIIAPATHOM O0ECIICUCHUH;

- HECAHKIIMOHMPOBAHHBIC HEYMBINUICHHbIC JICHCTBHSA  TOJB30BaTeNicd, MPUBOIAIIME K
BO3HUKHOBEHUIO YSI3BUMOCTEH;

- coon B paboTe ammapaTHOro M TPOrpaMMHOro oOecreueHus (BbI3BaHHBIE COOSIMH B
AJIEKTPOTIUTAHUHY, BBIXOJIOM W3 CTPOS anmapaTHBIX 3JIEMEHTOB B Pe3yJbTaTe CTAPCHUS W CHIDKCHUS
HAIC)KHOCTH, BHEIITHIMH BO3JICHCTBUSMU JIEKTPOMATHUTHBIX MOJIEH TEXHUIECKUX YCTPOUCTB U Jp.).
5.3. OOu1ast xapaKTEpUCTHKA YIPO3 HENOCPEJICTBEHHOTO JIOCTYIIA B ONEPALMOHHYIO CPESly
UHGMOPMAIIMOHHON CUCTEMBI IIEPCOHABLHBIX JAHHBIX

VYrpo3sl Joctyna (IPOHUKHOBEHUS) B OMEPALIMOHHYIO CPely KOMIBbIOTEPAa U HECAHKIIMOHUPOBAHHOTO
noctyna k [1JIH cBsi3aHBI C TOCTYHOM:

- K HHQOpPMAIIHM ¥ KOMaH1aM, XpaHsAuMcs B 0a3oBoii cucteme BBoga/BeiBoga (BIOS) UCII/IH,
C BO3MOXKHOCTBIO TlepexBaTa YIpPAaBIICHUS 3arpy3KOi OMEpallMOHHOW CHCTEMbI M IMOJTYYCHHEM IpaB
JIOBEPEHHOTO MOJIb30BaTEIs;

- B OIEPALMOHHYIO CpeIy, TO €CTh B CcpeAy (pyHKIMOHWPOBAHHS JOKAJIBHOH ONEpanroOHHOM
CUCTeMbl OTHenbHOro TtexHuueckoro cpeacrsa MWCIIJJH ¢ BO3MOXHOCTBIO  BBIMOJTHEHUS
HECAHKIIMOHUPOBAHHOTO JOCTYIa MyTEM BBI30BA HITATHBIX MPOrPaMM OINEPAIMOHHOM CUCTEMBI HIIU
3aIycKa CIelalbHO pa3paboTaHHBIX POTrpamMM, pealu3yOUINX TaKue JeCcTBUS;

- B cpeny (YHKIMOHUPOBAaHUS MNPHUKIATHBIX MpPOrpamMm (HampuMep, K JIOKaJbHOW CHUCTEME
yrpaBieHus: 0a3aMu TaHHBIX );

- HEMOCPEACTBEHHO K uHpoOpManuu Tmonb3oBarens (kK daiinaM, TEKCTOBOHM, ayauo- U
rpagudeckoil MHPOpPMAIUM, TOJMSIM W 3aMUCAM B DJEKTPOHHBIX 0a3ax MaHHBIX) U OOYCIIOBIEHBI
BO3MO>KHOCTBIO HapyIlI€HUs €€ KOH(PUAECHIINAIbHOCTH, LIEIOCTHOCTH U JOCTYITHOCTH.

OTH yrpo3sl MOTYT ObITh peaIn30BaHbl B ciayyae noiaydeHus ¢puznueckoro aoctymna k MCIIAx unu, o
KpaiiHeil Mepe, K cpeactBam BBojaa nH@popmanuu B UCIIJIH. X MOXHO OOBEIUHUTH TIO YCIOBUSIM
peanu3anuy Ha TP TPYIIIIbL.

[TepBas rpynma BkitoyaeT B ceOsi yrpo3bl, peajiu3yeMble B XOJ€ 3arpy3Kd ONepaliOHHON CHUCTEMBI.
OTH yrpo3bl 0e30macHOCTH MH(POPMAIUN HAIIPaBJICHbI HAa MIEPEeXBaT Mapoiei WM UACHTU(UKATOPOB,
MOIUGUKAIMIO TporpaMMHOro olOecriedeHus 0a3oBoi cucremsl BBoa/BbiBoja (BIOS), mepexsat
yIpaBieHUs 3arpy3Koi ¢ H3MEHEHUEM He0OXO0IUMMON TEXHOJOTHYECKOW HHPOpMAIHU [Tl IOTyYEHUS
HC/JI B onepaumonnyto cpeny MCII/H. Yamie Bcero Takue yrpo3bl peaiu3yroTcs ¢ UCIOIb30BaHUEM
OTUYXKJaeMbIX HOCUTeNIeH HHPOpMaIUH.

Bropas rpynmna - yrpo3sl, peanuzyemble MOcie 3arpy3Ky ONepariioHHOM cpelibl He3aBUCHUMO OT TOTO,
Kakasi MpUKJIaJiHas MporpamMma 3arycKaercs Mojb30BaTesieM. DTH yrpo3bl, Kak MPaBUJIo, HApaBIeHb
Ha BBIIIOJHEHNUE HEMOCPEACTBEHHO HECAHKIIMOHUPOBAHHOTO JI0CTyMa K nHpopMmauuu. [Ipu noixyyenun
JIOCTYIla B OIEPALMOHHYIO CpEAy HapYIIUTEIb MOXET BOCIHOJIb30BAaThCA KaK CTaHIAPTHBIMHU
(GYHKIUSME OTIEPAIMOHHON CUCTEMBI WITH KaKOW-THO0 MPUKIIATHONH TPOrpaMMBbl OOIIETO TOIb30BaHUS
(HampuMep, CUCTEMBI yIpaBIeHHs 0a3aMu TaHHBIX ), TaK U CIIEIUAIBLHO CO3JaHHBIMU JJIs1 BHITTOTHEHUS
HECaHKIMOHUPOBAHHOTO JOCTYIa IPOrpaMMaMu, HallpUMep:

- MporpaMMaMi IPOCMOTpa U MOAU(PHUKAIIUU PEecTpa;

- MporpaMMaMH TTOMCKa TEKCTOB B TEKCTOBBIX (haiiyiaX 1Mo KIFOYEBBIM CIIOBAM U KOTTHPOBAHUS;

- CHelHalbHBIMU IIPOrpaMMaMU TPOCMOTpPA U KOTUPOBAHUS 3aMKcel B 6a3ax JaHHBIX;

- nmporpaMMaMu  OBICTPOTO TPOCMOTpa Tpaduueckux (ailioB, WX peAaKTUPOBAHUSA WIH
KOIUPOBAHUS;



- MporpaMMaMH MOJIJIEP>KKH BO3MOXKHOCTEH pEeKOH(HUTypaliyl TpOorpaMMHOM cpebl (HaCTpOHKH
NCTI[IH B mHTEpECAaX HAPYUIUTENS) U JIp.

Hakowner, TpeThs TpyIina BKIIOYAET B ceOs yIpo3bl, pealin3aius KOTOPBIX OMPEACIISeTCS TeM, KaKas U3
NPUKIAJHBIX MPOrpaMM 3aIyCKaeTcs MOJIb30BaTeNeM, WK (PaKTOM 3aIycka JItoOOW M3 MPUKIIAIHBIX
mporpamm. Bonbnias yacTs Takux YIrpo3 - 3TO YIrpo3bl BHCAPCHHA BPCAOHOCHBIX IIPOrpaMM.

5.4. O011as xapaKTepUCTUKA YIrPo3 OE30IaCHOCTH NEPCOHATBHBIX JAHHBIX,

peal3yeMBbIX C MCIOJIb30BAHUEM IPOTOKOJIOB MEKCETEBOT0 B3aUMOICHCTBUS

Ecnmu UCITJIH peanu3oBana Ha 6a3e JIOKaJIbHON WM pacipeneeHHON nH()OPMAIMOHHOW CUCTEMBI, TO
B HEl MOryr ObITh pealii30BaHbl YIrpo3bl 0Oe30macHOCTH HHGOPMalUKU IyTeM HCIOJIb30BaHUS
MIPOTOKOJIOB MEKceTeBoro B3ammojaecTBus. [Ipu stom moxker obecneunBatbess HCJL x T1[H mam

peaM30BBIBATECS yrpo3a OTKaza B oOchyxuBaHus. OcoOeHHO omacHbl yrposbl, korga MCIIdH
npezcTaBisieT co00i pactpeneneHHy0 HHPOPMAITMOHHYIO CUCTEMY, MOAKIIIOYCHHYIO K CETSIM O0IIEero
MOJIb30BAaHUS U (MJIM) CETSIM MEXIYHAPOIHOTO0 MH(POPMAIIMOHHOTO oOMeHa. B ee OCHOBY IMOJIOKEHO
CeMb CIIETYIOINX NEPBUYHBIX TPU3HAKOB KITACCUPUKAIIH.

1. Xapakrep yrpo3ssl. Ilo 3ToMy npu3HaKy yrpo3sl MOTYT OBITh TACCUBHBIC U akTHBHBIC. [laccuBHas
yrpos3a - 3TO Yrpos3a, IpH peaau3aluy KOTOPOM HE OKa3bIBA€TCSl HEIOCPEICTBEHHOE BIUSHUE HA
paboty MCII/IH, HO MOTYT ObITh HapyIllIEHbl YCTAHOBJICHHbIC paBWJIa pa3rpaHnudenus gocryna k [/
WIN ceTeBbIM pecypcaM. llpumepom Takux yrpo3 sBisercss yrpoza "AHanu3 cereBoro tpaduka’,
HalpaBJIeHHas Ha IPOCIYIIMBAHNE KaHAJIOB CBSA3M U IMepexBaT IepeaBaeMoi HH(pOpMaIiy.
AKTHUBHas yrpo3a - 3TO yrposa, cBs3aHHas ¢ BozjaeiictBueM Ha pecypcebl UCII/H, npu peanuzanuu
KOTOpOM OKa3bIBaeTCsl HEMOCPEICTBEHHOE BIIMSHUE Ha padOTy cUCTEMBbl (M3MEHEHHE KOH(PUTYpaLlUH,
HapylleHne paboTOCIOCOOHOCTH U T.J.), U C HApYUIEHUEM YCTAHOBJIEHHBIX IMpaBWJ Pa3rpaHUYEHUs
nocryna k IIJIH wnm cereBoiM pecypcam. Ilpumepom Ttakux yrpo3 sBisgercs yrpo3a "OTka3 B
oOciyxuBanun", peanuzyemas kak "mropm TCP-3ampocos".

2. Henp peanuzanuu yrpossl. [1o 3ToMy nmpu3HaKy yrpo3bl MOTYT ObITh HalpaBJeHbl Ha HapylleHUE
KOH(HIEHIIMATBHOCTH, IEIOCTHOCTH M JIOCTYITHOCTH HH(pOpMAaLuU (B TOM 4YHCIE Ha HapylleHUe
paborocniocoonoctr UCII/IH nim ee 37eMeHTOB).

3. YcrnoBue Hauvana OCYILECTBIEHHS Mpolecca peanu3anuu yrpossl. [lo 3Tomy mnpu3Haky MoeT
pean30BbIBATHCS yrpo3a:

- [0 3ampocy OT OOBEKTa, OTHOCHTEIBHO KOTOPOrO peaju3yercss yrpoza. B sTom ciyuae
HapyIIUTEIh OXKUAAET MEepeaun 3anpoca ONpe/IeIeHHOrO TUIa, KOTOPbI 1 OyJeT yciaoBHEM Hayala
OCYIIECTBIIEHUS] HECAHKI[MOHUPOBAHHOT'O I0CTYIA;

- [0 HACTYIUIEHUIO OKUJAEeMOro COOBITUS Ha OOBEKTE, OTHOCUTEIBHO KOTOPOIO peaau3yeTcs
yrpo3a. B 3ToM ciyyae HapylIMTENnb OCYIIECTBISIET IOCTOSHHOE HAONIOJAEHHE 3a COCTOSHUEM
oneparuonHoit cucremsl UCII/IH 1 npyu BO3HUKHOBEHUH OMNPEIEIEHHOTO COOBITHS B TOW cHCTEME
HA4YMHAET HECAHKIIMOHUPOBAHHBIN JIOCTYII;

- 0e3ycioBHOE Bo3jelcTBHE. B 3TOM ciyyae Hayallo OCYLIECTBICHHUS HECAHKIMOHMPOBAHHOIO
JocTyna 0e3ycIoBHO MO OTHOUIEHMIO K LIEH JIOCTYINa, TO €CTh yrpo3a pealn3yercs HEMEMNJICHHO U
0€30THOCUTENFHO K COCTOSIHUIO CUCTEMBI.

4. Hanmuuue obpatHo#t cBs3u ¢ MCII/IH. Ilo aTOMy mpu3HaKy mpolecc pealn3alidd yrpo3bl MOKET
ObITH ¢ 00paTHOM CBsA3bIO U O€3 0OpaTHOM CBsI3U. YTpo3a, OCYIECTBIsAEMas MPU HAJTMYUU OOpaTHOM
ces3u ¢ UCII/[IH, xapaktepu3yeTcss Tem, 4TO Ha HEKOTOphIe 3ampochl, nepenanHbie Ha MCIIH,
HapymuTeato TpebyeTcs momydnTh oTBeT. CremoBarenbHO, Mexay Hapymmrenrem u  WCIIIH
CYyILIECTBYeT oOOpaTHasi CBfA3b, KOTOpas IO3BOJIIET HApYLIUTENIO aJeKBaTHO pearupoBaTb Ha BCE
n3meHenus, npoucxoasmue B UCII/IH. B otinuame ot yrpos, peann3yemMbiX MpU HATUYUH 00paTHOM
cBs3u ¢ UCIIIH, nmpu peanusanuu yrpo3 06e3 oOpaTHOM CBS3W HE TpeOyeTcs pearupoBaTh Ha KaKHe-
6o n3meHeHus, npoucxosuye B UCITJH.



5. Pacnionoxenune Hapymutens orHocutensHo VMCIIH. B cooTBETCTBUU € 3TUM NMPU3HAKOM YIrpo3a
peanu3yeTcsi Kak BHYTPHCETMEHTHO, TaK U MeKCerMeHTHO. CerMeHT ceTH - (PU3nuecKoe 0ObeAMHEHHE
xoctoB (TexHuueckux cpencts MCII/IH nnm KOMMYHMKAalMOHHBIX 3JIEMEHTOB, UMEIOLIUX CETEBOM
aapec). Hanpumep, cerment UCII/In 00pazyeT COBOKYIMHOCTh XOCTOB, MOJAKJIIOYEHHBIX K CEpBEPY IO
cxeme "oOmas muHa". B cirydae, Korjga UMEeT MeCTO BHYTPUCETMEHTHAs YIpo3a, HapyIIUTeIbh HMEET
buszndeckuii noctymn k annapatasiM dteMernTam UCIIH. Ecniin nMeetr MecTo MeKcerMeHTHasl yrposa,
TO HapymmTenb pacnosaraercs BHe MCIIIH, peann3ys yrpo3y M3 ApYrod CETH WIM U3 JIPYroro
cermenta UCII/IH.

6. YpOBEHb STAJOHHOW MOJICTH B3aMMOJICHCTBHS OTKPHITHIX cucteM <*> (ISO/OSI), Ha koTOopoM
peanmu3yercsi yrpos3a. Ilo 3ToMy NpH3HAKY yrpo3a MOXET pealu30BBIBATHCS HA (PU3HMUECKOM,
KaHaJbHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, IIPECTABUTEIIBHOM U MPUKIATHOM YPOBHE MOJEIN

ISO/OSI.

<*> Mesxaynapoanas Opranusanus 1o Crangaprusaiuu (ISO) npunsiia crangapt ISO 7498, onuceiBaroniuii B3aumoieiicteue oTKpbiThix cucteM (OSI).

7. CoorHomieHue konuuectBa Hapymutened u s1aeMeHToB MCII/IH, OTHOCHTENBHO KOTOPBIX
peanusyetrcs yrpos3a. [lo sTomy mnpusHaky yrpo3a MOXeT OBITh OTHECEHa K KJaccy yrpos,
pean3yeMbIX OJTHUM HapyIIUTEIeM OTHOCHUTENbHO oJHOro TexHuudeckoro cpeactsa UCII/Ix (yrpoza
"onuH K omHOMY"), Cpa3y OTHOCUTEIHHO HecKoJbKuX TexHuueckux cpeacts UCIIn (yrpos3a "oaun
KO MHOTUM") WJIM HECKOJIbKUMH HAapYUIUTENSMU C Pa3HbIX KOMIIbBIOTEPOB OTHOCHUTEIBHO OJIHOTO WJIU
HecKoJbkuX TexHudeckux cpencts UCIIn (pactpeaeneHHbie Wi KOMOMHUPOBAHHBIC YTPO3BI).

C yderoMm NpoBEAECHHON KiIacCU(PUKAUU MOXHO BBIIECIUTh CEMb HAaMOOJEE YacTO pealu3yeMbIX B
HaCTOsI1Iee BPEMs yIpo3.

Ota yrpo3a peaiu3yercs C IMOMOIIBI0 CHEIHaTbHOM MporpaMMbl-aHanu3aTtopa mnaketoB (sniffer),
NepexBaThIBAIOLIEH BCE MAKETHI, IepeAaBacMble 110 CETMEHTY CETH, M BBIICIAIONICH Cpeu HUX Te, B
KOTOPBIX TepenalTcss WISHTU(UKATOp IOJIb30BaTENsl U ero mapoib. B Xxoxe peanmuszanuu yrposbl
HapyLIUTEIb U3yYaeT JIOTUKY paboThl CETH - TO €CTh CTPEMUTCS MOJIYYUTh OJHO3HAYHOE COOTBETCTBUE
COOBITUM, MPOUCXOJAIIMX B CUCTEME, U KOMAaH[, NEpPEeChUIaeMbIX HPHU 3TOM XOCTaMH, B MOMEHT
MOSIBJICHUS JTaHHBIX COOBITHH. B nanbHeiieM 3TO MO3BOJISET 3JI0YMBIIIJIEHHUKY Ha OCHOBE 3a/laHuUs
COOTBETCTBYIOIIMX KOMaH] MOJIyYUTh, HAIPUMEp, IPUBUIIETUPOBAHHBIE MTpaBa Ha IEUCTBUS B CUCTEME
WIM pacIiipUTh CBOU MOJHOMOYMS B HEW, MEPEXBAaTUTh MOTOK MNEPEJaBacMbIX JAaHHBIX, KOTOPHIMU
0OMEHMBAIOTCS KOMIIOHEHThI CETEBOW ONEPAIMOHHON CUCTEMBI, JJISl U3BJICUEHUS KOHPHUIECHIIMATbHON
WIA WJCHTU(UKAMOHHONW HHpopManuu (HampuMep, CTaTHYECKUX Mapojel Iosib30BaTeneil amis
JOoCTyna K yaaleHHbIM XxoctaM 1o nporokonaM FTP u TELNET, He npemycMarpuBaromym
mQpoBaHue), ee MoAMEHbI, MOTU(DUKAIINH U T.1I.

2. CKaHUpOBAHUE CETH.

CymHoCTh mpollecca peaqu3alliyd yrpo3bl 3aKII0YaeTcsl B Iepeaaye 3alpocoB CETEBBIM CllykO0aMm
xoctoB MCII/IH m aHanu3e OTBETOB OT HMX. Llenp - BBISABICHHE HCIONB3YEMBIX MPOTOKOJIOB,
JOCTYIHBIX TIOPTOB CETEBBIX CIYKO, 3aKOHOB (OPMUPOBAHUA HIECHTU(UKATOPOB COENWHEHUH,
oTpeieJICHuEe aKTUBHBIX CETEBBIX CEPBUCOB, TTOI00P UICHTU(PUKATOPOB U MApOJIeH MOTH30BaTENCH.

3. Yrpo3a BbIABIECHUS NAPOJI.

[lens peanmuzanuu yrpo3bl coctouT B noaydeHuun HCJl myrem npeoosieHuss MapoJIbHOM 3allUThlI.
37I0YMBIIIJIEHHUK MOXKET PEAM30BbIBATh YIrpo3y € IOMOIIBIO ILIEJIOr0 psAla METOJO0B, TAKUX Kak
npocToil mepebop, mepedop ¢ HMCIOJIIb30BAaHUEM CIEHUANBHBIX CIOBapel, yCTaHOBKa BPEIOHOCHOM
IporpaMMBbl JJIsl TIepexBara mapoJisi, mojMeHa qoBepeHHoro oowekra cetu (IP-spoofing) u mepexsar
nakeroB (sniffing). B ocHOBHOM Juisi peanu3anuil yrpo3bl UCHOJIB3YIOTCS CHEUATIbHBIE TPOrPaMMBL,
KOTOpBIE€ MBITAIOTCS MOMYYUTh JOCTYN K XOCTY IMyTEeM IOCJIEeI0oBaTeNbHOr0 moadopa mapojeil. B
cllydyae ycrexa, 3JIOYMBIIUICHHUK MOXET co3daTh i cebs "mpoxon" mius Oyaymiero JocTyna,
KOTOPBII OyJeT 1eiicTBOBATh, 1aXe €CIIM Ha XOCTE U3MEHUTH Mapojb JOCTYIIA.



4. IlonMeHa JOBEPEHHOT0 OOBEKTA CETH M Iepejaya 1Mo KaHajlaM CBSI3U COOOIIEHUH OT ero MMEHH C
IIPUCBOEHUEM €T0 MpaB AOCTYIIA .

Takast yrpo3a 3¢ (eKTUBHO peanu3yercs B CHUCTeMaX, I/I€ NMPUMEHSIOTCS HECTOWKHE aIrOpUTMBI
UJACHTUPHUKAIIMA U ayTCeHTU(UKAUM XOCTOB, MoJjb3oBareneid u T.1. [lox moBepeHHBIM OOBEKTOM
HOHUMAaeTcss OOBEKT CeTH (KOMIIbIOTEp, MEXKCETEBOW HKpaH, MapIIpyTHU3aTOp M T.II.), JIETalbHO
HOJKJIFOYEHHBIN K CEpBepY.

MoryTr ObITh BBIIENEHBl JBE Pa3HOBUIHOCTU IIpOLECCa pealM3alluy yKa3aHHOM yrpo3bl: C
YCTAQHOBJICHHEM U 0€3 yCTaHOBJIEHUS BUPTYaJIbHOI'O COEAUHEHHUS.

[Tponiecc peanuzanuu ¢ yCTaHOBJIEHUEM BUPTYaJIbHOI'O COEIMHEHMsI COCTOUT B IPUCBOCHUU IIpaB
JIOBEPEHHOT0 CYOBEKTa B3aMMOJEHCTBHS, YTO IMO3BOJSET HAPYIIMTENI0O BECTH CeaHc paboThl C
O00BEKTOM CETH OT MMEHHM JIOBEPEHHOro cyObekTa. Peammsanust yrpos3sl JAaHHOTO Tuma TpeOyeT
IPEOOJICHHUs] CUCTEMBbl HIECHTH(UKAIUU W ayTeHTU(HUKAIMH cooOmieHuil (Hampumep, araka rsh-
ciryx0b1 UNIX-xocTa).

[Tponecc peanuzanuu yrpo3sl 0€3 yCTaHOBJIEHHSI BUPTYaJIbHOI'O COEJUHEHUS MOXKET UMETh MECTO B
CeTsAX, OCYHIECTBISIOIINX HICHTU(DUKALUIO NIEpeaaBaeMbIX COOOLIEHUH TOJBKO IO CETEBOMY aJpecy
otnpasurens. CyIIHOCTh 3aKJIIOYAeTcsl B Iepefade Cily)KeOHbIX COOOIIEHUH OT MMEHH CETEBBIX
YIPaBJIAIOLMX YCTPOMCTB (HampuMmep, OT UMEHH MapHIpyTHU3aTOPOB) 00 W3MEHEHMHM MapIIpyTHO-
aJipecHbIX AaHHBIX. [Ipr 3TOM HEOOXOAMMO MMETh B BHJY, YTO €IWHCTBEHHBIMH HJICHTH(PHKATOPAMHU
aboHeHToB u coenuHenus (o npotokory TCP) sBisroTest nBa 32-OutHbIX mapametpa Initial Sequence
Number - ISS (momep mnocnenoBarensHoctd) U Acknowledgment Number - ACK (HOMep
nonreepxkaenus). CiegoBarensHo, g (opmupoBanus JoxkHoro TCP-makera HapymmTento
HE00X0/IMMO 3HaTh TEKyIUe UJIeHTU(UKATOPHI AJ1s JaHHOTO coeauHenus - [ISSa u ISSb, rae:

ISSa - HexoTopoe uKncIeHHOe 3HaUeHUEe, XapaKTepu3yollee MOpsIKOBbI HoMep oTnpasisemoro TCP-
nakeTta, yctanasnuBaemoro TCP-coenuHeHts, THUIIMUPOBAHHOTO XOCTOM A;

ISSb - HekoTOpOE YKCIICHHOE 3HAUCHHUE, XapaKTepHU3yoLIee MOPsIIKOBbI HoMep oTmpasisemoro TCP-
nakera, yctanaBnuaemoro TCP-coennHenusi, ”HUIIMHPOBAHHOT O XOCTOM B.

3nauenne ACK (HOMepa moarBepkaeHus ycraHoBieHuss TCP-coennHeHHs) ompenernsieTcss Kak
3HauE€HUE HOMEpa, MOJYyYEHHOro OT pecrnoHAeHTa ISS (Homep mociienoBaTeNbHOCTH) IUIIOC €AMHUIIA
ACKb =1SSa + 1.

B pesynpraTe peanusanyy yrpossl HapylIMTENIb IMOJy4daeT IpaBa JOCTYIA, YCTAaHOBJIEHHBIE €r0
NOJIb30BaTeNIeM JJIs IOBEpEHHOro abOHEHTa, K TexHudeckomy cpeactsy MCIIIH - nenu yrpos.

5. HaBsi3bIBaHUE JIOXKHOTO MapuIpyTa CETH.

JlaHHas yrpo3a peanusyeTcs OJHUM M3 JBYX CHOCOOOB: NYTEM BHYTPUCETMEHTHOTO WIIU
MEKCErMEHTHOIO HaBs3bIBaHUS. BO03MOXKHOCTh HaBS3BIBAHUS JIOKHOT'O MaplipyTa o0O0yClIOBJI€HA
HEJOCTaTKaMH, MPUCYLUIUMH aJroOpUTMaM MapuIpyTH3aluu (B YacTHOCTH, H3-3a MPOOJIEMbI
UACHTU(DUKAIINY CETEBBIX YNPABISIOUINX YCTPONCTB), B pe3yJibTaTe Yero MOKHO MONAcTh, HalpUMeEp,
Ha XOCT WJIH B CETh 3JIOYMBILIUICHHUKA, IJIE MOXHO BONTH B OINEPAIlMOHHYIO CpeAy TEeXHHUYECKOTO
cpenctBa B coctaBe WCII[n. Peammsarmuss yrpo3sl OCHOBBIBACTCS Ha HECAHKIIMOHUPOBAHHOM
UCMOJIb30BaHUU MpoTokonoB Mapmpyrtuzanuu (RIP, OSPF, LSP) u ynpaBnenus cersio (ICMP,
SNMP) nns BHeceHUS M3MEHEHUH B MaplIpyTHO-aApecHble Tabmuipl. Ilpm 3TOM Hapymwmrento
HE00XO0/IMMO TOCJIaTh OT UMEHU CETEBOTO YIPABISIOLIET0 YCTPOICTBA (HapUMep, MapiIpyTH3aTOpa)
yIpaBJISAOLIEe COOOIIEHHE.

6. BHenpenue 10KHOro 00beKTa CeTH.

OTa yrpo3a OCHOBaHa Ha HCIOJIb30BAaHUHM HEJAOCTAaTKOB aJITOPUTMOB yJAJIEHHOIO Moucka. B ciyuae,
eciu OOBEKTHl CETH M3HAYaJIbHO HE MMEIOT aApPECHONM MH(POpPMALUU APYr O Apyre, HCIOJb3YHOTCS
paszIuYHBIe MPOTOKOJIBI yaaleHHoro noucka (Hampumep, SAP B ceTsix Novell NetWare; ARP, DNS,
WINS B ceTsix co crekom npotokonoB TCP/IP), 3akmoyaromuecst B iepeade Mo CeTH CIeHUaIbHBIX
3alpocOB W TIOJYYEHMHM HAa HHUX OTBETOB C HCKOMOW uHGpopmauumeil. [Ipu 3TOM cymecTByeT



BO3MO)KHOCTh II€pEXBaTa HApPYLIUTEIEM ITOMCKOBOI'O 3alpoca M BbIAAYM HA HETO JIOXKHOI'O OTBETA,
UCITIOJIb30BAaHUE KOTOPOTO IMPHBEIET K TpeOyeMOMYy M3MEHEHHIO MapIIpYTHO-aJpPECHBIX TaHHBIX. B
JanbHEHIIeM BeCh MOTOK MH(OpMAINK, aCCOUMUPOBAHHBIN C 00BbEKTOM-KEPTBOW, OYJEeT MPOXOAUTH
4yepe3 JIOKHBIM 00BEKT CETH.

7. OTKa3 B 00CITyKUBaHUH.

OTU yrpo3bl OCHOBaHbl Ha HEIOCTAaTKaX CETEBOIO MPOrpPaMMHOI0 OOECIEUYEHHMs, €ro yA3BUMOCTSIX,
HO3BOJISIOIINX HApyIIUTEN0 CO3/1aBaTh YCJIOBHs, KOTJa OIEpalMOHHAs CUCTEMa OKa3bIBAaeTCs HE B
COCTOSIHUM 00pabaThIBaTh NOCTYHAIOIINE MAKETHI.

MoryT OBITh BbIJIE/IEHBI HECKOIBKO PA3HOBUAHOCTEN TAKUX yrpo3:

a) CKpBITBI OTKa3 B OOCIY)KMBaHWH, BbI3BAaHHBIN mpuBiedyeHueM uvactu pecypcoB MCII[n Ha
00paboOTKy MaKeTOB, MEPEAABAEMBIX 3JI0YMBIIUIEHHUKOM CO CHI)KEHHEM IMPOMYCKHOW CrOocOOHOCTH
KaHaJIOB CBSI3M, IPOM3BOAMTEIBLHOCTU CETEBBIX YCTPONCTB, HAapyLIEHHMEM TpeOOBaHUIl KO BpPEMEHU
o0Opabotku 3ampocoB. Ilpumepamu peanuzanuud yrpo3 MOJOOHOTO pPOAAa MOTYT  CIYKUTH:
HAIpPaBIEHHBIA MTOPM 5X0-3ampocoB mo mnpoTtokony ICMP (Ping flooding), mropm 3ampocoB Ha
ycranoBienue TCP-coenunenuit (SYN-flooding), mropm 3ampocos k FTP-cepsepy;

0) ABHBI OTKa3 B OOCITY)KMBaHUU, BbI3BaHHBIA ucyepnanuem pecypcoB MCII[In mpu obGpaboTke
[AaKETOB, IEepeIaBaeMbIX 3JI0YMBILIUICHHUKOM (3aHATHE BCEH IOJIOCHI MPOINYCKaHUs KAaHAJIOB CBS3H,
NEepEenoJHEHNE OoYepeiell 3alpocoB Ha OOCITY)KUBAHHE), IIPH KOTOPOM JIETAIBHBIE 3alIPOCHI HE MOTYT
ObITh IEpelaHbl Yepe3 CEeThb H3-3a HENOCTYINHOCTH Ccpeabl Iepenayd Ju0o MOoJIydaroT OTKa3 B
00CIyXKMBaHUU BBUAY INEPENOJHEHUS OYepeaei 3alpocoB, TUCKOBOTO MPOCTPAHCTBA MaMATH U T.J.
[Tpumepamu yrpo3 1aHHOTO TUIIA MOTYT CIYXUTh IITOPM IIMpokoBeuareabHbix ICMP-3x0-3anpocos
(Smurf), nanpasnennsiit mropM (SYN-flooding), mtopm coobiienuit moutoBoMy cepBepy (Spam);

B) SBHBIH OTKa3 B OOCIY)XMBAHUHU, BBI3BaHHbIM HApYIIEHUWEM JIOTMYECKOM CBSA3HOCTU MEXIY
texHnyeckumu cpeactsamu VMCIIJIH npu nepepade HapylIMTENEM YIPaBISIOLIMX COOOLIEHHUH OT
UMEHH CETEBBIX YCTPOMCTB, MPHUBOIAIIMX K U3MEHEHUIO MapLIPYTHO-aPECHBIX JAaHHBIX (Hampumep,
ICMP Redirect Host, DNS-flooding) wiun wuaeHTHOUKAIMOHHOW W  AyTCHTU(PHKAIMOHHON
uH(pOopMaLnu;

r) SBHBII OTKa3 B OOCITYy)XMBaHUM, BbI3BaHHBIM Iepenadeil 3I0YMBIIIJIEHHUKOM MaKEeTOB C
HecTaHaapTHbIMU aTpubytamu (yrpossl tuma "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb")
WIA HMMEIOIIMX JJIMHY, MPEeBBIIIAIONIYI0 MaKCUMaJbHO JOMYCTUMBIA pa3mep (yrposa Tuma "Ping
Death"), uTo MoeT mpuBeCTH K cOOI0 CETEBBIX YCTPONUCTB, yUaCTBYIOLIUX B 00pabOTKE 3alpOCOB, IPU
YCIIOBUM HAJIM4Ms OLIMOOK B MpOrpaMMax, peajlu3yroIuX MPOTOKOJIbI CETEBOI0 OOMEHA.

PesynpTaTroM peanuzanuu JaHHOM yrpo3bl MOXET CTaThb HapylleHHe paboTocrnocoOHOCTH
COOTBETCTBYIOLIEH CiykObl mpenoctaBieHus ynaneHHoro noctyna k [1/ln B UCIIIH, nepemaua c
OJIHOTO aJipeca TaKoro KOJIMYECTBA 3alpOCOB Ha MOJKIIOUYEHUE K TEXHUYECKOMY CpPEACTBY B COCTaBe
HCTI/IH, kakoe MakCUMaJlbHO MOKET "BMECTUTH'" Tpaduk (HampaBie€HHBIH "IITOpPM 3ampocoB'), 4TO
BJIEYET 3a COOOM MEepernoJHEeHnEe OYepeId 3aPOCOB U OTKAa3 OJHOW M3 CETEBBIX CIYXKO WIIH TOJHYIO
OCTaHOBKY KOMIIbIOTEpa M3-32 HEBO3MOXKHOCTH CHCTEMbl 3aHHUMAThCsl HUYEM JPYTHM, KpOMe
00pabOoTKH 3aIIPOCOB.

8. Y najeHHbIN 3a11yCK MPUITOKEHUH.

VYrpo3a 3akimouaercss B crpemiieHuu 3anyctuTh Ha xocte MCII/IH pasznuuHble npeaBapuUTEIbHO
BHEJJPEHHBIE BPEIOHOCHBIE NPOrPaMMBL: IPOrPaMMBbI-3aKJIaKH, BHUPYCHI, ''CETEBBIE IIIUOHBI",
OCHOBHasl IIeJIb KOTOPBIX - HapylleHHe KOHQUIACHIMATbHOCTH, LEIOCTHOCTH, JOCTYHMHOCTH
nH(pOpMalMU U TIOJHBIA KOHTPOJIb 3a paboToii xocta. Kpome TOro, BO3MokeH HeCaHKIIMOHUPOBAHHBIN
3allyCcK  NPHUKJIAJHBIX I[POrpamMM  I0JIb30BaTeNe  JUIsl  HECAaHKIHMOHUPOBAHHOTO  IOJYYEHUs
HEOOXOAUMBIX HApyLIUTEN0 JaHHBIX, JUIs 3alyCKa YIpPaBISIEMbIX MPHUKIATHON IMPOrpaMMOi
IIPOLIECCOB U Ap.

Boraenstor Tpu noaxiacca JaHHBIX YIpo3:



1) pactipoctpanenue (haioB, coepKaniiux HeCaHKIIMOHUPOBAHHBIN UCTIOTHIEMBIN KO,

2) ynaneHHbIH 3aITyCcK MPUIIOKEHUS IyTeM NeperoHeHus Oydepa NpuiIoKeHni-CepBepoB;

3) ynaneHHBIH 3aIlyCK MPUIOKEHUS MyTEeM HCIIOIb30BaHUS BO3MOXKHOCTEH YAAJICHHOTO YIPaBICHHS
CHCTEMOM, TPEIOCTABISAEMBIX CKPBITBIMH TPOTPAMMHBIMH W allapaTHBIMU 3aKJIaJKaMu JIHOO
UCIIOJIb3YEMBIMHU IITATHBIMU CPE/ICTBAMHU.

TunoBble yrpo3bl TMEpPBOrO M3 YKa3aHHBIX IOJKJIACCOB OCHOBBIBAIOTCS HA AaKTUBU3ALUU
pacnpocTpaHsieMbIx (ailyioB mpu ciydaiiHoM oOpamieHuu K HUM. [Ipumepamu Takux ¢aiioB MOryT
CIIY’)XHUTb: (ailfibl, coaepKalue HCHOJIHSAEMBbIH KOJ B BHUAE MakKpoKoMmaHna (AokyMeHThl Microsoft
Word, Excel u T.11.); html-moxymeHTBI, copeprkaniue UCIOIHIEMBIA KO B BHJE dJIeMeHTOB ActiveX,
Java-anmuieToB, MHTEPIPETUPYEMBIX CKpUNTOB (HampuMmep, TeKcThl Ha JavaScript); daiinsl,
coJiep Kallie UCIOJIHIeMbIe Koabl nporpamm. i pacnpocTpaHeHus ¢GailyioB MOTYT UCIIOIb30BATHCS
CITyOBI 3JIEKTPOHHOM MMOYTEHI, Tepenadu GaisioB, ceTeBoi (ailioBOil CHCTEMBI.

[Ipu yrpo3ax BTOpPOro MOAKJIACCA HCHOJB3YIOTCA HEAOCTATKU MPOrpamMM, PEaH3YIOUINX CETEBHIC
CEpBHCH (B YAaCTHOCTH, OTCYTCTBME KOHTpPOJsS mepemnoiHeHus Oydepa). HacTpoiikoll cHCTEMHBIX
PErUCTPOB  MHOTJA yAaeTCs MEepeKIIOUUTh IPOLECCOp IMOclie  MpepbIBaHUsS, BBI3BAHHOTO
nepenonHeHueM Oydepa, Ha UCIOMHEHHE KOJAA, CoAepKalerocs 3a rpanuieit oydepa. IIpumepom
peanu3ainuy Takoi yrpo3bl MOXKET CIIYKHUTh BHEIPEHHE IIUPOKO U3BECTHOTO "BUpyca Moppuca'.

[Tpu yrposax TpeThero MojKiIacca HapyIIUTEIh UCIOIb3YeT BO3MOXHOCTH YAAJCHHOTO YIPaBICHUS
CUCTEMOM, IPEOCTABIISAEMbIE CKPBITBIMU KOMIIOHEHTaMM (HAIpUMep, "TPOSHCKUMH'" MpOorpaMMaMu
tuna Back Orifice, Net Bus) nmmubo mraTHeIME CpeACTBaMHU YIpaBICHUS M aIMHHHCTPUPOBAHUS
kommsroTepHbIX ceter (Landesk Management Suite, Managewise, Back Orifice u 1.11.). B pe3ynbrare
UX HCIIOJIb30BAHUS YIA€TCsl JOOUTHCS YAaICHHOTO KOHTPOJIS HAJl CTAHIIMEH B CETH.

CxeMaTH4HO OCHOBHBIE ATAIbI pa0OTHI 3TUX MPOTPAMM BBITTISIAT CIEAYIOIIUM 00Pa30M:

- WHCTAJUISAIUS B IAMSITH;

- OXKHUJIaHUE 3aIpoca ¢ YIaJICHHOTO XOCTa, Ha KOTOPOM 3alyllIeHa KJIMEHT-porpaMma, 1 oOMeH
¢ Hell COOOIIEHUIMU O TOTOBHOCTH;

- nepeaaya nepexBaueHHONW HWH(OpMAMK KIMEHTY WU IPEIOCTaBICHHE €My KOHTPOJS Haj
aTaKyeMbIM KOMITBIOTEPOM.

Bo3MmoykHBIE MOCIIeACTBUS OT pealn3ali YIpo3 pa3IMyHbIX KJIACCOB MPUBEACHBI B TaOIHIIE.

Ta6J'II/II_Ia: Bo3MoxHBIE mOCTIEACTBUS peaim3anuun yrpo3 pas3JIM4HbIX KIIAaCCOB

N Tumn ataku Bo3MoxHbIE MOCEICTBUS
n/m
1 AHanu3 ceTeBoro Tpaduka HccrenoBanne  xXapakTepUCTHK  CETEBOro Tpaduka, nepexsar

nepenaBaeMbIX JAaHHBIX, B TOM 4YHCJI€ WIACHTU(UKATOPOB M Mapoieit

TI0JIb30BATENEH
2 CkaHHpOBaHHE CETH OmnpeneneHre  MPOTOKOJNOB, JOCTYIHBIX MOPTOB  CETEBBIX CITy k0,
3aKOHOB (DOPMHUPOBAHMS W/IEHTU(UKATOPOB COSIMHEHUH,  aKTUBHBIX

CETCBbIX CEPBUCOB, I/I,Z[CHTI/I(I)I/IKEITOPOB u naponeﬁ MOJIb30BaTeNei

3 "ITaponbHas" aTaka Brimonnenne  mo6oro JIECTPYKTUBHOTO JEWUCTBUS, CBA3aHHOTO C
MOJy4YEeHHEM HECAaHKI[MOHUPOBAHHOIO JOCTyNa
4 [Noamena noBepeHHOTO OOBEKTA V3meHeHne Tpacchl — MPOXOKAEHHS COOOIIECHHH, HECAHKIIMOHUPOBAH-
ceTH HOE M3MEHEHHME MapIIpyTHO-aJPECHbIX JaHHBIX. HecaHKIMOHUpPOBaHHBIH

JIOCTYI K CETEBBIM pecypcaM, HaBs3bIBAaHWUE  JIO)KHOU MHPOpMAITUH

5 Hagsi3piBanue noxxHoro mapuipyra | HecankuuoHupoBanHoe HU3MEHEHHE MapUIPYTHO-aIPECHBIX JaHHBIX,
aHaJIn3 u MO}II/I(I)I/IKaLH/IH nepeaaBa€MbIX JaHHBIX, HABA3BIBAHHUC JIOXKHBIX
co001eHnit

6 Buenpenue noxxnoro oobekTa cetu | IlepexBar u  mpocMoTp — Tpaduka. HecaHKIIMOHUPOBAHHBIN TOCTYN K

CETCBLIM peCypcam, HaBA3BIBAHUC JIOXKHOU I/IHq)




7 Otka3 |YactuuHoe ucuepnanue | CHIOKEHHE MIPOITYCKHOM CITOCOOHOCTH  KaHAJIOB CBsI3H,

B pecypcos MIPOU3BOIUTEIHLHOCTH CETEBBIX  yCTpoWcTB.  CHMXEHHE

obciry MIPOU3BOIUTEIHHOCTH CEpBEPHBIX IPUIOKEHUI

HKH- [lonnoe wucuepmnanue HeBo3moxHOCTh mepenayn cooOIIeHnid M3-32  OTCYTCTBUSL  JIOCTyHa K
BaHUM | pecypcoB cpeie mepenayd, OTKa3 B yCTaHOBIICHHU coenuHeHus. OTka3 B

MIPE0CTaBIICHUH cepBHCa (3JEKTPOHHON TOUTHI, (hailyIoBOro u T.1.)

Hapymenue noru- | HeBO3MOXKHOCTh Tiepeiayn, COOOIICHUN W3-32 OTCYTCTBUS ~ KOPPEKTHBIX
YecKoi CBSI3HOCTH | MApIIPYTHO-aJPECHBIX JAaHHBIX. HEBO3MOXKXHOCTHIOMYUESHHS yCIIyT
MEXTY aTpuOyTaMH, | BBUAY HECAaHKIMOHUPOBAHHOM Monu(pUKAIUN UICHTH(PUKATOPOB,
JTaHHBIMU,00bEKTaMHU mapoJiei u T.1II.

Hcnonp3oBanne ommbok | Hapymenne paboToCioOCOOHOCTH CETEBBIX

B [IpOrpaMMax YCTPOMCTB
8 VYaane |Ilyrem pacChUIKU Hapymenue KOH(UIEHINATIBHOCTY,
H- ¢aiino, coAepxamuxX | LETOCTHOCTH, JOCTYIHOCTH HH(OPMALUH
HBII BUPYCHOE 3apaKCHUE
3anyck | Ilyrem MIEPEIOIHEHUS
npuio | 6ydepa CEPBEPHOTO
xe- IPUIIOKEHUS
HH ITyrem  mcmomp3oBanus | CKpeITOE yIIpaBIeHHE CHCTEMON

YAaJEHHOTO YTIPaBJICHUS
CHUCTEMOM, IPEIOCTaBIIsAC
MBIX CKPBITBIMHU
MPOrpaMMHBIMU
3aKiagkamMu  Jbo
IITaTHBIMH CPECTBAMU

[Tpornecc peanu3anuy yrpo3sl B 00IIEM CIIydae COCTOUT U3 YETBIPEX ITAIOB:

- cOopa uHpopmaruy;

- BTOP>KEHUS (MTPOHUKHOBEHUS B ONEPALIIOHHYIO CPELY);

- OCYILIECTBIIEHUS] HECAHKIITMOHUPOBAHHOT'O JOCTYIA;

- JIMKBUJIALIUY CJIEJIOB HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Ha »stane cOopa undopmaium HapymmTens MOTYT HHTepecoBaTh paznuyHbie cBenenus 06 UCII/IH, B
TOM YHCIIE:

a) O TOTIOJIOTUU CETH, B KOTOPOU (PYHKIIMOHUPYET cucTteMa. [Ipu 3ToM MOXKET ucciaeaoBaThCcsi 00J1acTh
BOKpPYI CeTU (HalpuMmep, HapyLIUTeNs MOTYT HHTEpecoBaTh ajJipeca JOBEPEHHBIX, HO MEHee
3alMIICHHBIX XOCTOB). I onpeneneHus NOCTYIMHOCTH XOCTa MOTYT MCIIOJIb30BaThCS MPOCTEHIINE
KOMaH[Ibl (Hanpumep, komanja ping st nocsuiku ICMP-3anpocoB ECHO REQUEST c¢ oxunanuem
Ha HuX ICMP-orBetoB ECHO REPLY). CymiecTByroT YTHJIMTHI, OCYIIECTBISIOUINE MapajlieIbHOE
ofpeieieHne JOCTYITHOCTH XOCTOB (Takue Kak fping), KOTopble CrOCOOHBI MPOCKAHUPOBATH OOJIBIIYIO
00J1acTh aJPecHOro MPOCTPAHCTBA Ha MPEAMET JOCTYIIHOCTH XOCTOB 3a KOPOTKHHA MPOMEXYTOK
BpeMeHH. TOomoorus ceTu 4acTo ONpeAesseTcs] Ha OCHOBAaHHMM "CUETUHKa y3JI0B" (IMCTAaHIUU MEXIY
xoctamn). [Ipu 3TOM MOTYT IpUMEHSAThCS TaKue MeTOoIbl, Kak "Moxymsuuu TTL" u 3anucu mapuipyra.
Meton "momynsiiuu TTL" peanuszoBan mporpammoii traceroute (mmst Windows NT - tracert.exe) u
3akroyaercss B Moxyisinuu noas TTL IP-makeros. [{ns 3amucu mMapmpyTa MOTYT HCIIOJIb30BAThCS
ICMP-nakeTsl, co31aBaemMble KOMaHI0H ping.

CO6op uHpopMaIu MOKET OBITh TaK)KE OCHOBAH Ha 3aIlpocax:

- Kk DNS-cepBepy 0 cniucke 3aperucTpupoBaHHbBIX (1, BEPOSTHO, aKTUBHBIX ) XOCTOB;

- K MapHipyTu3aTopy Ha ocHoBe mporokoia RIP o0 m3BecTHBIX MapmpyTax (MHGOpMAIUS O
TOMOJIOTHH CETH);

- K HEKOPPEKTHO CKOH(HUTYpHpPOBAHHBIM YCTPONCTBaM, MOJICPKUBAIOIMKUM MpoTokosl SNMP
(uH(pOpMAIIHSI O TOTIOJIOTUHU CETH).



Ecm UCII[lH HaxomuTcs 3a MeKceTeBbIM HKkpaHoM (MD), Bo3MokeH cOop wuHpOpManuu o
koHpurypamuu M3 u o tononoruu UCII/IH 32 MD, B TOM 4mcle MyTeM MOCHUIKH MTAaKETOB Ha BCE
HOPTHI BCEX MPE/IOIAraéMbIX XOCTOB BHYTPEHHEH (3aIMILAEMO) CETH;

0) o tune onepauronno cucremsl (OC) B MCII/Jn. Cambiil u3BeCTHBINM COCOO OMpeneseHus TUia
OC xocra ocHOBaH Ha TOM, 4TO paziuyHble Tunbl OC Mo-pazHOMY peanu3ylT TpeOoBaHUs
craugaptoB RFC k creky TCP/IP. D10 mo3BOIsSET HAPYIIUTEIIO yIAJEHHO WICHTU(DUIIMPOBATH THI
OC, ycranosnenHoi Ha xocte MCII/IH myTeM MOCBUIKM CIleMaIbHBIM 00pa3oM c(hOPMHUPOBAHHBIX
3alpOCOB U aHAJIN3a MOJTyYEHHBIX OTBETOB.

Cy1iecTBYIOT clieliuaibHbIE CPECTBA, PEATU3YIOUINE JaHHbIE METO/Ibl, B yacTHOCTH, Nmap u QueSO.
MoxHO OTMETUTh Takxke Takod wmeton omnpeneneHuss tuna OC, Kak MOpoCTEHIIMIl 3ampoc Ha
YCTaHOBJICHHE COCJAMHECHUS 110 TPOTOKONY yaaleHHoro npocryna telnet (telnet-coemuuenus), B
pe3ynbTaTe KOTOporo mo "BHemHeMy BUAY" oTBera MoxkHO ompenenutTh tun OC xocra. Hamuume
ONPEJICTICHHBIX CEPBUCOB TAKKE MOXET CIYXHUTh JIONMOJHUTEIBHBIM IMPU3HAKOM I ONPEICICHUS
tuna OC xocTa;

B) 0 (DYHKIMOHUPYIOINIMX HAa XOCTax cepBucax. OmpeeneHue CEepBUCOB, HCIOIHSIEMBIX Ha XOCTE,
OCHOBAaHO HAa METOJI€ BBISIBJICHUSA "OTKPBITHIX MOPTOB", HampaBlIeHHOM Ha cOOp HHMOpPMAIMH O
JIOCTymHOCTH XocTa. Hanmpumep, st onpenenenus noctynHoctd UDP-nopta HE00X0AUMO MOTYYUTh
OTKJIMK B OTBET Ha nockuiKy UDP-nakera cOOTBETCTBYIOIIEMY TIOPTY:

- eciu B otBeT npunuio coobmenue ICMP PORT UNREACHEBLE, To cooTBeTcTByOMmUA
CEpBHC HEJOCTYIIEH;

- €CJIM JJAHHOE COOOIIEHUE HE MOCTYIUIIO, TO OPT "OTKPHIT".

Ha »srame BTOp)KeHHSI HCCIIEIYeTCS HAJIMYUE THUIIOBBIX YS3BUMOCTEH B CHCTEMHBIX CEpPBHCAX WU
OIMMOOK B aJIMHHHUCTPHPOBAHUHM CHUCTEMBI. Y CIICIIHBIM PE3YJIbTATOM HCIOJB30BAHUS YSI3BUMOCTEH
OOBIYHO SIBJISIETCS] TIOJIYYEHHE MPOIECCOM HAPYIIUTENST MPUBHUICTUPOBAHHOTO PEKMMA BBIMOTHEHUS
(mocTyma K TNPUBWICTUPOBAHHOMY PEXHMY BBINOTHEHUS KOMAaHJIHOTO TpPOIECccOpa), BHECEHHUE B
CUCTEMY YYETHOH 3amlicH HE3aKOHHOTO MOJIb30BaTelsl, moilyueHue (aiiiaa maposiei win HapylleHue
paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT 3Tan pa3BUTHUS YrPo3bl, KaK MpaBuilo, siBisieTcs MHorodasueiM. K dazam mporecca peanuzanuu
YIPO3bl MOTYT OTHOCUTBCS, HAIIPUMED:

- YCTaHOBJIEHHE CBSI3H C XOCTOM, OTHOCUTEIIBHO KOTOPOTO PEeAIn3yeTcs yrpo3a;

- BBISIBIICHUE YSI3BUMOCTH;

- BHEJIpEHHE BPEJOHOCHOM MPOrpaMMbl B UHTEpPECAX pacIupPEHUs IIpaB u JIp.

VYrpo3sl, peanu3yemble Ha 3Tare BTOPKEHUSA, MOAPA3LAEISIOTCA IO YPOBHAM CTEKa IMPOTOKOJIOB
TCP/IP, mockonbKy (OpMHPYIOTCS Ha CETeBOM, TPAaHCIOPTHOM WM TMPHUKIAJHOM YpOBHE B
3aBUCHUMOCTH OT UCTIOJIb3YEMOTO MEXaHU3Ma BTOPKEHUSI.

K tumoBsIM yrpo3am, peam3yeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCSTCS TaKHE KaK:

a) yrposa, HarpaBJIeHHas Ha IIOJIMEHY JJOBEPEHHOT0 0OBEKTA;

0) yrposa, HanpaBJieHHasl Ha CO3/IaHUE B CETU JIOKHOTO MapIIpyTa;

B) YIpO3bl, HampaBieHHblE Ha CO3JaHHE JOXHOIO OOBEKTAa C UCIHOJIb30BAaHUEM HEJOCTATKOB
ITOPUTMOB YJAJIE€HHOTO TTOUCKA;

r) yrpo3bl THHa "oTKa3z B oOcayxuBaHUHU'", ocHOBaHHbIe Ha [P-nedparmenranuu, Ha GopMupoBaHUH
HekoppekTHbIX ICMP-3anpocoB (Hanpumep, ataka "Ping of Death" u "Smurf"), nHa ¢popmupoBanun
HekoppekTHbIXx TCP-3ampocoB (araka "Land"), Ha co3ganum "mropma'" MakeTOB ¢ 3ampocaMu Ha
coemuaenue (araku "SYN Flood") u np.

K tunoBeiM yrpozam, peanuzyemMbIM Ha NMPUKIAJAHOM YPOBHE, OTHOCSTCS YIpO3bl, HallpaBJICHHbIE Ha
HECaHKIIMOHUPOBAHHBIN 3aIyCK MPHJIOKEHUN, YTpO3bl, peau3alns KOTOPhIX CBs3aHA C BHEAPEHUEM



MPOTrpaMMHBIX 3aKIaJ0K (TUMNA "TPOSIHCKUN KOHB'"), C BBISIBJICHUEM Mapojeil T0CTyNa B CETh WIH K
OIpEECIEHHOMY XOCTY U T.[.

Ecin peanuzanus yrpo3bl HE NpPUHECIA HApyILIMTEN HAMBBICUIMX IIpaB JOCTyNa B CHCTEME,
BO3MO>KHBI TIOTIBITKY PACUIMPEHUS ITUX IIPaB 10 MAKCUMaJIbHO BO3MOKHOI'0 YpOBHs. [[j1s1 3T0r0 MOTYyT
UCIIOJIb30BAaThCSl  YA3BUMOCTH HE TOJIBKO CETEBBIX CEpPBHUCOB, HO U YA3BUMOCTH CHCTEMHOIO
nporpammHoro obecrieuenus xoctoB MCIIan.

Ha srane peanuzanuy HECaHKIMOHHUPOBAHHOTO JOCTYMA OCYIIECTBISIETCS COOCTBEHHO JOCTH)KEHUE
LU pean3aliy yrpo3bl:

- HapyleHne KOHPUACHIINATLHOCTH (KOMMPOBAHUE, HEIPAaBOMEPHOE PAaCIIPOCTPAHEHUE);

- HapyLIeHUE LEINOCTHOCTU (YHUUTOXKEHNUE, U3MEHEHUE);

- HapylLIeHUE JOCTYNHOCTH (OJI0KMpPOBaHUE).

Ha »ToM e 3Tame, mociie yKa3aHHBIX NEWCTBUHM, KakK MpaBuiio, (GopMmupyercs Tak Ha3blBaEMbIN
"gyepHBId BXOA" B BHUIE OJHOTO M3 CEPBUCOB (JIEMOHOB), OOCIY)XHBAIOIIUX HEKOTOPBIH IMOPT H
BBIMOJHSIONIMX KOMaHAbl HapymmuTens. "UepHblii Bxona" oOCTaBlseTCs B CHCTEME B HMHTEpecax
o0ecrnieuyeHus:

- BO3MOXXHOCTH MOJYYHTh JOCTYH K XOCTY, Jaxe €eclId aJMUHUCTPATOp YCTPAHUT
MCIIOJIb30BAaHHYIO JUISl YCIIEIIHON peaanu3aluu yrpo3bl YI3BUMOCTb;

- BO3MOYXHOCTH TMOJYYHUTh TOCTYI K XOCTY KaK MOXHO 00Jiee CKPBITHO;

- BO3MOXXHOCTH TOJIYYUTh JOCTYI K XOCTY OBICTPO (HE MOBTOPSIS 3aHOBO MPOIIECC pealln3aliu
yTpO3bI).

"YepHblil BX0A" MO3BOJISIET HAPYLIUTEIO BHEAPUTH B CETh UJIM HA ONPEACIECHHBIA XOCT BPEIOHOCHYIO
nporpaMMmy, Hampumep, "aHamuzatop maponei” (password sniffer) - mporpammy, BBIAETSIONIYIO
MOJIb30BATEIbCKHE HACHTU(PHUKATOPHI M TMApoJid M3 ceTeBoro Tpaduka mpu paboTe MPOTOKOJIOB
BbIcOKOro ypoBHS (ftp, telnet, rlogin u T.1.). OObeKkTaMu BHEAPEHUS BPEIOHOCHBIX IMPOrpaMM MOTYT
ObITH IpOrpamMMbl ayTEHTH(PUKALUU WU HJEHTU(UKALUHU, CETEBble CEPBUCHI, AP0 OMEPalMOHHON
CUCTeMBI, (aiinoBas cucrema, OuOINOTEKH U T.1I.

Hakoner, Ha sTane JMKBUIALUY CIIEOB pEAIN3allMi YTPO3bl OCYHIECTBIISETCS MOMNBITKA YHUUTOKEHUS
cieoB AelicTBui HapymuTend. [Ipu 3ToM ynansoTcss COOTBETCTBYIOIINE 3aIIMCH U3 BCEX BO3MOYKHBIX
JKYpHAJIOB ay/IiTa, B TOM YHCIIe 3amucH o (pakTe coopa nHPOpMAITUH.

5.5. O6mias xapaKTepUCTHKa YIrpO3 MPOrpaMMHO-MaTeMaTHYECKUX BO3/IEHCTBUIN

[TporpaMMHO-MaTeMaTH4ECKOE BO3IEHCTBUE - 3TO BO3AECUCTBUE C MMOMOIIBIO BPETOHOCHBIX TPOTPAMM.
IIporpammoil ¢ NOTEHIMAIBHO ONACHBIMU MOCIEACTBUSIMH WM BPEJOHOCHOM MPOrPaMMOM Ha3bIBAIOT
HEKOTOPYIO CaMOCTOSITENIbHYIO TporpamMmMy (HaOOp HWHCTPYKIIHII), KOTOpasi CIOCOOHA BBIMOIHSITH
1r060€ HEeMmycToe MOJMHOKECTBO CIEAYIOINX (YHKIMMI:

- CKPBIBATh MIPU3HAKU CBOETO NMPUCYTCTBUS B IPOrPaMMHOM cpesie KOMIIBIOTEPA,

- o0nazaTh CIOCOOHOCTHIO K CaMOJYOJMPOBAHHIO, AaCCOIMUPOBAHUIO Ce€Osl C JIPyruMHU
nmporpaMmMaMu U (WJIM) TIEPEHOCY CBOMX (PParMEHTOB B WHBIE OOJACTH OMEPATUBHOW WJIM BHEITHEH
MaMsITH;

- paspyuarh (MCKaXkaTh MPOU3BOJIBHBIM 00pa3oM) KOJ MPOrpaMM B ONIEPaTUBHOM MaMATH;

- BBITNIOJHATH 0€3 MHUIIMUPOBAHUS CO CTOPOHBI MOJIb30BaTEN (T10JIH30BATENBCKON TPOTrPaMMBbI B
IITATHOM pPEXUME €€ BBHINOJHEHHs) [eCTPYKTUBHbIE (YHKIUH (KOMHMPOBAHHWE, YHUYTOXKECHUE,
OJIOKMpOBaHME U T.I1.);

- COXpaHATh (parMeHTHl HWH(OpPMAIMU W3 OMNEPATUBHOM TaMSATH B HEKOTOPBIX O0IaCTsIX
BHEIITHEW MaMATH IPSIMOTO AOCTyMa (JIOKaTbHBIX WU yIAICHHBIX);

- HCKa)XaTh TMPOM3BOJBHBIM 00pa3oM, OJOKHpOBaTh W (WJIM) TOAMEHSATH BBIBOJAUMBIA BO
BHEITHIOIO TIAMSTh WM B KaHAJI CBS3M MacCUB WH(GOpMAIMU, 00pa30BaBIINICS B pe3yIbTare padOThI
MPUKJIAHBIX TPOTPaMM, HIIH YK€ HaXOSIINECs BO BHEIIHEH MaMsATH MAaCCUBbI JaHHBIX.



BpenonocHsle mporpaMmbsl MOTYT OBITH BHECEHBI (BHEAPEHBI) KaK MpeIHaMEpEeHHO, TaK U CIy4aiiHO B
nporpaMMHoe obecrieuenue, ucnonszyemoe B UCII/IH, B mpouecce ero pa3paboTKu, CONPOBOKACHHUS,
MOIUGUKAIMM ¥ HAcTpoiiku. Kpome 3TOro, BpeIOHOCHBIE MPOrpaMMbl MOTYT OBITh BHECEHBI B
nporecce skciuryarauuu VMCII/IH ¢ BHemHMX HocuTened MH(OpMAIMM WM MOCPEICTBOM CETEBOTO
B3auMojieicTBUs Kak B pesyibrare HC/I, Tak u cinyyaiino noas3oBarensimu UCITIH.

Hanuuue B VICII/IH BpelOHOCHBIX MPOrpaMM MOXKET CIIOCOOCTBOBATH BO3HMKHOBEHHMIO CKPBITBIX, B
TOM YHMCJI€ HETPAJULMOHHBIX KaHAJIOB JI0CTYNA K MH(OPMAIMH, TO3BOJISAIONINX BCKPBIBATh, 00XOAUThH
WK OJIOKMPOBATH 3AIIUTHBIE MEXAHU3MBbI, IPETYCMOTPEHHBIE B CUCTEME, B TOM UYHUCIIE MApOJIbHYIO U
KPUITOTrpa(UUECKYIO 3alIUTY.

OCHOBHBIMU BUJJaMH BPEJOHOCHBIX IIPOTPaMM SIBJISIFOTCSL:

- IIPOrpaMMHBIE 3aKJIa/IKH;

- KJIaCCUYECKHE IPOrpaMMHBbIE (KOMIIbIOTEPHBIE) BUPYCHI;

- BPEJIOHOCHBIE ITPOrPaMMBbl, PACIPOCTPAHSIOLINECS IO CETH (CETEBbIE YEPBH);

- Jpyrye BpeIOHOCHBIE IPOrpaMMBbl, peaHazHaueHHbIe JU1s ocyuecTBiaeHuss HC/L.

K nporpaMMHBIM 3aKiagKkaM OTHOCSTCS INPOTrPaMMBbl, parMeHThl KoJa, HHCTPYKLUH, (POpMUpYOILIHE
HeJIeKJIapUPOBaHHbIE BO3MOYKHOCTH IPOrpaMMHOro oOecrieyeHus. BpeaoHocHble mporpaMMbl MOTYT
NEpPEeXO0/IUTh U3 OJHOIO BUJA B JAPYroi, HallpuMep, IpOorpaMMHas 3aKjiaJJka MOXKET CreHepHUpOBaTh
IPOTPaMMHBIH BHPYC, KOTOPBIH, B CBOIO OYepelb, MOMAaB B YCJOBUS CETH, MOXET CPOPMHUPOBATH
CETEBOr0 YEepBsl WJIM JAPYTyI0 BPEAOHOCHYIO IpOrpamMMmy, HpeIHAa3HAYEHHYIO NJIsl OCYIIECTBIICHUS
HC/.

Kparkast XapakTepuCTHKa OCHOBHBIX BpEJIOHOCHBIX HPOTpaMM CBOAMTCA K CIEIYIOLIEMY.
3arpy304Hble BUPYCHI 3alUCHIBAIOT ceOs 100 B 3arpy304HbId cekTop aucka (boot-cextop), aubo B
CEKTOp, COJepXkalluil CUCTeMHBIH 3arpy3uuk BuHuecTepa (Master Boot Record), nubGo Mmenstot
yKa3aTellb Ha aKTHUBHBIH boot-cekTop. OHM BHEAPSIOTCS B MaMATh KOMIIBIOTEpA IpH 3arpyske ¢
UHGUIMPOBaHHOTO nucKka. Ilpu 3TOM cHCTEMHBII 3arpy3udK CUUTBIBAET COJEPKMMOE IEpBOTO
CEKTOpa JUCKa, C KOTOPOro MPOU3BOAUTCS 3arpy3Ka, IOMEIlaeT CYNTAaHHYI0 HHPOPMAIIUIO B TaMATh U
nepegaeT Ha Hee (T.e. Ha BHpycC) ymnpaieHue. [locie 3Toro HauMHAKOT BBIIOJHATHCS WHCTPYKIMU
BUpYCa, KOTOPBIN, KaK MPaBUJIO, yMEHbIIAET 00bEM CBOOOIHON NaMsITH, KOMUPYET B OCBOOOAMBILIEECS
MECTO CBOM KOJI M CUMTBIBAET C JHMCKa CBOE MPOJOJKEHHE (€CliM OHO €CTh), MepexBaThIBAaET
HeoOXxo/uMble BekTopa npepbiBaHuii (00buHO - INT 13H), cunThiBaeT B mamMsTh OpUTHHAIBHBIN boot-
CEKTOp U MepeaacT Ha HETO YIIPABIICHUE.

B nanpHelimem 3arpy3ouHblif BUpyC BeieT ce0s Tak e, Kak (pailIoBbIi: IepexBaThIBaeT 0OpaIieHus
OINEpaLlMOHHOM CHCTEMBI K JUCKaM W MHOUIMPYET UX, B 3aBUCHUMOCTH OT HEKOTOPBIX YCIOBHUI
COBepIIaeT JEeCTPYKTUBHBIE JEHCTBHS, BHI3bIBAET 3BYKOBBIE 3 (HEKThI M1 BUAE0I(D(DEKTHI.
OCHOBHBIMU JA€CTPYKTUBHBIMU JACUCTBUSMH, BHIMOIHIEMBIMU 3TUMH BUPYCAMH, SIBIISIFOTCS:

- YHUYTO)XKEHUE MH(OpMAINK B CEKTOpax JAUCKET U BUHYECTepa;

- HCKJIIOUEHUE BO3MOXHOCTH 3arpy3KH ONEPAallMOHHOM CHUCTEMBI (KOMIIBIOTEp "3aBHucaeTr");

- HCKQKEHUE KOJ1a 3arpy34HuKa;

- (dbopMaTupoBaHUEe AUCKET WU JIOTHYECKUX JTUCKOB BUHUECTEPA;

- 3akpeIiTHe foctyna k COM-u LPT-nnopram;

- 3aMeHa CUMBOJIOB MpU M€YaTH TEKCTOB;

- MO/IEPTUBAHMSI DKpPaHa;

- M3MEHEHHE METKH JMCKa WU IUCKETHI;

- CO3JIaHHE TCEBIOCOOMHBIX KIaCTEPOB;

- CO3JIaHHE 3BYKOBBIX H(WJIN) BU3YyaIbHBIX 3P PEeKTOB (Hampumep, najeHne OykB Ha dKpaHe);

- nopya ¢aiyioB JaHHBIX;

- nepes3arpys3ka KOMIIbIOTEpA;



- BBIBOJ] Ha 3KPaH pa3HOOOPa3HBIX COOOIICHUH;

- OTKJTIOYECHHUE MepHPepUitHBIX YCTPOICTB (HapuMep, KJIaBUaTyphbl);

- MU3MEHEHUE NAINTPBI IKPAHA;

- 3aI0JIHEHUE YKPaHa TOCTOPOHHUMHU CHMBOJIAMH HITH H300paKEHUSIMHU;

- [OTalleHNe SKpaHa U NEPEBOJ] B PEKUM OXKUAAHUS BBOJIA C KJIIABUATYPBI;

- mK(ppoBaHNEe CEKTOPOB BUHUYECTEPA;

- BbIOOPOYHOE YHUUTOKEHUE CUMBOJIOB, BEIBOAMMBIX Ha 3KpaH IIpU HAbope C KJIaBUaTyphl;

- yYMEHbLIEHHE 00beMa ONepaTUBHON MaMATH;

- BBI30B I[1€4aTH COAEPKUMOT0 IKPaHa;

- OJIOKMpPOBAHKE 3AIMCH Ha JIUCK;

- yHUYTOXXeHHEe Tabnuipl pazouenus (Disk Partition Table), mocime 3TOro KOMIbIOTEP MOXKHO
3arpy3uTh TOJIBKO ¢ (IIONMIH-IHCKA;

- OJIOKMPOBAHNUE 3aITyCKa HCIIOHAEMBIX (DaiiiioB;

- OJIOKMPOBAHKE IOCTYIIA K BUHYECTEDPY.

BobIIMHCTBO 3arpy304HBIX BUPYCOB MIE€PE3ANUCHIBAIOT ce0s Ha (DIONIU-TUCKH.

daiinoBble BUPYCHI NPU CBOEM DPA3MHOKEHUU TEM MM HUHBIM CIIOCOOOM MCIOJB3YIOT (hailyioBYIO
cUCTEeMY KakoH-IMOo onepaunoHHOM cucteMsl. [1o criocoOy 3apaxenus (aiioB BUPYCHI IeIIATCA Ha
3amemratome ("overwriting"), mapasuruueckue ("parasitic"), komMmaboH-BHpYCHl ("companion"),
"link"-BUpycChI, BUPYCHI-YEPBH M BHPYCHI, 3apaxaromue oObekTHble Moxynu (OBJ), oubimoreku
koMruiATOpoB (LIB) u ucxoiHbIE TEKCTHI MPOrPaMM.

Merton 3apaxkeHus "overwriting" siBisieTcsi HanOOJEe MPOCTHIM: BUPYC 3alTUCHIBAET CBOM KO BMECTO
KO/1a 3apakaeMoro ¢aiisa, yHuuTOkKas ero cojxepxxumoe. EcrecTBeHHO, YTO Ipu 3TOM (aiin nepectaet
paboTaTh M He BOCCTaHaBIMBaeTcsA. Takue BUPYChl OU€Hb OBICTPO OOHApPYKUBAIOT ce0sl, Tak Kak
OlepalvOHHas CHCTeMa U MPUJI0KEHHUs JOBOJIBHO OBICTPO MEpecTaroT padoTaTh.

K napasutnueckum oTHOCATCS Bce (ailyioBble BUPYCHI, KOTOPBIE MPH PACIPOCTPAHEHUH CBOMX KOIUM
0053aTeNIbHO M3MEHSIIOT COJAEpKUMOe (ailyioB, ocTaBisisl caMu (ailyibl MpU 3TOM IOJTHOCTBIO HIIN
YaCTMYHO paboTocnocoOHbIMU. OCHOBHBIMM THIAaMH TAaKUX BHUPYCOB SIBJISIFOTCS  BHUPYCHI,
3aMMChIBAIOLINECS] B Hayaslo, CepeuHy Uiau KoHel (aiiiaoB. OTAENbHO ClIe1yeT OTMETUTh JOBOJIBHO
HE3HAYUTENbHYIO TPYIIY Hapa3UTHYECKUX BUPYCOB, He nMermux "touku Bxoma" (EPO-Bupych! -
Entry Point Obscuring viruses). K HUM OTHOCATCSI BUPYCHI, HE 3alMChIBAIOIIME KOMaHAY Ieperadn
ynpasieHus B 3aroioBok COM-daiinos (JMP) u He uaMeHsromue ajipec TOUKU CTapTa B 3aroJIOBKE
EXE-¢aiinoB. Takue BUpYCHI 3alIMCHIBAIOT KOMaHJy Mepexojaa Ha CBOH KOJ B Kakoe-IMOO MecTo B
cepeanHy (ailyia ¥ NOoIy4aroT yIpaBieHHe He HEMOCPEACTBEHHO NPH 3allyCKe 3apa)KeHHOro (aiina, a
IIPU BBI30BE MPOLEAYPHI, COAEPXKALEH KOJ Iepeladd yIpaBiIeHHWs Ha Teio Bupyca. Ilpuuem
BBIMOJHATHCS 3Ta MPOIeaypa MOXKET KpailHe penko (Hampumep, IMpH BBIBOJIE COOOIIEHUS O KaKOW-
6o cnernuduueckoi omubke). B pesynbTate BUpyc MOXET aoirue rofsl "crnaTh" BHYTpU (aiina u
MPOSIBUTH C€0sI TOIBKO MPU HEKOTOPHIX OTPAHUUYEHHBIX YCIOBUSIX.

K kareropun "kKomMmaHbOH" OTHOCSTCS BHPYCHl, HE H3MEHSIOLIUE 3apa)kaemble (ailiibl. AJIroputm
paboThl 3TUX BHPYCOB COCTOMUT B TOM, YTO MJIs 3apakaeMoro daiina cosjmaercs Qaiiia-IBONHUK,
IpUYeM IpH 3aIycKe 3apakeHHOro ¢aiiia yrnpaBieHHE MOIy4aeT UMEHHO 3TOT JBOMHHUK, TO €CTh
Bupyc. Hanbonee pacnpocTpaneHsl KOMIIaHbOH-BUPYCHI, UCHOJB3YoNMe ocodeHHocTs DOS nepBbiM
BBINMOJIHATE (aitnbl ¢ pacumpenneM .COM, ecnu B OAHOM KaTajore MPUCYTCTBYIOT JBa (aiina c
OJIHUM M TEM K€ MMEHEM, HO pa3iau4HbIMU pacmupeHusMu umeHn - .COM u .EXE. Takne Bupychl
coznatot 11 EXE-daiinos gaiiasl-ciyTHUKH, UMEIOIIHME TO XKe camoe UM, HoO ¢ paciupenueMm .COM,
Harpumep, s daitna XCOPY.EXE coznmaercs daitn XCOPY.COM. Bupyc 3anucsiBaercss 8 COM-
¢daiin n Hukak He u3Menser EXE-daiin. Ilpu 3amycke takoro ¢aiima DOS mnepBeiM OOHapYXKHT U
BeInmosIHUT COM-daiin, To ecth BUpyc, KoTopblid 3aTeM 3amycTuT M EXE-¢aiin. Bropyio rpynmy



COCTaBJIIIOT BUPYCHI, KOTOPbIE MPH 3apakeHUH MEPEUMEHOBBIBAIOT (Paiiil B Kakoe-Tu0o Ipyroe ums,
3alIOMHMHAIOT €T0 (VIS MOCIeNYIONIEro 3anycka (aina-xo3aMHa) U 3alUChIBAIOT CBOM KOJ HA JUCK O]
uMeHeM 3apakaemoro Qaiina. Hanpumep, daiitn XCOPY.EXE nepeumenosiBaetcs B XCOPY.EXD, a
Bupyc 3anuceiBaercs noa umeneM XCOPY.EXE. Ilpu 3anycke ynpapiieHHE MOJIy4aeT KOJl BUpYca,
KOTOpbI 3areM 3amyckaer opurdHaibHbli XCOPY, xpassmwmiica non umeHem XCOPY.EXD.
HuTepecen ToT (akt, 4TO JaHHBIA METO] pabOTaeT, IO-BUIMMOMY, BO BCEX ONEPALMOHHBIX CHUCTEMAaX.
B TpeThio rpynmy BXoasAT Tak HasbiBaeMmble "Path-companion” Bupychkl. OHHM 0O 3alMCBHIBAIOT CBOM
KO/ I10J] UMEHEM 3apaxkaeMoro (aityia, Ho "BbIle" Ha OJMH YPOBEHb B MponuckiBaeMbIX myTsx (DOS,
TaKUM 00pa3oM, MEPBBIM OOHAPYKUT MU 3aMYCTUT (HalI-BUpPYC), TUOO0 TEepeHocAT ¢aiia-KepTBy Ha
OJIMH IOJIKATaJOr BBILIE U T.J.

Bo3moxHO cymiecTBOBaHME M JIpYIMX THUIIOB KOMIIAHbOH-BUPYCOB, HCIIOJIB3YIOIIUX HHBIE
OpUTMHAJIbHBIE UJIEU UM OCOOEHHOCTH JPYTUX ONEPALUOHHBIX CUCTEM.

@ailsioBble YEPBU (WOrms) sBJISIOTCS, B HEKOTOPOM CMBICJIE, Pa3HOBUIHOCTBIO KOMIIAHbOH-BUPYCOB,
HO TPU ATOM HUKOUM OOpa3oM HE CBS3BIBAIOT CBOE MPHUCYTCTBUE C KAKUM-IMOO BBIMOIHSEMBIM
daitnom. [Ipu pazMHOKEHUH OHU BCETO JIUIIb KOMUPYIOT CBOW KOJ B KaKHe-THOO KaTaJIOTHU JUCKOB B
HAJEXKJE, YTO STH HOBBIE KOMHH OyAyT KOTAa-TuOO0 3alylleHbl moib3oBaTeneM. MHorna 3TH BUPYCHI
JAIOT CBOMM KOMHUSM 'cHeluaibHble" MMeHa, YTOObl MOATOJKHYTH IOJIb30BaTENsl Ha 3amycK CBOEU
konuu - Hampumep, INSTALL.EXE wmu WINSTART.BAT. CyiecTByioT BUPYCBI-UEPBH,
UCTIONB3YIONINE JIOBOJILHO HEOOBIUHBIC MPUEMBI, HAIPUMEp, 3alMCBHIBAIONINE CBOW KOIUU B ApXHBBI
(ARJ, ZIP u mpouue). HexoTopbie BHPYCHI 3alMCHIBAIOT KOMAaHAY 3allycKa 3apakeHHOro ¢aitia B
BAT-daitner. He cnemyer myrath (ailioBele BHPYCHI-YEpBHM C CETEBBIMH 4epBsIMH. llepBbie
UCIIONIB3YIOT TOJBKO (paiiioBble (DYHKIUU KaKOW-THOO OINEpaloOHHOW CHCTEMBI, BTOPHIE XK€ MpHU
CBOEM Pa3MHOKEHUHU TMOJIb3YIOTCS CETEBBIMU MTPOTOKOJIAMHU.

Link-Bupychl, Kak ¥ KOMIaHBOH-BUPYCHI, HE H3MEHSIOT (PU3HUECKOTO COACPKUMOTO (hailiioB, 0THAKO
IpHU 3aIycKe 3apakeHHoro Qaiina "3actapnstor" OC BBINOIHUTE CBOM KOJ. DTOH 11€1M OHU JOCTUTAt0OT
MoauduKaIeil HeOOX0AUMBIX ToJieH (HalJIOBOI CHCTEMBI.

Bupycsl, 3apaxatoiue OHOIMOTEKM KOMIIUJISTOPOB, OOBEKTHBIE MOJYJIM M HCXOAHBIE TEKCTHI
Mporpamm, J0CTaTOYHO IK30TUYHBI M TIPAKTUYECKU HE paclpocTpaneHsl. Bupycel, 3apaxaromme OBJ-
u LIB-¢aiinel, 3anuceiBaloT B HUX CBOM KO B (opmaTe OOBEKTHOIO MOAYJS WM OUOIMOTEKH.
3apakeHHbIN (ailn, TakuM 00pa3oM, HE SBISETCS BBIIOJIHSAEMBIM M HE CIIOCOOEH Ha JalbHeiiee
pacnpocTpaHEHHE BUpyca B CBOEM TeKyIleM cocTossHuu. Hocurenem xe "KuBOro" BUpyca CTaHOBUTCSA
COM- unu EXE-daiin.

[TonyuuB ynpaBieHue, (paiaoBblil BUPYC COBEpIIAET CIEAYIOIINE 00Iue 1eHCTBHS:

- MIPOBEpSIET OINEpaTHUBHYIO MaMsITh HAa HaJU4Me CBOEH KONMMM M HMHQUIHUPYET MaMATh
KOMIIBIOTEpA, €CJIM KOMMsI BUpyca HE HaljieHa (B cilydyae, eCliM BUPYC SIBISIETCS PE3UACHTHBIM), HILET
He3apaXeHHble (aiiabpl B TekymeM M (WIM) KOPHEBOM KaTajiore IyTeM CKaHHPOBaHUS JepeBa
KaTaJjoroB JIOTHYECKUX JUCKOB, a 3aT€M 3apakaeT oOHapyKeHHbIE (ailiibl;

- BBITOJIHSAET JIOTIOJIHUTENbHBIE (€CIM OHU €cThb) (YHKIMH: JECTPYKTHBHBIC JeHCTBHS,
rpaduueckue wiM 3BYKOBbIe A(G(EKTHl U T.A. (IOMOJHUTENbHbIE (YHKIMHU PE3UIEHTHOIO BHpYycCa
MOTYT BBI3BIBATHCS CIYCTS HEKOTOPOE BpEeMs I0CJE€ aKTHUBU3ALWU B 3aBHUCHUMOCTH OT TEKYLIETro
BPEMEHH, KOH(PUIypaluu CUCTEMbI, BHYTPEHHUX CUETUYMKOB BHpPYCA MU JIPYIHX YCIOBUH, B 3TOM
Clly4ae BHUPYC NpU aKTUBU3ALMU 0OpaldaThIBa€T COCTOSHUE CHCTEMHBIX YacOB, YCTaHABIMBAET CBOU
CUYETYHUKH U T.1.);

- BO3BpaIllaeT yIpaBjIeHHUe OCHOBHON MporpaMMe (eciiu oHa ecTh). [lapazutudeckue BUPYChl IPH
9TOM MO0 Jedar ailyi, BBIMOIHSAIOT €ro, a 3aTeéM CHOBa 3apa)kaloT, MO0 BOCCTAHABIMBAIOT
nporpaMMmy (HO He aiin) B ucxoxHom Buue (Hampumep, y COM-nporpaMMbl BOCCTaHABIMBACTCS
HECKOJIbKO TepBbIX Oaiit, y EXE-nmporpamMMbl BEIUMCIISETCSI MCTUHHBIA CTapTOBBIN ajpec, y ApaiiBepa
BOCCTAHABJIMBAIOTCS 3HAYEHUS a/IPECOB ITPOIPAMM CTPATETUU U NIPEPHIBAHUSA).



Heo6xoauMo oTMETUTB, UTO YeM OBICTpEe paclpoCTpaHseTCs BUPYC, TEM BEpPOsSTHEE BO3ZHUKHOBEHHUE
SMHUJIEMHH 3TOTO BUpPYCa, YeM MEIUICHHEE PACIpOCTPAHIETCs BUPYC, TEM CIIOKHEE €ro OOHapyKUTh
(ecnmu, KOHEUHO K€, OTOT BHUPYC HEU3BEeCTeH). HepesuaeHTHBIE BHUPYCHI YacTO SBIISIOTCS
"MeJIeHHBIMHA" - OOJBIIMHCTBO M3 HHUX NpPHU 3aIlyCKe 3apakaeT OJWH WIM ABa-TpH (aiina u He
ycIlieBaeT 3alOoJOHUTh KOMIIBIOTEP JO 3aIllyCKa aHTUBUPYCHOM Nporpammbl (WU IOSBICHHUS HOBOH
BEPCUU aHTUBHUPYCA, HACTPOCHHOW Ha AaHHBIA BHUpyc). CylecTBYIOT, KOHEUHO K€, HEpe3UJCHTHBIE
"ObICTpBIE" BUPYCHI, KOTOPBIE NPHU 3alyCKe UILYT M 3apakaloT BCE BBINOJHSAEMbIC (ailiibl, 0JHAKO
TaKue BUPYChl OYEHb 3aMETHBI: IIPH 3aIlyCKe Ka)JO0ro 3apakeHHOro (Qaiia KOMIBbIOTEp HEKOTOpOe
(MHOrJAa JOCTaTOYHO [JOJr0€) BpeMsl aKTUBHO pabOTaeT ¢ BUHYECTEPOM, UTO JIEMACKHUPYET BHUPYC.
CkopocTb pacnpocTpaHeHusi (MHOHUIMPOBAHUS) y PE3UICHTHBIX BHPYCOB OOBIYHO BBIIIE, YEM Y
HEPEe3UJICHTHBIX - OHU 3apaKaroT (aiiyipl Ipy Kakux-mudo oOpaiieHusx K HuM. B pe3ynbrare Ha qucke
OKa3bIBAIOTCS 3apaKEHHBIMH BCE WJIM TOYTH Bce (Dailiibl, KOTOPbIE MOCTOSHHO HCIIOJIB3YIOTCS B
pabore. CkopocTh pacnpocTpaHeHuss (MHOUIMPOBAHUS) PE3UICHTHBIX (DAHIOBBIX BHUPYCOB,
3apakaroliux (aiiabl TOJNBKO NPH HX 3allyCcKe Ha BBINOJHEHHE, OyJeT HHUXKe, YeM Y BHPYCOB,
3apakarolux (aiisl U IPU UX OTKPBITUH, IEPEUMEHOBAHUH, U3MEHEHNUHU aTpuOyTOB ¢aiina u T.1.
Takum 00pa3oM, OCHOBHBIE JECTPYKTUBHBbIC JEHCTBUS, BBINOJHSAEMbIE (ailIOBBIMU BHUpPYCaMH,
CBsI3aHBI ¢ NopakeHueM (ailyioB (yale MCHOIHIEMbIX WK (PaiiIoB TaHHBIX), HECAHKLIMOHUPOBAHHBIM
3aIyCKOM pa3IMYHBIX KOMaH[ (B TOM 4HcIe, KOMaH] (hOpMaTHPOBAHUS, YHUUTOXKECHUS, KOITUPOBAHHS
U T.I.), ©I3MEHEHUEM TaOJIHIIbI BEKTOPOB IMpEpBhIBaHUI U 1p. Bmecte ¢ TeM, MOT'YT BBIOJIHITHCSA H
MHOTHE JECTPYKTUBHBIC IEHCTBUS, CXOIHBIE C TEMH, KOTOpPbHIE YKa3bIBAJIHCh JUIA 3arpy30YHBIX
BUPYCOB.

MakpoBupychl (macro viruses) SIBJISIOTCS HNPOrpaMMaMH Ha sI3bIKax (Makpos3blKaxX), BCTPOCHHBIX B
HEKOTOPbIE CUCTEMbI 00pPaOOTKU JaHHBIX (TEKCTOBBIE PEIAKTOPHI, JIEKTPOHHBIE TaOIMLbI U T.1.). s
CBOETO PAa3MHOXKEHUSI TaKUE BUPYCHI MCIIOJB3YIOT BO3MOXHOCTH MAaKpOS3BIKOB M MPU MX MOMOILU
nepeHocsAT celsl U3 OHOro 3apakeHHoro (aiina (moxkymeHTa wiu TaOmunbl) B npyrue. Hanbomnbiee
pacnpocTpaHeHue MOoIyYHId MaKpOBUPYCHI JJIs TaKkeTa NpuKiIagHbix nporpamm Microsoft Office.

Jnst  cymiecTBOBaHMS BHUPYCOB B KOHKPETHOM cucTeMe (penakTope) HEOO0XOIMMO Halndue
BCTPOCHHOTO B CUCTEMY MaKpOSI3bIKa C BO3MOKHOCTSIMHU:

1) mpuBS3KH MTPOrpaMMBI Ha MaKpOS3bIKE K KOHKPETHOMY (aiiiy;

2) KOMMPOBAaHUS MAKPOIIPOrPaMM U3 OHOTO (haiina B Apyroi;

3) mosyyeHMs yIpaBieHHs MaKpOIporpamMMoil 6e3 BMeIIaTeslbCTBa MOJb30BaTeNsl (aBTOMaTHYECKUE
WIN CTaHJapTHBIE MAKPOCHI).

JlaHHBIM YCIIOBMSIM YAOBJIETBOPSAIOT MpHKIaAHble nporpammbl Microsoft Word, Excel u Microsoft
Access. Onu cozmepxar B cedbe makpost3biku: Word Basic, Visual Basic for Applications. ITpu stom:

1) MakpomporpaMMBbl IPUBS3aHBI K KOHKPETHOMY (ailily WM HaXOJIATCS BHYTpH (aiina;

2) MaKpos3bIK ITO3BOJIIET KOMMPOBATh (DailjIbl WM TEepeMeniaTb MaKpOIpOrpaMMBI B CIYKeOHBIC
(aliibl CHCTEMBI U pelaKTHUpyeMble (ailibl;

3) npu pabote c (DailyioMm Mpu ONMPEETCHHBIX YCIOBHUSAX (OTKPBITHUE, 3aKPHITHE U T.J.) BBI3BIBAIOTCS
MaKpONporpaMMbl (€ciu TaKOBBIE €CTh), KOTOPbIE OMpEAETeHbI CHEeIHMaIbHBIM 00pa3oM MM UMEIOT
CTaHJapTHBIE UMEHA.

JlaHHast OCOOEHHOCTb MAaKpOS3bIKOB TpEeJAHa3HaYeHa JUIs aBTOMATHYECKOW OOpabOTKM JaHHBIX B
OOJNBIINX OpPraHM3alUsAX WIM B TJIOOANBHBIX CETAX M I03BOJISIET OPraHU30BaTh TaK HAa3bIBAGMBIH
"aBTOMAaTU3UPOBAHHBIA TOKyMEHTO000poT". C Ipyroil CTOpPOHBI, BOBMOKHOCTH MAaKpOS3bIKOB TaKHX
CHCTEM TI03BOJISIFOT BUPYCY IEPEHOCUTH CBOM KOJI B JIpyrue (paidiibl ¥ TaKuM 00pa3oM 3apakaTh HX.
BonbIIMHCTBO MakpOBUPYCOB aKTHBHBI HE TOJIBKO B MOMEHT OTKPBITUS (3aKpbITH) (aiiia, HO 10 TeX
1Op, TIOKa aKTUBEH caM penakTop. OHM copepkaT Bce cBOM (YHKIIMU B BUJIE CTaHIAPTHBIX MAKpOCOB
Word/Excel/Office. CymiecTByIOT, OJJHaKO, BUPYCHI, HCHOJIB3YIOLINE PUEMBI CKPBITHS CBOETO KOJa U
XpaHsIIMe CBOM KOJ B BHJIE HE MakpocoB. M3BeCTHO Tpu MOJOOHBIX MPHUEMa, BCE OHH HCIIOJIB3YIOT



BO3MOXXHOCTh MAaKpOCOB CO371aBaTh, PEIAKTUPOBATh M HCIIONHATH JIPYyrue Makpocbl. Kak mpaBwmio,
noJo0HBIE BUPYCHl HMMEIOT HEOONBIION (MHOTAA - TOJIMMOP(HBIN) Makpoc-3arpy3dMk BHpYyca,
KOTOpBIM BBI3BIBAET BCTPOEHHBIM PEJAKTOP MAaKpOCOB, CO3[A€T HOBBIMH MaKpOC, 3aIlOJHSAET €ro
OCHOBHBIM KOJIOM BHUPYCa, BBIIIOJHAET W 3aTeM, KaK MPABUIO, YHUUYTOKAET (YTOOBI CKPBITH CIICIIBI
npucyTcTBUs Bupyca). OCHOBHOI KO/ TaKMX BHUPYCOB IPUCYTCTBYET MO0 B CAMOM Makpoce BHpyca B
BUJIE TEKCTOBBIX CTPOK (MHOrga - 3amM(pPOBAaHHBIX), JUOO XpaHUTCS B O0OJACTH MEPEMEHHBIX
JIOKYMEHTA.

K cereBbIM OTHOCSTCS BUPYCBHI, KOTOpbIE [JIi CBOEr0 pACHPOCTPAHEHHS AKTUBHO HCIOJIB3YIOT
MPOTOKOJIBI U BO3MOKHOCTHU JIOKAJIBHBIX M TJI00ANbHBIX ceTeil. OCHOBHBIM NPUHIUIIOM pPabOTHI
CETEBOI'0 BHpYCA SIBIISIETCS BOZMOXKHOCTh CAMOCTOSITENIBHO MEpeAaTh CBOM KOJ Ha YAaJEHHBIN cepBep
win pabouyro craniuio. "TlomHoIEHHBIE" CETeBBIC BUPYCHI MPU 3TOM 00JIa/Ial0T €IIe U BO3MOKHOCTHIO
3allyCTUTh HA BBIIIOJHEHHE CBOM KOJ HAa YAAJCHHOM KOMIBIOTEPE WJIIM, O KpalHeh Mepe,
"MONTONIKHYTH" MOJI30BATENIS K 3allyCKy 3apaKeHHOTOo (haiina.

BpenonocusimMu nporpammamu, odecriednBatoniumu ocyuiectsienne HCJI, MoryT ObITh:

- MIPOrpaMMBbI TOAO0pPA U BCKPBITUS MAPOJICH;

- IIPOrpaMMbl, peajn3yIOILUe YIPO3bl;

- MPOrpaMMBbl, JIEMOHCTPUPYIOLIUE HCIOJIb30BaHUE HEACKIAPUPOBAHHBIX  BO3MOXKHOCTEH
MPOrpaMMHOTO U IIporpamMmHo-amnmapataoro obecrneuenust UCI/In;

- MIPOTrpaMMBbI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

- MIPOrPaMMbI, IEMOHCTPHUPYIOIINE YSI3BUMOCTH CPECTB 3aIlUThl HHPOPMAIIUH U AP.

5.6. O0mias xapakTepUCTUKa HETPATUIIMOHHBIX WH()OPMAIIMOHHBIX KAaHAJIOB

Herpanuuumonsusiii nH(OpMalMOHHBIA KaHal - 3TO KaHaJl CKPBITHOW Iepeiayud uHGOpMauuu ¢
UCIOJIb30BAaHUEM TPAJUIMOHHBIX KaHAJIOB CBA3M M CIELHUAJIbHBIX IpeoOpa3oBaHUil nepenaBacMon
UH(pOPMaIINHU, HE OTHOCAIIMXCS K KpUNTOrpadhuuecKuM.

s dopMHUpoBaHUs HETPAIUIIMOHHBIX KAHAJIOB MOT'YT UCIIOJIb30BaThCs METO/bI:

- KOMIIBIOTEPHOU CTeraHorpaguu;

- OCHOBaHHbIE HAa MAaHMIYJIAUMHU paznuuHblX Xxapakrepuctuk WCIIIH, koTopble MOXXHO
NOJy4yaTh CAHKIMOHMPOBAHHO (HAIpUMeEp, BpPEeMEHM OOpabOTKM pa3IUYHBIX 3alpocoB, 00BEMOB
JOCTYITHOW MaMsITHU WIN JTOCTYIHBIX JJIs YTEHHUS MACHTU(DUKATOPOB (ailyioB WM MPOIECCOB U T.I1.).
MeTosbl KOMIBIOTEPHON CTeraHorpaguu MpegHa3HaueHbl 7S CKPBITUS (akTa Nnepeadyd cooOIeHus
IyTeM BCTpauBaHUs CKpbIBa€MOM HMHQOpMAIMK BO BHEIIHE O€300MAHbIE JaHHbIE (TEKCTOBBIE,
rpadgudeckue, ayiuo- Wik BUACO(]ailsibl) 1 BKIIOYAIOT B c€0s IBE TPYIIIBI METO/I0B, OCHOBAHHBIX

- Ha UCMOJIb30BAHUU CIELUANbHBIX CBOMCTB KOMIBIOTEPHBIX ()OPMATOB XpaHEHHs M Iepeaadu
JTAHHBIX;

- Ha U30BITOYHOCTH AayAHO-, BHM3YaJIbHOM MJIM TEKCTOBOM HMH(OpPMAIUM C MO3HULUHU
NCUX0(U3HOIOTHUECKUX OCOOEHHOCTEW BOCIPUSTHS YeJIOBEKA.

CpaBHuUTENbHAS XapaKTEPUCTHKA CTETaHOTPAPHUUECKUX METOJIOB
npeoOpa3oBaHus HHPOPMAIUH

Creranorpadu- Kparkas XapaKTEpUCTUKA Henocratku IIpeumymiectsa
YECKHUI MEeTOo1 MeToJa

Merto/b! COKpBITHS HHpOpMALK B ayANOKOHTEITHEpax

MeToJ1 COKpBITHS OCHOBaH Ha 3alMCH  COOOIICHUS B Hesbicokast CKPBITHOCTH | JlocTaTo4HO
B HANMEHBIIIUX HAaWMCHBIINE  3HAYaIlue outhl | mepegauu coodmenus. Huskas BBICOKAsl EMKOCTb
3HaYaIMX OuTax HCXOJHOTO curHaia. B kauectse YCTOMYUBOCTb K MCKQKEHHUSIM. KOHTelHepa (1o
KOHTeWHepa ucrnonezyercs, kKak | Mcmonesyercs TOJIBKO st | 25%)
MIPaBUJIO0, HEC)KATBIH Ay THOCUTHAI oTpeneNeHHBIX  (OpPMaTOB

aynuodaition




MeTo1 COKPBITHS OcHOBaH Ha TeHEPaIUH TICEBI0 Huskwit ko dumment CpaBHUTENBHO
Ha OCHOBE CIIy4aHOTO  IIyMa, SIBIISIFOIIETOCS | MCTIOJIb30BaHUS BBICOKAs
pacnpenencHus (GyHKIMEH BHEOPSEMOro COOOIIEHUS, | KOHTEHHEepa. CKPBITHOCTB
TIO CTIEKTPY u MOAMEIINBAHNY | SHAYUTEIIHHBIC cooO0ImeHns
MOJYYEHHOT0 IIyMa K  OCHOBHOMY | BEIYMCIIUTEIbHBIC
CUTHAJy- KOHTEHHEpY B KauecTBe 3aTpartsl
aIUTHBHOM COCTaBJISIOIICH.
KonmupoBanue notokoB HuH(pOpManuu
MyTEM  pacCestHus KOJIUpOBaH
HBIX JaHHBIX IO CTIEKTPY YacTOT
MeTox COKpHITHS OcHoBaH Ha WCTIONB30BaHNu B | Hu3kmit koadrmneHT CpaBHHTEIBEHO
Ha OCHOBE Ka4yecTBe IIyMOIIO00HOTO | MCTIONb30BaHUS BBICOKAs
UCTIONb30BaHUSA CHUTHAJIACaMOT0 ayJHOCHTHAIA, KOHTEHHepa. CKPBITHOCTB
9XO0-CHI'HaJa 3a7iep>)KaHHOTO Ha pasnuuHble | 3HaUUTEIbHBIC coo0IeHns
MepUoOAbl  BPEMEHHU B 3aBUCHMOCTH BBIYHCIIUTEIIbHBIC
OT BHEJIPSIEMOTO coo01IeHns 3aTpaThl
("mo3BoHOYHOTO HXa")
MeToz COKpBITHS OcHoOBaH Ha akTe HEYYBCTBHUTENH | Mabliif KodQpuuueHT Obnanaer
B (ha3e curHaia HOCTH yXa  deJOBEKAa K | HCIIOJIb30BaHMS 3HAYUTEIHHO
abcooTHOMY 3HAYCHHIO (ha3sl | KoHTEIHEpa GoJiee BBICOKOI
TapMOHUK. Aynuocuraain CKPBITHOCTEIO,
pasOuBaercsi HAa  IOCJIEAOBATENb YeM METOIbI
HOCTh CErMEHTOB, COOOLIEHUE coxpseitus B H3b
BCTPaMBACTCsl MyTeM  MOAU(HUKALIH
¢da3pl  MEpBOTo CerMeHTa
MeToap! COKPBITHS HH(pOpMAaNH B TEKCTOBBIX KOHTCHHEpaxX
MeTo/ COKpPBITHSA OcHOBaH Ha BCTaBKe  NpoOenoB B | MeToxsl YyBCTBUTENBHEI K | JlocTatoyno
Ha OCHOBE KOHIIE  CTPOYEK, ITOCIIE 3HAKOB MEpeHOCy TEKCTa 13 OJHOTO | OoNbIIast
poOernoB NIPENHUHAaHMs, MeXIY CJOBaMM Ipu | hopmara B JIpyTroH. MIPOITyCKHAas
BBIPAaBHUBAHUU JJIMHBI CTPOK Bo3MorkHa moTtepst  COOOIIEHHUS. CIOCOOHOCTH
Hesricokas CKPBITHOCTh
Mertop cokpbITHS OcHOBaH Ha TOM, 4YTO npasmia | O4eHb HU3Kas MPOMYyCKHAas CymiectByeT
Ha OCHOBE MYHKTYalld JIOMYCKAalT CIOCOOHOCTD. NOTEHIMaIbHAas
CHHTaKCHYECKUX HEOJHO3HAYHOCTH TIPH CI0XXHOCTD JETEKTHPOBAHUS | BO3MOKHOCTh
ocobeHHOCTEH paccTaHOBKE 3HAKOB cooOrmmeHus nogo6pars
TEKCTa TIpENUHAHNS TaKoH METONI.
MeTo/1 COKpPBITHS OcHoBaH Ha BctaBke uHpopmanuu B | CiioxeH NpUMEHHUTENbHO K | OnuH u3
Ha OCHOBE TEKCT IPH TIOMOIIN pYCCKOMY SI3BIKY B CBsI3U c | HanbOouree
CHHOHHUMOB YepeJOBaHMsl CIOB M3  KaKOW-mn0Oo | OoubIINM  pasHooOpaznem MIePCIIEKTUBHBIX
TPyNIbl  CHHOHHMOB OTTEHKOB B Pa3HBIX CHHOHHMax METO/IOB.
MeTo/ COKpBITHS OcHoBaH Ha MacKHpOBKe Hesbicokas Becwsma npoct B
Ha OCHOBE nH(pOpMaMOHHBIX ouToB TI0/I | IPOITyCKHAs MIPUMEHEHHH.
UCTIONIb30BAHUS €CTECTBEHHbIE  OINMOKH, OTEYATKH, | CIIOCOOHOCTB. Bricokas
omrooK HapyLIEHUsT TPaBHI Hanmcanus | BeicTpo BekpbiBaeTcs CKPBITHOCTB TIpH
COYETAaHUM TJIACHBIX U COTJIaCHBIX, IIpU CTATUCTUYCCKOM aHaJIn3¢C
3aMCHC KUPWJJIMIBI HA AQHAJIOTUYHBIC | aHAJIN3EC YCJIOBCKOM
o BHEIIHEMY BHUIlY
JIATMHCKHE OYKBBI U JIp.
MeToJ COKpPBITHS OcHoBaH Ha TeHepauuu TekcToBoro | HeBbicokas CKpBITHOCTH
Ha OCHOBE KOHTEHHepac NCII0JIb30BaHNEM MPOITyCKHAas OTIpeeIsIeTCs
reHepalnuu Habopa npaBui MOCTPOCHHMS CIOCOOHOCTB. METO/IaMH
KBa3UTEKCTa TIPEATI0KEHHH. Hcnons3yercs BeccmbiciieHHOCT muppoBaHus u,
CUMMETpHYHAs Kpunrorpadus CO3JJaHHOT'O TEKCTa KaK IpaBuJIo,

BC€CbhbMa BBICOKA




Merton cokpbITUs OcHoBaH Ha BcTaBke uH(POpMaIuu 3a | JIETKO BBIABIAETCS Bricokuit

Ha OCHOBE CYeT W3MEHEHUsI THUIa mpudra u | mpu npeodpazoBaHUN ko3¢ punmeHT

HCTIOB30BaHUS pasmepa OykB, a TaK)Ke Ha MacmTada JOKyMeHTa, HCTIOJIb30BaHUS

ocoOeHHoCTeH BO3MOKHOCTH BCTpauBaHUSA TIPH CTATUCTHIECKOM KOHTEeWHepa

mpudra nHpopManny B OJIOKM CHEN3BECTHBIMHU | CTETOaHANIN3E

sl Opay3epauieHTUPHKATOPaMHU

MeTo/ COKpPBITHS OcHOBaH Ha pa3MelIeHHH Hwuzkast CKpbITHOCTD Ipocr B

Ha OCHOBE nHdopmanuu B NIPY U3BECTHOM NPUMEHEHUU

HCTIONB30BaHUS 3ape3epBUPOBAHHBIX U ¢dopmare ¢aiina

KOZa JOKyMEHTa HEWCIIONIB3YEMBIX TOJISX

u Qaiina TIepEMEHHOM JUTHHBI

MeToJ COKpBITHS OcHOBaH Ha U3MEHEHUH Huskas npormyckHas [pocr B

Ha OCHOBE 3HAUCHHH CJIOB CHOCOOHOCTB. Y3KO NPUMEHEHUU

UCTIONIb30BaHMS CHeLUaIH3UPOBaH.

KaproHa Hwuzkast CKpbITHOCTD

MeTox COKpHITHS OcHOoBaH Ha TreHepanuu TeKcTa - [ CIIOKHOCTh HocratodHo

Ha OCHOBE KOHTeliHepa ¢ (OpMHUPOBAHKEM CIIOB | (POPMHUPOBAHUS BBICOKAs

HCTIONB30BaHUs OTIpE/ICIICHHON JITUHBI KOHTeHHepa u CKPBITHOCTD TIPH

YepeTOBaHUS 10 U3BECTHOMY coo0meHns aHam3e

JUTHHBI CITOB MIPaBUITY KOTUPOBAHUS YEeIIOBEKOM

MeToz COKpBITHS OCHOBaH Ha BHEAPEHUN C0XHOCTb Jaet Gonpliryro

Ha OCHOBE COOOIIIEHNUS B TIEPBHIE COCTaBIICHUS cB0OOIy BRIOOpA

UCIIONIb30BaHUS OYKBBI CJIOB TEKCTA C cooOmienus. Huzkas orneparopy,

MepBBIX OYKB o100POM CJIOB CKPBITHOCTH MIPUIYMBIBAIOLLIEMY
cooO0menns cooOmenne

MeTonpl COKpHITHS HHPOPMAIIUH B TpapHUECKUX KOHTEHHEepax

MeToz COKpBITHS OcHOBaH Ha 3aIicU Hesbicokas JocraTtouHo

B HAMMEHBIIINX
3HAYaIUX OUTax

COOOIIICHUS B
HauMEHbIINE 3Havallre
OUTBI UCXOJHOTO

CKprTHOCTI) nepeuatm
coobmienus. Huskas
YCTONYHUBOCTb K

BBICOKasi eMKOCTb
KOHTeiHepa (110
25%)

n300paskeHNs HCKaXKEHUSIM
MeTto1 COKpBITHS OcHoBaH Ha pelyKUuU [Ipumensiercs CpaBHUTENBHO
Ha OCHOBE (3aMeHe) IBETOBOM MIPEUMYIIECTBEHHO K BBICOKAsi EMKOCTb
MOTU(pUKAITHA NAJTUTPBI U CXKaTbIM M300paKeHISAM. KOHTEHHepa
HMHJEKCHOTO YHOPSOYMBAHUU 1IBETOB Hesbicokast
¢dopmara B ITUKCEISX C CKPBITHOCTB IIepesavu
MIPeCTaBICHUS COCETHUMHU HOMEpaMH co00IIeHNS
Mertop cokpbITUS OcHOBaH Ha MOUCKe ¢ MpuMeHeHneM | CI0XKHOCTh pacueToB YcToiuuBOCTh K
Ha OCHOBE aBTOKOPPEJISILIMIOHHON byHKIIN OONBIIMHCTBY
HCIOJIb30BaHUS oOnacrtell, comepKalluX CXOJIHBIC HEJIMHEMHBIX
aBTOKOPPEISIH- JTaHHBIE peoOpa3oBaHu
OHHOM (QYHKITHH KOHTelHepa
MeTon cokphITus OcHOBaH Ha MOAYNIALUU Huskas To4HOCTB HocraTrouHo
Ha OCHOBE TICEBIOCTYYaifHOTO JIETEeKTUPOBAHUSL. BBICOKAst
HCTIOB30BaHUS CUTHAJIa CUTHAJIOM, Wckaxenus CKPBITHOCTB
HEJTMHEWHOMN COJIEpKAILAM CKPBIBAEMYIO COO0IeHNS
MOy JISIITHH nHPOPMALNIO
coobmeHns
MeTon cokphITus OcHOBaH Ha MOAYNIALUU Huskas To4HOCTB HocraTrouHo
HA OCHOBE IICEBAOCITyYaiiHOro JIETEKTUPOBAHUSL. BBICOKAs
HCIONb30BaHUS CUrHajIa OMIOJISIPHBIM Uckaxenus CKPBITHOCTD
3HAaKOBOM CUTHAJIOM, COJEPIKALIIM coo0IeHns
MOZAYJISILUI CKpBIBaEMYIO HH(POPMAITIIO

COOOIIEHUS




MeTo1 COKPBITHS OcHoBaH Ha CII0’)KHOCTH pacueToB Bricokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTB
BEUBIIET- BeEWBIIET-

mpeoOpa3oBaHusg mpeoOpa3oBaHuit

MeTo/1 COKpBITHS OcHoBaH Ha CJI0’KHOCTH PacueToB Bricokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTB
UCTIONIb30BaHMS JMCKPETHOTO

JMCKPETHOTO KOCHHYCHOTO

KOCHHYCHOTO mpeoOpa3oBaHus

mpeoOpa3oBaHus

B HerpamuuuoHHBIX HWHGOPMAIMOHHBIX KaHalaX, OCHOBAaHHBIX HA MaHUIYISALUUU Pa3IUUHBIX
xapakrepuctuk pecypcoB MCII/IH, ucnonp3yroTcs aas nepenayu JaHHBIX HEKOTOpBIE pa3JiesieMble
pecypebl. Ilpu 3TOM B KaHanax, HCHONB3YIOUIMX BPEMEHHBIE XapaKTEPUCTUKH, OCYILIECTBIISAETCS
MOJYJIALIUS IO BPEMEHH 3aHSITOCTH Pa3fesiieMoro pecypca (Hampumep, MOAYIHUPYs BpeMs 3aHSATOCTU
npoiieccopa, MPUI0KEHHsI MOTYT OOMEHUBATHCS TAHHBIMU ).

B kaHamax maMaTH pecypc HCIONB3yeTcs KaK MPOMEXYTOUHBIH Oydep (Hampumep, MPHUIOKESHHUS
MOTYT OOMEHMBATHCSI IaHHBIMH IIyTEM MOMELIEHHS UX B UIMEHA CO3aBacMbIX (ailyioB U JUPEKTOPUIA).
B kanasax 0a3 JaHHBIX W 3HAHUN HCHOJB3YIOT 3aBHUCHUMOCTH MEXIYy JaHHBIMU, BO3HUKAIOIIMMHU B
peNAIMOHHBIX 0a3axX JaHHBIX U 3HAHUH.

Hetpamunmonnsie nH(pOpMalMOHHBIE KaHAJIbl MOTYT OBITH CPOPMUPOBAHBI HA PA3NUYHBIX YPOBHSIX
dbyukuonuposanust UCII/{H:

- Ha aIapaTHOM YPOBHE;

- Ha ypOBHE MUKPOKOJIOB U APAWBEPOB YCTPOMCTB;

- Ha YPOBHE OINEPALIMOHHON CUCTEMBI;

- Ha YPOBHE MPHUKJIAJHOTO MPOrpaMMHOI0 00eCeueHHUs;

- Ha ypoBHE (DYHKIIMOHUPOBAHMS KaHAJIOB Mepeiauk JaHHbIX U JUHUN CBS3U.

OTH KaHaJIbl MOTYT HCIIOJIb30BAThCS KaK JUIsl CKPBITOM Mepefadyn CKOIMPOBAaHHON MH(GOpMalny, TaK U
JUISL CKPBITHOM IIepeaun KOMaH/ Ha BBIITOJIHEHHUE AECTPYKTUBHBIX JEHCTBHM, 3aIlyCKa MPUIIOKEHUN U
T.IL.

Jis peanu3anmy KaHaloB, Kak MPaBMIIO, HEOOXOAMMO BHEIPUTH B aBTOMATU3MPOBAHHYIO CHUCTEMY
OPOTPpaMMHYIO WJIM  [POrpaMMHO-allapaTHYIO 3akKiajiKy, oOecneuuBarollyro (GopMHpOBaHUE
HETPaJUIMOHHOTO KaHaJa.

Herpanuuumonusiii MHQOpPMALIMOHHBIA KaHal MOXXET CYIIECTBOBATh B CHCTEME HENPEPBIBHO HIIN
AKTHBU3HMPOBATHCS OJHOPA30BO WM 10 3aJaHHBIM YCIOBUSAM. [IpH 3TOM BO3MOXKHO CYyIIECTBOBAHUE
obpatHoii cBsi3u ¢ cyobexTom HC/I.

5.7. O611as xapaKTepUCTHKA Pe3YIbTaTOB HECAHKIIMOHUPOBAHHOIO WM CIYYailHOrO JocTyma

Peanuzamus yrpo3 HCJ| x mHbopManuym MOXKeT NPUBOAWTH K CIEAYIOIIMM BHAAM HapyLIEHUS ee
0€30IacHOCTH:

- HapyIIEHUIO KOH(MUIEHITNATFHOCTH (KOTMPOBAaHNE, HEMTPABOMEPHOE PaCIIPOCTPaHEHHE);

- HapYILICHUIO 1IEJIOCTHOCTH (YHUUYTOXKEHHUE, N3MEHEHHUE);

- HapyLICHUIO TIOCTYITHOCTHU (OJIOKUpOBaHUE).

Hapymienne koH(UIEHIIMATBHOCTH MOKET OBITH OCYILIECTBJICHO B CiIydae YTeUKH HHPOpMAIIH:

- KOIMPOBAHHUS €€ Ha OTUYK/1aeMble HOCUTENU HHPOPMAIIIH;

- Iepelayy ee 1o KaHajaM Mepeaaydu JaHHbIX;

- IpU TPOCMOTPE WJIM KONMUPOBAHMM €€ B XOJA€ PEMOHTa, MOAM(UKALINK U YTHIU3ALUH
IIPOrPaMMHO-AIIAPaTHBIX CPENICTB;

- npu "cOopke mycopa" HapymmreneM B npouecce 3kcryatanud UCIT/H.



Hapymenue nenocTHOCTH MHGOpPMAIMK OCYIIECTBIISICTCS 3a CYeT BO3JeicTBUs (Moaudukanuu) Ha
OporpaMMbl M JIaHHBIE IMOJIb30BATENs, a TAKXKE TEXHOJOTHYECKYIO (CHCTEMHYIO) HH(OpMAILHIO,
BKJIFOYAIOLLYIO:

- MHUKPONPOTrpaMMBbl, JAHHBIE U JpaiBepa YCTPONUCTB BBIYUCIUTEILHON CHCTEMBIL;

- IIpOrpamMMbl, JaHHbIE M JpaiiBepa yCTPOHCTB, OOECIEUMBAIOIIUX 3arpy3Ky OIEpaLlMOHHOM
CUCTEMBI;

- IIpOrpaMMbl U JJaHHbIE (AECKPUITOPHI, ONMCATENH, CTPYKTYpPBI, TAOJIUIBI U T.[.) ONIEPALIUOHHOM
CUCTEMBI;

- IIPOrpaMMbl U JaHHbIE IPUKJIAJHOTO IPOrPaMMHOI0 0OeceYeHus;

- IIPOrpaMMbl U JaHHBIE CIELUATBHOTO IPOrPaMMHOI0 0OecIeYeHus;

- IIPOMEKYTOUHBIE (OIepaTHBHbBIC) 3HAUEHUS MPOrpaMM U JIaHHBIX B Ipolecce ux oOpaboTKu
(uyTeHus/3anucy, mpuemMa/nepeiadu) CpeACTBaMU U yCTPOHCTBAMU BBIYMCIUTENbHON TEXHUKH.
Hapymenne nenocruoctu unpopmanuu B MCII/IH MoxeT Takke ObITh BBI3BAaHO BHEIPEHHEM B HEe
BPEIOHOCHOM MpOrpaMMbl IPOrPaMMHO-AININAPATHON 3aKJIaJKH WM BO3JACHCTBUEM HA CHCTEMY
3anUThl HHOOPMAIH WK €€ SJIEMEHTHI.

Kpome storo, B8 UCII[IH BO3MOXXHO BO3JIEHCTBHE Ha TEXHOJOTHUYECKYIO CETEBYI) HH(OPMAIHIO,
KOTOpasgs  MoOXeT oOecrneunBaTh  (YHKIMOHMPOBAHHWE  pa3IMUYHBIX  CPEICTB  yNpaBIICHUS
BBIUNCIIUTEIBHOMN CETBIO:

- KOH(UTYypaIruei ceTy;

- aapecaMy M MapLIpyTU3alUel epeladu JaHHbIX B CETH;

- (GyHKIMOHATBHBIM KOHTPOJIEM CETH;

- 6€3011acHOCThIO HH(OPMALIUU B CETH.

Hapymenne nocrynmHoctu mHbopManuu obecniedyuBaercs myTteM (GopmupoBaHus (MOIU(DUKAIIH)
UCXOJHBIX JTAHHBIX, KOTOpPbIE MPU 00paOOTKE BHI3BIBAIOT HENPABUIbHOE (YHKIIMOHUPOBAHUE, OTKA3bl
anmaparypbl WM 3aXBat (3arpy3Ky) BBIYHCIUTENBHBIX PECYPCOB CUCTEMBI, KOTOPblEe HEOOXOIUMBI IS
BBITOJIHEHUS TPOIPaMM U pabOTHI anmaparyphbl.

VYka3zaHHble AEHCTBUS MOTYT IPUBECTH K HApYIIEHUIO UM OTKa3y (yHKIMOHMPOBAHUS MPAKTHUECKU
mro0b1x TexHuueckux cpeacts UCIIAH:

- cpeacTB 00pabOTKU HHPOPMALIUY;

- CPEICTB BBO/1a/BbIBO/IA HH(OpMALINH;

- CPEICTB XpaHEeHHsI MH(pOpMalNH;

- anmapaTrypsl 1 KaHaJIOB IIepejayy;

- CPEJICTB 3alIUTHI HH(POPMAITUH.

6. TunoBble MoOAeaW yrpo3 0e30MacHOCTH NEePCOHATbHBIX JIAHHBIX, 00pabaThIBAEMBIX B
UHGOPMAIMOHHBIX CHCTEMaX MePCOHANBHBIX JIaHHBIX

B 3aBucumoctu oT neneit u copepxkanus oopadorku [1IH onepaTop MOXKET OCYIIECTBIATH 00pabOTKy
[1/11 8 UCII/IH pa3iuyHbIX TUIIOB.

[To crpykType uHGOPMalMOHHBIE CHUCTEMBI MOJAPA3JENAIOTCS Ha aBTOMAaTU3MpPOBaHHBbIE palboune
MecCTa, JOKaJlbHble HH()OPMAIIMOHHBIE CUCTEMBI U pacipe/ieleHHbIe HH(POPMAIIHOHHBIE CUCTEMBI.

[To HanMMUUIO MOJKIIOYEHUM K CETSM CBSI3M OOLIETo IMOJIb30BaHMS U (WIM) CETAM MEXYHAPOIHOTO
MH(OPMaLMOHHOTO OOMeHa MH(OPMAalMOHHBIE CHCTEMBI MOJPA3AENAIOTCd Ha CUCTEMbI, HMEIOIne
MTOAKJIFOYEHUS, U CUCTEMBI, HE NUMEIOIINE MTOJKIIFOUECHNMN.

[To pexumy 0OpabOTKM NEPCOHANBHBIX JAHHBIX B HMH(OPMAIMOHHOW cHucTeMe HH(OpMaIMOHHbIE
CHUCTEMBI MOJPAa3AEIAI0TCA Ha OQHOIIOIb30BATEIBCKUE U MHOT'OIIOJIb30BaTENIbCKHUE.

[To pasrpaHuueHHIO IpaB JOCTYIA IMOJb30BaTeNeH MHPOPMAIIMOHHBIE CUCTEMbI MOPA3ACIIAIOTCS Ha
CHCTEMBI 0€3 pa3rpaHHuCHHs IIPaB JOCTYIA U CUCTEMBI C pa3rpaHUYEHUEM IIPaB JOCTYIIA.



NudopManiioHHbIe CHUCTEMBI B 3aBHCHMOCTH OT MECTOHAXOXICHUS HMX TEXHHYECKHX CPEICTB
MOAPA3ACNAIOTCS Ha CHUCTEMBI, BCE TEXHHUYECKHE CpEACTBA KOTOPBIX HAaXOAATCA B IMpejaesiax
Poccniickoit denepanuy, U CUCTEMBI, TEXHUYECKHE CPEICTBA KOTOPBIX YACTHUYHO MIIM LEIMKOM
HaxonArcs 3a npenenamu Poccuiickon @enepanuu.

B 3aBuUCHMMOCTH OT TEXHOJOTMM, COCTaBa M XapakTepucTuk TexHuueckux cpenacts MCII/IH, a taxxe
ormacHocTH peanuzauuu YBII/IH 1 HACTyIIeHUS MOCIEICTBUIN B pe3ysbTaTe HECAHKIIMOHUPOBAHHOTO
WJIM CIYYaiHOTO JOCTYyNa MOKHO BbIACIUT cieayromue tunsl UCI/IH:

- aBTOMATHU3MPOBAaHHBIC pabodrme MecTa, He MMEIIIME MOAKIIOUEHUE K CEeTSIM CBS3U OOIIEro
MOJIb30BAHUSA U (MJTM) CETAM MEXTYHAPOJIHOTO MHPOPMAIMOHHOTO OOMEHa;

- aBTOMATU3UPOBAHHbIE paboyne MecTa, MUMEIOIIUE TMOJKIIOYEHHE K CEeTSM CBSI3M OOIIEero
MOJIb30BAHUSA U (WJIM) CETAM MEXIYHAPOJAHOTO MHPOPMAIMOHHOTO OOMEHa;

- nokanbubie UCIIJIH, He uMeronue MoAKIIOYEHUE K CETSIM CBSI3U OOIIETO MOJIb30BaHUS U (UJTH)
CETSIM MEXKyHapOHOTO HH(POPMAIIMOHHOTO OOMEHa;

- nokanbHbie UCIIJIH, nMeronue MOAKITIOYeHNE K CETSAM CBSI3U OOIIEro TOJh30BaHUS U (HIIH)
CETSIM MEXKyHapOJHOTO HH(POPMAIIMOHHOTO OOMEHa;

- pacnpenenennbie UCIIIH, HEe nMerOIIMe TOAKITIOYEHUE K CETSIM CBSI3M OOIIETO MOJIb30BAHUS U
(unu) ceTsM MeXIyHapOAHOTO HH(POPMAIIMOHHOTO OOMEHa;

- pacnpenenennbie UCII/IH, nMeromnye MoakII0OUeHUe K CETSIM CBSI3M OOIIEro MOJb30BaHUS U
(unu) ceTsM MEeXTyHapOAHOTO HH(GOPMAITMOHHOTO OOMEHa.

6.1. TumoBas Mojenb yrpo3 0e30MacHOCTH MNEPCOHANBHBIX JIaHHBIX, 00pabaThIBaeMbIX B

ABTOMATHU3HUPOBAHHBIX pa6oq1/1x MECTaxX, HC UMCHOIMUX IMOAKIIOYCHUA K CCTAM CBA3HU O6HI€FO

[OJb30BAHUA U (WIY) CEeTAM MEXAYHAPOIHOro HHGOOPMAIIMOHHOTr0 00OMeHa

[Tpu o6pabdoTke [1/lH Ha aBTOMAaTH3UPOBAHHOM pabodeM MECTe, He MMEIOIIEM IOJKITIOUEHHS K CETIM
CBSI3M OOILEro MOJb30BaHMS U (UJIM) CETSIM MEXAYHapOJAHOI0 MH(POPMAIIMOHHOTO 0OMEHa, BO3MOXKHA
peanusanus caenyromux Y bII/H:

- yTpo3 yTeuKu MHPOPMAILIUH 0 TEXHUYECKUM KaHaJIaM;

- yrpo3 HCJI x I1/1H, 06pabaTbiBaeMbIM B aBTOMAaTU3UPOBAHHOM paboueM MecTe.

- VYTpo3bl yTeukd HHPOPMALIMH 110 TEXHUYECKUM KaHalaM BKIIIOYaoT B ceOsi:

- yIpO3bl YTEUKH aKyCTHUECKOM (pedueBoil) nHpopmanuu;

- yIpO3bl YTEUKU BUI0BOH MH(POPMALINY;

- yrpo3bl yTeuku uHdopmaruu no kanany [II9MUH.

Bo3HukHOBEHHE  yrpo3  yTeUKM aKyCTHUecKoW  (peueBoil) uHpopmanuu, conepKareics
HETMOCPEICTBEHHO B MPpor3HOCUMOi peun noiws3oBareiss MCII/IH, BO3MOXHO npu HamudueMm (QyHKITUi
rosocoBoro Beoja [1/1n 8 UCII/Ix nnu dynkuuit BocipousBenenus [1JIH akycTuueckuMu cpesicTBaMu
NUCTIn.

Peanuzanus yrpo3bl yTeykd BHJIOBOM MH(OpMalMM BO3MOXHA 3a CYET MPOCMOTpa HMHpopmanuu c
MIOMOIIIBIO ONTHYECKUX (ONTHKOIIEKTPOHHBIX) CPEACTB C HKPAHOB JUCIUIEEB U JIPYTHX CPEICTB
0TOOpa)keHHsI CPEJCTB BBIYMCIUTENLHON TEXHUKU, MH(OPMAIIMOHHO-BBIYUCIUTENBHBIX KOMIUIEKCOB,
TEXHUYECKUX CpeAcTBa 00pabOTKM Tpaduueckoid, BHUIEO- M OYKBEHHO-LM(POBOH HHOpMaIy,
Bxomsanux B coctaB UCIIJIH.

Yrpo3sl yreuku uHbopMmanuu 1o kanamy [I9MUH Bo3MOXXHBI W3-3a HAJIMUYUS DJIEKTPOMArHUTHBIX
U3ITy4YeHU, B OCHOBHOM, MOHHTOpa M CHCTEMHOro Ojioka KommbioTepa. OCHOBHYIO ONacHOCTh
MPEJICTABIISIIOT YIPO3bl YTEUKH M3-3a HAIMYMS 3JIEKTPOMAarHUTHBIX U3ITy4YE€HUH MOHUTOpA.

VYrpo3st HC/] B aBTOHOMHOM APM cCBsizaHbl C JEWCTBUAMHM HApPYIIUTENEH, MMEIOIIUX OCTYI K
NCTI/H, Bxmouas nonb3oBatenedt MCII/IH, peanmusyromux yrpo3sl HenocpenactBeHHO B MCIIJIH.
Kpowme storo, ucrounukamu yrpo3 HCJl x unpopmanuu B APM MoryT ObITh anmapaTHble 3aKIaKu U
OTUY)KJAaEMbl€ HOCUTEIN BPEJOHOCHBIX IPOrpamMM.



B UCII/Ix na 6a3ze aBroHomMHOro APM Bo3MoxHBI Bce BUbI ysa3Bumocteid CII/IH, 3a uckimoueHnem
YSI3BUMOCTEM, CBS3aHHBIX C pean3alei IPOTOKOJIOB CETEBOI0 B3aMMOJEHCTBHS U KaHAJIOB Iiepeadn
nanabiX. B Takux UCITJIH BO3MOKHBI:

- YTPO3bl, peaTnu3yeMble B X0/I€ 3arpy3KU OMEPAI[MOHHOM CUCTEMBI U HaIIpaBJIEHHBIEC HA MIepexBaT
naposiei WM uIeHTUPUKATOPOB, MOaUUKaILMI0 0a30BOM cucTeMbl BBoJa/BeiBoga (BIOS), mepexsar
YIIPABJICHUS 3arpy3KOil;

- yrpo3bl, pealu3yeMble I0CJIE 3arpy3Kd OIEpPAallMOHHOW CHUCTEMBl M HaIlpaBJICHHbBIE Ha
BBIIIOJIHEHNE  HECAHKIMOHMPOBAHHOTO  JIOCTyMa C MPUMEHEHHEM CTaHAAPTHBIX  (YHKUIUH
(YHHUUYTOXXEHHE, KOMHMpOBaHHE, IepeMenieHune, (opMaTUpOBaHUE HOCUTeNeHd HHPOpMAIMU U T.II.)
OTIEPAI[MOHHOM CHCTEMBbI WJIM KaKOW-T100 MPUKIAAHON IPOrpaMMBbl (HAaIPUMEpP, CUCTEMBbI YIIPABIICHUS
0azaMu JaHHBIX), C MPUMEHEHHEM CIENHaTbHO CO3JaHHbIX ais BeimonHeHus HCJ mporpamm
(mporpamMm nMpocMoTpa U Mou(pUKAIIMK peecTpa, MIOUCKa TEKCTOB B TEKCTOBBIX (hailiiax u T.11.);

- YTpO3bl BHEPEHUS BPEAOHOCHBIX MPOTPAMM.

6.2. TumoBas Mojenb yrpo3 0e30MacHOCTH MNEPCOHANBHBIX JIaHHBIX, 00pabaThIiBaeMbIX B

ABTOMATH3UPOBAHHBIX PA00YHMX MECTaX, MMEIOIINX NOIKIIOUEHHUE K CETSIM CBS3H 00MIero
[0JIb30BAHUS U (WIJIN) CETSAM MEXITYHAPOTHOTO HHPOPMAIIMOHHOTO 0OMEeHa
[Tpu o6pabotke I/l Ha aBTOMATH3UPOBAHHOM paboueM MecTe, UMEIOMIEM MOJKIIOYEHHUS K CeTsIM

CBSI3U OOILETO IMOJIb30BAaHUA M (MIIN) CETSIM MEKAYHApOIHOTO MHPOPMALMOHHOTO 0OOMEHA, BO3MOXKHA
peanusauus cienyomux Y bI1/IH:

- YIpo3bl YTEUKU HH(OPMALIUY IO TEXHUYECKUM KaHajam;

- yrpo3sl HCJI k I1/IH, 0OpabaTeiBaeMbIM Ha aBTOMaTU3UPOBAHHOM pab0OvYeM MeCTe.

- VYTpo3bl yTeuku HHPOPMALIUMK 110 TEXHUYECKUM KaHalaM BKIIIOYA0T B ceOsi:

- yIpO3bl YTEUKH aKyCTHUECKOM (peueBoil) nHpopmanuu;

- yIpO3bl YTEUKH BHI0BOH MH(POPMALINY;

- yrpo3bl yreuku uHdopmaruu no kanainy [II9MUH.

Boznuknosenne YBII/IH B paccmarpuBaeMbix MCII/IH mo TeXHMUYECKMM KaHalaM XapaKTepHU3yeTcs
TEMU K€ YCIOBUSIMU U (paKTOpaMu, YTO U JJIi aBTOMAaTU3UPOBAHHOIO pabovyero MecTa, He UMEIOIIETOo
MOAKJIIOYEHUSI K CETsIM OOIIEro Mmojab30BaHUS M (WJIM) CETSIM MEXKIYHApOIHOTO WH(GOPMAIMOHHOTO
oOMeHa.

VYrpozet HCJ] B UCIIJIH cBsizanbl ¢ nedcTBUsSIMU HapymuTened, umeromux goctyn k MWCIIH,
BKitouass nosb3osarenet MCIIAH, peannsyromux yrpossl HenocpenctseHHo B MCIIH, a Taxxke
Hapymureneil, He umeronmx aocryna Kk MCIIJIH, peanusyromux yrpo3bl U3 BHEIIHUX CETEH CBS3U
o0111ero NoJab30BaHus U (WIN) ceTei MeXTyHapOAHOI0 MH()OPMAIIMOHHOTO OOMEHa.

Vrpo3st HC/[ B UCII/IH, cBs3aHHBIE ¢ AeHCTBUAMM HapymuTenei, uMmeromux noctyn k MCII/IH,
AQHAJIOTMYHBI T€M, KOTOPbIE UMEIOT MECTO AJisl oTaenbHOro APM, He MOAKIIOUEHHOTO K CETSIM CBSI3U
o011ero nojab30BaHUsA. YTPO3bl U3 BHEIIHUX CETEN BKIIIOYAIOT B ce0s:

- yrpo3sl "AHanmu3a cereBoro Tpaguka' ¢ HepexBaToM IeperaBacMoil BO BHEUIHHE CETH U
MPUHUMAEMOI U3 BHEIIHUX ceTell nHpOopMaIuy;

- yrpo3bl CKaHWPOBAHMSI, HAIIPaBJIICHHBIE HA BBIABICHUE THUIA ONEpPAllMOHHOW cuctembl APM,
OTKPBITBIX TIOPTOB U CITY>KO, OTKPBITHIX COETUHEHUH U Jp.;

- yrpO3bl BBISIBIEHUSI TApOJIEH;

- yrpo3sl nonyyeauss HC/I myrem noamMeHsl TOBEpEHHOTO 00bEKTa;

- yrpo3sl Tuna "OTka3 B 00cHyKuBaHuu'";

- YTPO3Bl YAAJICHHOTO 3aIyCKa IPUIIOKECHUN;

- YTPO3bl BHEJPEHHUS IO CETU BPEIOHOCHBIX IIPOrPaMM.

6.3. TunoBas Mozenb Yyrpo3 0e30MaCHOCTH MEPCOHANBHBIX JaHHBIX, 00pPa0daThIBAEMbIX B JIOKAIBHBIX
UHGOPMALMOHHBIX CHCTEMAaX MEePCOHANBHBIX JIaHHBIX, HE HMEIOUTHX




OOAKJIIOYCHUA K CCTAM CBA3HU 06H_[€I‘O IOJIb30BaHHUA U (I/I.III/I) CCTAM

MEXIYHAPOIHOro HHGOOPMAIIMOHHOTO 0OMeHa

[Tpu obpadotke I1/In B mokaneueix WMCII/IH, HE MMelomMe MOIKIIOYEHUS K CETSM CBSI3U OOIIEro
MOJIb30BaHUS U (WIIM) CETSAM MEXIYHAPOIHOTO MH(DOPMAIMOHHOTO OOMEHAa, BO3MOKHA peallh3allus
caenyromux YBIIH:

- yrpo3bl yTeUKH HH(HOPMAIIUU IO TEXHUYECKUM KaHajaM;

- yrpo3sl HC/ x 1/, oOpabaTeiBacMbIM Ha aBTOMATU3UPOBAHHOM paboueM MecTe.

- VYrpo3sl yreuku nHpOpMALIUK IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ceOsi:

- YTpo3bl YTEUKU aKyCTHUECKOH (pedyeBoii) nHpopMaluu;

- YTpO3bl YTEUKU BUIOBOU MH(OPMALINK;

- yIpo3bl yTeuku uHpopmaruu no kavary [IDMIUH.

Bosnuknosenue YBIIJIH B paccmarpuBaembix UCII/IH 10 TEXHUYECKUM KaHAJIaM XapaKTEPU3YyeTCs
TEMHU K€ YCJIOBHSAMHU M (pakTopamu, uTto U i JokanbHbIX MCIIJIH, HE UMEONIMX MOAKIIOYEHHUS K
CETSIM CBSI3U OOMIETO MOIB30BAHUS M (MIJIH) CETSIM MEKIYHAPOTHOTO HHPOPMAIIMOHHOTO OOMEHA.
VYrpo3el HCJ| B nokaneubix MCII[AH cBs3aHbl ¢ JEHCTBUSAMHU HapylIUTENEeH, MUMEIOLUX JOCTYN K
NCTIdn, Brmrouas nonb3oBateneit UCII/IH, peanusyromux yrpo3sl Henocpeactsenno B UCITIH.
VYrpo3st HCJ] B UCII/IH, cBsizaHHbIe C AeicTBUAMH HapymuTenei, umeromux gocryn k MCII/H,
AQHAJOTUYHBI TEM, KOTOPbIE UMEIOT MECTO ISl OTAEIbHOr0 APM, He MOJKIIOUEHHOIO K CETSIM CBS3H
obmiero nosib3oBanus. Kpome toro, B Takoit UCIIJIH MOryT UMeTh MecTO:

- yrpo3sl "AHanmu3a ceTeBoro Tpaguka’ ¢ mepexBaTroM rnepeaaBacMoin o ceTH NHPOopMaIuy;

- YIpO3bI BBISIBJICHUS MTapOJICH;

- YIPO3bl yIAJIEHHOTO 3aITyCKa MPUII0KECHHH;

- YIpO3bl BHEJIPEHUS IO CETH BPEOHOCHBIX MPOTPAMM.

6.4. TunoBasi MoneNb Yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX 00pa0aThIBAEMBIX B JIOKAIBHBIX

MH(GOPMAIIMOHHBIX CHCTEMaX IICPCOHANBHBIX JAHHBIX, HMMCIOIIMX IMOAKIIOYCHUE K CETSIM CBS3H
0O0IIIeTO MOIL30BaHUS M (MIIH) CETSIM MEKIYHAPOJIHOTO MH(POPMAITMOHHOTIO 0OMEHa

ITpu o6pabotke I1[{H B nokanbHbIX MCIIJIH, MMeromuX MNOAKIIOUEHHE K CETSIM CBSI3U OOIIEro
MOJIb30BaHUA U (WIIM) CETAM MEXAYHApOAHOTO MH(OPMAIMOHHOTO OOMEHA, BO3MOXKHA pealin3alus
cnenyromux YBII/IH:

- yIpo3bl YTEUKU UH(POPMAIIUH 110 TEXHUYECKUM KaHallaMm;

- yrpo3sl HC/I k I1/TH, oOpaGaTsiBaeMbIM Ha aBTOMAaTH3UPOBAaHHOM paboueM MecTe.

- VYrpo3bl yreuku HH(pOpMALIUK IO TEXHUYECKUM KaHajaM BKJIIOYAlOT B ce0sl:

- YTPpO3bl YTEUKH aKyCTHUECKOU (peueBoil) nHpopMaluu;

- YTpO3bl YTEUKU BUIOBOU MH(OpMALINK;

- yrpo3sl yreuku nHdopmanuu no kanamy [I9MUH.

BosnuknoBenne YBII/IH B paccmarpuBaeMbix MCII/IH o TeXHMUECKMM KaHalaM XapaKTepHU3yeTcs
TEMH e YCIOBUSAMHU U (PaKTOpaMu, 4yTo U JuIst npeasiaymux tunos UCII/IH.

VYrpozst HCJ/I cBs3anbl ¢ pelicTBUsAMH Hapymutened, uMerommx apoctyn k MCIIJIH, Bxirouas
nose3oBarenel UCII/IH, peanusyromux yrpo3sl HenocpeacTseHHo B MCII/IH, a Taxke HapyluTenen,
He wumeromux gocryna k WCIIJIH, peanusyromux yrpo3bl M3 BHEIIHUX CETeH CBS3U 00IIero
MOJIb30BAHUA U (MJTM) ceTel MEeXTyHapOIHOTO HHPOPMAIIMOHHOTO OOMEHa.

VYrpo3st HC/I, cBsizanHble ¢ AeiicTBUsIMH HapymuTenel, uMeromux aoctyn k MCII/IH, BkiaoyaoT B
ce0s yrposbl, aHAJOTHMYHBIE TEM, KOTOpbIEe pealn3yloTcs B oTAeapbHOM APM, He umeromem
HOJKJIFOYEHUS K CETSAM CBSI3U OOLLEro MOJIb30BaHMS.

VYTpo3bl U3 BHELIHHUX CETEH BKIIIOYAIOT B CEOSL:

- yrpo3bl "AHanmza cereBoro Tpaduka' ¢ TMepexBaTOM TEpelaBacMOi BO BHEITHHUE CETH H
NPUHUMAEMOM 13 BHEIIHUX ceTell nHpopMaLuy;



- YIpO3bl CKAHUPOBAHMS, HAIIPABJICHHBIE HA BBISIBIICHUE THNA oneparnoHHoi cucteMbl MCIT/H,
CETEBBIX a/IpecOB pabOYMX CTaHIIMM, OTKPBITHIX MOPTOB U CIYKO, OTKPBITHIX COCTUHEHUN U 1p.;

- YTPO3bI BHISIBICHHUSI TAPOJIEH;

- yrpo3sl nonyyenust HC/I myrem noaMeHsl TOBEpEHHOTO 00BEKTa;

- yrpo3bl Thna "OTkas B 00cnyxkuBaHuu';

- yrpo3bl yIAJIEHHOI'O 3aIlyCKa MPUII0KEHU;

- yrpo3bl BHEAPEHHUS IO CETU BPEJOHOCHBIX MPOrPAMM.

6.5. TumoBas Mozenb yrpo3 0€30MacHOCTH TEPCOHANBHBIX JIAHHBIX, 00pabaThiBacMbIX B

pacnpese/ieHHbIX HHHOOPMAIIMOHHBIX CHCTEMaX MEPCOHANbHbBIX JIAHHBIX, HE UMEIOIIUX MOIKIIOYCHHUS
K CETSIM CBSI3M OOIIEro NoJab30BaHus U (UIH) CEeTAM MEXIYHAPOJAHOTO HHGOPMAIITMOHHOTO 0OMeHa
[Ipu o6padotke [1/In B pacnpenenennsix UCIIIH, nMEIOMUX MOAKIIOYCHUE K CETSIM CBSI3U OOIIETro
MOJIb30BAaHUA U (WJIM) CETAM MEXAYHAapOAHOro HMH(OpPMALMOHHOTO OOMEHa, BO3MOXKHA peau3alus
cnenyromux YBII/H:

yrpo3bl yTeYKd HH(GOPMAIIUK IO TEXHUYECKUM KaHajam;
- yrpo3sl HC/ x I1/In, oOpabaTeiBaeMbIM Ha aBTOMAaTU3MPOBAHHOM paboueM MecTe.
- VYTpo3bl yTeukn HHPOPMALIUH 110 TEXHHYECKUM KaHalaM BKIIOYAIOT B ceOsi:
- YIpO3bl YTEUKH aKyCTHUECKOH (peueBoit) nH(opMaIum;
- YIpO3bl YTEUKH BUAOBOU HH(POPMALIUU;
- yrpo3sl yreuku nHdopmannu no kanany [I9MUH.
Bosnuknosenne YBII/IH B paccmarpuBaembix MCII/IH 10 TeXHMYECKUM KaHallaM XapaKTEpHU3YeTCs
TEMHU K€ YCIOBUAMU U (paKTopamu, uTo u Ay npensiaymux tunos UCIT/Ix.
VYrpo3st HCJ[ cBsizanbl ¢ pAeiicTBUAMHM Hapywmuteneid, umerommx aoctyn k HWCIIH, Bkiroyas
nosb3oBareneit UCII/IH, peanusyromux yrpo3sl HenocpeactsenHo B UCII/H.
[Tpu 3TOM MOTYyT OBITH YIpO3bl, aHAJIOTUYHBIE TEM, KOTOphlE UMEIOT MecTO B oTneiabHOM APM, He
MOAKIIOYEHHOM K CeTsAM OOINero TMOJb30BaHMUs, a TaKXe Yrpo3bl, pealu3yemMble BHYTPH
pacnpenesieHHOM CETH C UCTIOJIb30BaHUEM MPOTOKOJIOB MEKCETEBOTO B3aUMOJICHCTBUS, B TOM YHCIIE:
- yrpo3sl "AHanu3a ceTeBoro Tpaduka’ ¢ mepexBaToM reperaBaeMoil mo ceTu uHpopmaluu;
- yrpo3bl CKAHUPOBAHUS, HAMPABJICHHBIC HA BBISIBJICHHE OTKPBITBHIX MOPTOB U CIYXO, OTKPBHITHIX
COEIMHEHUH U Jp.;
- yrpO3bl BHEAPEHUS JTOKHOTO 00BEKTA CETH;
- yIrpo3bl HAaBS3BIBAHUS JIOXKHOTO MapuIpyTa IyTeM HECAaHKIMOHUPOBAHHOTO HW3MEHEHHMS
MapIIPyTHO-AIPECHBIX JAHHBIX;
- yIpO3bl BBISIBICHUS TAPOJIEH;
- yrpo3bl THna "OTkas B 00cnyKkuBaHuu';
- YIPO3bI YIAJIEHHOTO 3aITyCKa MPUII0KEHU;
- YIpO3bl BHEJIPEHUSI IO CETH BPEJOHOCHBIX IMPOrPamMM.
6.6. TumoBas Mojenb yrpo3 0€30MacHOCTH TEPCOHANBHBIX JIaHHBIX, 00pabaThiBaeMbIX B
pacnpeneneHHbIX MHGOPMAITMOHHBIX CUCTEMAaX MEePCOHAIBHBIX JIAHHBIX, HMEIOIMIUX TOJKIIOYEHHE K
CETSIM CBSI3U OOIIETO MOTH30BAHUS M (WIJIH) CETSIM MEKIYHAPOJIHOTO HHPOPMAITMOHHOTO OOMeHa

[Tpu o6padotke I1/In B pacnpenenennbix MCIIAH, nuMeomux NOAKIIOYEHHE K CETSIM CBS3H OOIIEro
MOJIb30BAaHUA U (WJIM) CETAM MEXAYHapOAHOrOo MH(OPMALMOHHOIO OOMEHa, BO3MOXKHA peaan3anus
cnenyromux YBII/H:

yIpo3bl YTEUKH HH(POPMAIIUH 110 TEXHUYECKUM KaHallaM;
- yrpo3sl HC/I k I1/TH, oOpaGaThiBaeMbIM Ha aBTOMAaTH3UPOBAaHHOM pabodeM MecTe.
- VYTpo3bl yTeuku HHPOPMALIUH 110 TEXHUYECKUM KaHalaM BKIIIOYAOT B ceOsi:

- yIpO3bl YTEUKH aKyCTHUECKOH (peueBoil) nHpopManuu;



- YTpO3bl YTEUKU BUIOBOU MH(OpMALINK;

- yrpo3bl yTeuku uHpopmaruu mno kanaay [I9MUH.

Bosnuknosenue YBIIJIH B paccmarpuBaembix UCII/IH 110 TEXHMYECKMM KaHAJlaM XapaKTEepU3yeTCs
TEMH K€ YCIOBUAMH B (paKkTOpamu, 4To U 1js npeapiaymmx tunos MCIT/IH.

VYrpozst HCJ/] cBsizanbl ¢ pelicTBusAMHM Hapymuteneld, umerommux aoctyn k MWCIIJIH, Bxirouas
nonb3oBareneit UCIIH, peanusytomux yrpossl HenocpeactBeHHO B MCII/IH, a Takxe HapymuTenei,
He umeromux goctyna k MCIIH, peanu3yrommx yrpo3sl W3 BHEIIHUX CETEH CBA3M OOILEro
MOJIb30BaHUS U (HITH) CeTel MEXTyHapOIHOTO HHPOPMAIITMOHHOTO OOMEHa.

VYrpo3er HC/I, cBA3aHHbIEe C OEeUCTBUAMHU Hapymutened, uMmeromux noctyn k MCIIIH, ananorunyuel
TE€M, KOTOpble MMeT Mecto B pacnpeneneHHblx WCII/IH, He nMeromiell NOAKIIOYEHUS K CETSIM
obmero monb3oBaHusa. Kpome Toro, B Takoit MCII[IH MMEHOT MeCTO yIrpo3bl, pean3yeMbie C
HCII0JIb30BAHNUEM ITPOTOKOJIOB MEXKCETEBOTO B3aUMO/ICUCTBUS U3 BHEIIHUX CETEH, B TOM YHUCJIE:

- yrpo3bel "AnHammza cereBoro Tpaduka' c mepexBaroMm niepepaBaemord u3z MCIIH wu
npuaumaeMoil B ICIT/IH u3 BHemHUX ceTeit mHpopMaIliy;

- yrpo3bl CKAaHUPOBAHUsS, HAIPABJICHHBIE Ha BBISBJICHUE THUIA WIM THUIIOB MCHOJIb3YEMBIX
OTIEpPAIlMOHHBIX CHUCTEM, CeTeBbIX aapecoB pabouux craHimii MCII/IH, TOmonoruu cetd, OTKPBITHIX
MOPTOB U CIYX,O, OTKPBITBIX COCTUHEHUH U JIp.;

- yrpo3bl BHEApeHus 10xkHOro o0bekTa kak B ICII/IH, Tak 1 BO BHEITHUX CETSX;

- yrpO3bl OJIMEHBI TOBEPEHHOTO O0BEKTA,

- YIpo3bl HaBSA3BIBAHUS JIOKHOTO MapIIpyTa IyTeM HECAaHKIIMOHUPOBAHHOTO HW3MEHECHHS
MapuIpyTHO-aIPECHBIX JAHHBIX KAK BHYTPH CETH, TAK U BO BHEIIHUX CETSX;

- YIpO3bI BBISIBJICHUS MTapOJICH;

- yrpo3sl Tna "OTka3 B 00CITyKUBaHUU'";

- YTPpO3bl YAAJIEHHOTO 3aIlyCKa MPUII0KEHU;

- YIpO3bl BHEJPEHUS IO CETH BPEIOHOCHBIX TIPOTPAMM.
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